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DECLARATION OF [
L by state the following:

1.

2. T am an adult of sound mine. All statements in this declaration are based
on my personal knowledge and are true and correct.

3. I am making this statement voluntarily and on my own initiative. I have
not been promised, nor do I expect to receive, anything in exchange for my
testimony and giving this statement. I have no expectation of any profit
or reward and understand that there are those who may seek to harm me
for what I say in this statement. I have not participated in any political
process in the United States, have not supported any candidate for office
in the United States, am not legally permitted to vote in the United
States, and have never attempted to vote in the United States.

4. I want to alert the public and let the world know the truth about the
corruption, manipulation, and lies being committed by a conspiracy of
people and companies intent upon betraying the honest people of the
United States and their legally constituted institutions and fundamental
rights as citizens. This conspiracy began more than a decade ago in
Venezuela and has spread to countries all over the world. It is a conspiracy
to wrongfully gain and keep power and wealth. It involves political
leaders, powerful companies, and other persons whose purpose is to gain
and keep power by changing the free will of the people and subverting the
proper course of governing.

5.
I Over the course of my career, I
specialized in the marines |GG

6. Due to my training in special operations and my extensive military and
academic formations, I was selected for the national security guard detail

of the President of Venezuela. [

I - Pacc 1 of 8
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instrumental in his gaining power. In 2002, Senor Cabello had very briefly
taken over the duties of the presidency while Hugo Chavez was
imprisoned. Within hours of Senor Cabello taking over the presidency,
Hugo Chavez was released from prison and regained the office of
President. On December 11, 2011, Cabello was installed as the Vice-
President of the United Socialist Party — the party of President Chavez
and became the second most powerful figure in the party after Hugo
Chavez. Cabello was appointed president of the National Assembly in
early 2012 and was re-elected to that post in January 2013. After Hugo
Chavez’s death, Cabello was next in line for the presidency of the country,
but he remained president of the National Assembly and yielded to
Nicolas Maduro holding the position of President of Venezuela.

precise and exacting in his instructions in the details about meetings he
wanted, where the meeting was to occur, who was to attend, what was to
be done.

B | Vo witness to the creation and operation of a

I, - Page 2 of 8
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10.

11.

12.

13.

sophisticated electronic voting system that permitted the leaders of the
Venezuelan government to manipulate the tabulation of votes for national
and local elections and select the winner of those elections in order to gain
and maintain their power.

Importantly, I was a direct witness to the creation and operation of an
electronic voting system in a conspiracy between a company known as
Smartmatic and the leaders of conspiracy with the Venezuelan
government. This conspiracy specifically involved President Hugo Chavez
Frias, the person in charge of the National Electoral Council named Jorge
Rodriguez, and principals, representatives, and personnel from
Smartmatic which included | |-
purpose of this conspiracy was to create and operate a voting system that
could change the votes in elections from votes against persons running
the Venezuelan government to votes in their favor in order to maintain
control of the government.

In mid-February of 2009, there was a national referendum to change the
Constitution of Venezuela to end term limits for elected officials, including
the President of Venezuela. The referendum passed. This permitted Hugo
Chavez to be re-elected an unlimited number of times.

After passage of the referendum, President Chavez instructed me to make
arrangements for him to meet with Jorge Rodriguez, then President of the
National Electoral Council, and three executives from Smartmatic.
Among the three Smartmatic representatives were ||| RN

- |
B President Chavez had multiple meetings with Rodriguez
and the Smartmatic team at which I was present. In the first of four
meetings, Jorge Rodriguez promoted the idea to create software that
would manipulate elections. Chavez was very excited and made it clear
that he would provide whatever Smartmatic needed. He wanted them
immediately to create a voting system which would ensure that any time
anything was going to be voted on the voting system would guarantee
results that Chavez wanted. Chavez offered Smartmatic many
inducements, including large sums of money, for Smartmatic to create or
modify the voting system so that it would guarantee Chavez would win

every election cycle. Smartmatic’s team agreed to create such a system
and did so.

I arranged and attended three more meetings between President Chavez
and the representatives from Smartmatic at which details of the new

I - P2.ce 3 of 8
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14.

15.

16.

17.

voting system were discussed and agreed upon. For each of these
meetings, I communicated directly with || BN o» details of
where and when to meet, where the participants would be picked up and
delivered to the meetings, and what was to be accomplished. At these
meetings, the participants called their project the “Chavez revolution.”
From that point on, Chavez never lost any election. In fact, he was able
to ensure wins for himself, his party, Congress persons and mayors from
townships.

Smartmatic’s electoral technology was called “Sistema de Gestion
Electoral” (the “Electoral Management System”). Smartmatic was a
pioneer in this area of computing systems. Their system provided for
transmission of voting data over the internet to a computerized central
tabulating center. The voting machines themselves had a digital display,
fingerprint recognition feature to identify the voter, and printed out the
voter’s ballot. The voter’s thumbprint was linked to a computerized record
of that voter’s identity. Smartmatic created and operated the entire
system.

Chavez was most insistent that Smartmatic design the system in a way
that the system could change the vote of each voter without being
detected. He wanted the software itself to function in such a manner that
if the voter were to place their thumb print or fingerprint on a scanner,
then the thumbprint would be tied to a record of the voter’s name and
1dentity as having voted, but that voter would not tracked to the changed
vote. He made it clear that the system would have to be setup to not leave
any evidence of the changed vote for a specific voter and that there would
be no evidence to show and nothing to contradict that the name or the
fingerprint or thumb print was going with a changed vote. Smartmatic
agreed to create such a system and produced the software and hardware
that accomplished that result for President Chavez.

After the Smartmatic Electoral Management System was put in place, I
closely observed several elections where the results were manipulated
using Smartmatic software. One such election was in December 2006
when Chavez was running against Rosales. Chavez won with a landslide
over Manuel Rosales - a margin of nearly 6 million votes for Chavez versus
3.7 million for Rosales.

On April 14, 2013, I witnessed another Venezuelan national election in

which the Smartmatic Electoral Management System was used to
manipulate and change the results for the person to succeed Hugo Chavez

I - Pace 4 of §
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18.

19.

20.

as President. In that election, Nicolas Maduro ran against Capriles

Radonsky .

B [nside that location was a control room in which there were
multiple digital display screens — TV screens — for results of voting in each
state in Venezuela. The actual voting results were fed into that room and
onto the displays over an internet feed, which was connected to a
sophisticated computer system created by Smartmatic. People in that
room were able to see in “real time” whether the vote that came through
the electronic voting system was in their favor or against them. If one
looked at any particular screen, they could determine that the vote from
any specific area or as a national total was going against either candidate.
Persons controlling the vote tabulation computer had the ability to change
the reporting of votes by moving votes from one candidate to another by
using the Smartmatic software.

By two o'clock in the afternoon on that election day Capriles Radonsky
was ahead of Nicolas Maduro by two million votes. When Maduro and his
supporters realized the size of Radonsky’s lead they were worried that
they were in a crisis mode and would lose the election. The Smartmatic
machines used for voting in each state were connected to the internet and
reported their information over the internet to the Caracas control center
in real-time. So, the decision was made to reset the entire system.
Maduro’s and his supporters ordered the network controllers to take the
internet itself offline in practically all parts in Venezuela and to change
the results.

It took the voting system operators approximately two hours to make the
adjustments in the vote from Radonsky to Maduro. Then, when they
turned the internet back on and the on-line reporting was up and running
again, they checked each screen state by state to be certain where they
could see that each vote was changed in favor of Nicholas Maduro. At that
moment the Smartmatic system changed votes that were for Capriles
Radonsky to Maduro. By the time the system operators finish, they had
achieved a convincing, but narrow victory of 200,000 votes for Maduro.

After Smartmatic created the voting system President Chavez wanted, he
exported the software and system all over Latin America. It was sent to
Bolivia, Nicaragua, Argentina, Ecuador, and Chile — countries that were
in alliance with President Chavez. This was a group of leaders who
wanted to be able to guarantee they maintained power in their countries.
When Chavez died, Smartmatic was in a position of being the only

I - P2.ce 5 of 8
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21.

22.

23.

24.

company that could guarantee results in Venezuelan elections for the
party in power.

I want to point out that the software and fundamental design of the
electronic electoral system and software of Dominion and other election
tabulating companies relies upon software that is a descendant of the
Smartmatic Electoral Management System. In short, the Smartmatic
software 1s in the DNA of every vote tabulating company’s software and
system.

Dominion is one of three major companies that tabulates votes in the
United States. Dominion uses the same methods and fundamentally same
software design for the storage, transfer and computation of voter
identification data and voting data. Dominion and Smartmatic did
business together. The software, hardware and system have the same
fundamental flaws which allow multiple opportunities to corrupt the data
and mask the process in a way that the average person cannot detect any
fraud or manipulation. The fact that the voting machine displays a voting
result that the voter intends and then prints out a paper ballot which
reflects that change does not matter. It is the software that counts the
digitized vote and reports the results. The software itself is the one that
changes the information electronically to the result that the operator of
the software and vote counting system intends to produce that counts.
That’s how it is done. So the software, the software itself configures the
vote and voting result -- changing the selection made by the voter. The
software decides the result regardless of what the voter votes.

All of the computer controlled voting tabulation is done in a closed
environment so that the voter and any observer cannot detect what is
taking place unless there is a malfunction or other event which causes the
observer to question the process. I saw first-hand that the manipulation
and changing of votes can be done in real-time at the secret counting
center which existed in Caracas, Venezuela. For me it was something
very surprising and disturbing. I was in awe because I had never been
present to actually see it occur and I saw it happen. So, I learned first-
hand that it doesn’t matter what the voter decides or what the paper
ballot says. It’s the software operator and the software that decides what
counts — not the voter.

If one questions the reliability of my observations, they only have to read

the words of G
I 2 time period in

I, - P2z 6 of 8
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25.

26.

27.

which Smartmatic had possession of all the votes and the voting, the votes
themselves and the voting information at their disposition in Venezuela.
I . e
B [ c was assuring that the voting system implemented or used
by Smartmatic was completely secure, that it could not be compromised,
was not able to be altered.

But later, in 2017 when there were elections where Maduro was running
and elections for legislators in Venezuela, il and Smartmatic broke
their secrecy pact with the government of Venezuela. He made a public
announcement through the media in which he stated that all the
Smartmatic voting machines used during those elections were totally
manipulated and they were manipulated by the electoral council of
Venezuela back then. |l stated that all of the votes for Nicholas
Maduro and the other persons running for the legislature were
manipulated and they actually had lost. So I think that's the greatest
proof that the fraud can be carried out and will be denied by the software
company that | I 2dmitted publicly that Smartmatic had created,
used and still uses vote counting software that can be manipulated or
altered.

I am alarmed because of what is occurring in plain sight during this 2020
election for President of the United States. The circumstances and events
are eerily reminiscent of what happened with Smartmatic software
electronically changing votes in the 2013 presidential election in
Venezuela. What happened in the United States was that the vote
counting was abruptly stopped in five states using Dominion software. At
the time that vote counting was stopped, Donald Trump was significantly
ahead in the votes. Then during the wee hours of the morning, when there
was no voting occurring and the vote count reporting was off-line,
something significantly changed. When the vote reporting resumed the
very next morning there was a very pronounced change in voting in favor
of the opposing candidate, Joe Biden.

I | have worked in gathering

information, researching, and working with information technology.
That's what I know how to do and the special knowledge that I have. Due
to these recent election events, I contacted a number of reliable and
intelligent ex-co-workers of mine that are still informants and work with
the intelligence community. I asked for them to give me information that
was up-to-date information in as far as how all these businesses are
acting, what actions they are taking.

I - P2ce 7 of 8
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I declare under penalty of perjury that the foregoing is true and correct and that
this Declaration was prepared in Dallas County, State of Texas, and executed on
November 15, 2020.

- Page 8 of 8
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EXHIBIT 2
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An Analysis of Surveys Regarding Absentee Ballots Across Several States

William M. Briggs
November 23, 2020

1 Summary

Survey data was collected from individuals in several states, sampling those who the states listed as not returning absentee
ballots. The data was provided by Matt Braynard.

The survey asked respondents whether they (a) had ever requested an absentee ballot, and, if so, (b) whether they had
in fact returned this ballot. From this sample I produce predictions of the total numbers of: Error #1, those who were
recorded as receiving absentee ballots without requesting them; and Error #2, those who returned absentee ballots but
whose votes went missing (i.e. marked as unreturned).

The sizes of both errors were large in each state. The states were Georgia, Michigan, Wisconsin, and Arizona where
ballots were across parties. Pennsylvania data was for Republicans only.

2 Analysis Description

Each analysis was carried out separately for each state. The analysis used (a) the number of absentee ballots recorded as
unreturned, (b) the total responding to the survey, (c) the total of those saying they did not request a ballot, (d) the total
of those saying they did request a ballot, and of these (e) the number saying they returned their ballots. T assume survery
respondents are representative and the data is accurate.

From these data a simple parameter-free predictive model was used to calculate the probability of all possible outcomes.
Pictures of these probabilities were derived, and the 95% prediction interval of the relevant numbers was calculated. The
pictures appear in the Appendix at the end. They are summarized here with their 95% prediction intervals.

Error #1: being recorded as sent an absentee ballot without requesting one.

Error #2: sending back an absentee ballot and having it recorded as not returned.

State Unreturned ballots Error #1 Error #2

Georgia 138,029 16,938-22,771  31,559-38,866
Michigan 139,190 29,611-36,529  27,928-34,710
Pennsylvania* 165,412 32,414-37,444 26,954-31,643
Wisconsin 96,771 16,316-19,273  13,991-16,757
Arizona 518,560 208,333-229,937  78,714-94,975

*Number for Pennsylvania represent Republican ballots only.

Ballots that were not requested, and ballots returned and marked as not returned were classed as troublesome. The
estimated average number of troublesome ballots for each state were then calculated using the table above and are presented
next.

State Unreturned ballots Estimated average Percent
troublesome ballots

Georgia 138,029 53,489 39%

Michigan 139,190 62,517 45%

Pennsylvania* 165,412 61,780 37%

Wisconsin 96,771 29,594 31%

Arizona 518,560 303,305 58%

*Number for Pennsylvania represent Republican ballots only.

3 Conclusion

There are clearly a large number of troublesome ballots in each state investigated. Ballots marked as not returned that were
never requested are clearly an error of some kind. The error is not small as a percent of the total recorded unreturned ballots.
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Ballots sent back and unrecorded is a separate error. These represent votes that have gone missing, a serious mistake.

The number of these missing ballots is also large in each state.
Survey respondents were not asked if they received an unrequested ballot whether they sent these ballots back. This is

clearly a lively possibility, and represents a third possible source of error, including the potential of voting twice (once by
absentee and once at the polls). No estimates or likelihood can be calculated for this potential error due to absence of data.

4 Declaration of William M. Briggs, PhD

1. My name is William M. Briggs. I am over 18 years of age and am competent to testify in this action. All of the facts
stated herein are true and based on my personal knowledge.

2. I received a Ph.D of Statistics from Cornell University in 2004.

3. T am currently a statistical consultant. I make this declaration in my personal capacity.

4. T have analyzed data regarding responses to questions relating to mail ballot requests, returns and related issues.

5. I attest to a reasonable degree of professional certainty that the resulting analysis are accurate.

I declare under the penalty of perjury that the foregoing is true and correct.

LU hFs e

William M. Briggs

23 November 2020

5 Appendix

The probability pictures for each state for each outcome as mentioned above.
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Probability of numbers of un-requested absentee ballots listed as
not returned for Michigan
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Probability of numbers of un-requested absentee ballots listed as
not returned for Wisconsin
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EXHIBIT 2 A
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William M. Briggs, PhD
Statistician to the Stars!
matt@wmbriggs.com
917-392-0691

1. EXPERIENCE

(1) 2016: AUTHOR OF Uncertainty: The Soul of Modeling, Probability € Sta-
tistics, a book which argues for a complete and fundamental change in the
philosophy and practice of probability and statistics. Eliminate hypothesis
testing and estimation, and move to verifiable predictions. This includes
AT and machine learning. Call this The Great Reset, but a good one.

(2) 2004-2016 ADJUNCT PROFESSOR OF STATISTICAL SCIENCE, CORNELL
UNIVERSITY, ITHACA, NEW YORK
I taught a yearly Masters course to people who (rightfully) hate statistics.
Interests: philosophy of science & probability, epistemology, epidemiology
(ask me about the all-too-common epidemiologist fallacy), Bayesian sta-
tistics, medicine, climatology & meteorology, goodness of forecasts, over-
confidence in science; public understanding of science, limitations of science,
scientism; scholastic metaphysics (as it relates to epistemology).

(3) 1998-PRESENT. STATISTICAL CONSULTANT, VARIOUS COMPANIES
Most of my time is spent coaxing people out of their money to tell them
they are too sure of themselves. All manner of analyses cheerfully un-
dertaken. Example: Fraud analysis; I created the Wall Street Journal’s
College Rankings. I consultant regularly at Methodist and other hospitals,
start-ups, start-downs, and with any instition willing to fork it over.

(4) 2003-2010. RESEARCH SCIENTIST, NEW YORK METHODIST HOSPITAL,
NEW YORK
Besides the usual, I sit/sat on the Institutional Review Committee to assess
the statistics of proposed research. I was an Associate Editor for Monthly
Weather Review (through 2011). Also a member of the American Meteoro-
logical Society’s Probability and Statistics Committee (through 2011). At
a hospital? Yes, sir; at a hospital. It rains there, too, you know.

(5) FaLL 2007, FALL 2010 VISITING PROFESSOR OF STATISTICS, DEPART-
MENT OF MATHEMATICS, CENTRAL MICHIGAN UNIVERSITY, MT. PLEAS-
ANT, MI
Who doesn’t love a visit from a statistician? Ask me about the difference
between “a degree” and “an education.”

(6) 2003-2007, ASSISTANT PROFESSOR STATISTICS, WEILL MEDICAL COL-
LEGE OF CORNELL UNIVERSITY, NEW YORK, NEW YORK
Working here gave me a sincere appreciation of the influences of government
money; grants galore.

(7) 2002-2003. GOTHAM RISK MANAGEMENT, NEW YORK
A start-up then, after Enron’s shenanigans, a start-down. We set future
weather derivative and weather insurance contract prices that incorporated
information from medium- and long-range weather and climate forecasts.

(8) 1998-2002. DOUBLECLICK, NEW YORK
Lead statistician. Lot of computer this and thats; enormous datasets.

(9) 1993-1998. GRADUATE STUDENT, CORNELL UNIVERSITY

1
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Meteorology, applied climatology, and finally statistics. Was Vice Chair of
the graduate student government; probably elected thanks to a miracle.

(10) 1992-1993. NATIONAL WEATHER SERVICE, SAULT STE. MARIE, MI
Forecast storms o’ the day and launched enormous balloons in the name of
Science. My proudest moment came when I was able to convince an ancient
IBM-AT machine to talk to an analog, 110 baud, phone-coupled modem,
all using BASIC!

(11) 1989-1992. UNDERGRADUATE STUDENT, CENTRAL MICHIGAN UNIVER-
SITY
Meteorology and mathematics. Started the local student meteorology group
to chase tornadoes. Who knew Michigan had so few? Spent a summer at
U Michigan playing with a (science-fiction-sounding) lidar.

(12) 1983-1989. UNITED STATES AIR FORCE
Cryptography and other secret stuff. Shot things; learned pinochle. 1
adopted and became proficient with a fascinating and versatile vocabulary.
Trritate me for examples. T'S/SCI, etc. security clearance (now inactive).

2. EDUCATION

(1) Ph.D., 2004, Cornell University. Statistics.

(2) M.S., 1995, Cornell University. Atmospheric Science.

(3) B.S., Summa Cum Laude, 1992, Central Michigan University. Meteorology
and Math.

3. PUBLICATIONS

3.0.1. Popular.

(1) Op-eds in various newspapers; articles in Stream, Crisis Magazine, The
Remnant, Quadrant, Quirks; blog with ~70,000 monthly readers. Various
briefs submitted to government agencies, such as California Air Resources
Board, Illinois Department of Natural Resources. Talks and holding-forths
of all kinds.

3.0.2. Books.

(1) Richards, JW, WM Briggs, and D Axe, 2020. UThe Price of Panic: How
the Tyranny of Erperts Turned a Pandemic into a Catastrophe. Regnery.
Professors Jay Richards, William Briggs, and Douglas Axe take a deep dive
into the crucial questions on the minds of millions of Americans during one
of the most jarring and unprecedented global events in a generation.

(2) Briggs, WM., 2016. Uncertainty: The Soul of Modeling, Probability &
Statistics. Springer. Philosophy of probability and statistics. A new (old)
way to view and to use statistics, a way that doesn’t lead to heartbreak
and pandemic over-certainty, like current methods do.

(3) Briggs, WM., 2008 Breaking the Law of Averages: Real Life Probability and
Statistics in Plain English. Lulu Press, New York. Free text for undergrad-
uates.

(4) Briggs, WM., 2006 So You Think You’re Psychic? Lulu Press, New York.
Hint: I'll bet you're not.



Case 2:20-cv-02321-DJH Document 1-2 Filed 12/02/20 Page 40 of 52

3.0.3. Methods.

(1) Briggs, WM and J.C. Hanekamp, 2020. Uncertainty In The MAN Data
Calibration & Trend Estimates. Atmospheric Environment, In review.

(2) Briggs, WM and J.C. Hanekamp, 2020. Adjustments to the Ryden & Mc-
Neil Ammonia Flux Model. Soil Use and Management, In review.

(3) Briggs, William M., 2020. Parameter-Centric Analysis Grossly Exaggerates
Certainty. In Data Science for Financial Econometrics, V Kreinovich, NN
Thach, ND Trung, DV Thanh (eds.), In press.

(4) Briggs, WM, HT Nguyen, D Trafimow, 2019. Don’t Test, Decide. In
Behavioral Predictive Modeling in Econometrics, Springer, V Kreinovich, S
Sriboonchitta (eds.). In press.

(5) Briggs, William M. and HT Nguyen, 2019. Clarifying ASA’s view on p-
values in hypothesis testing. Asian Journal of Business and Economics,
03(02), 1-16.

(6) Briggs, William M., 2019. Reality-Based Probability & Statistics: Solv-
ing The Evidential Crisis (invited paper). Asian Journal of Business and
Economics, 03(01), 37-80.

(7) Briggs, William M., 2019. Everything Wrong with P-Values Under One
Roof. In Beyond Traditional Probabilistic Methods in Economics, V Kreinovich,
NN Thach, ND Trung, DV Thanh (eds.), pp 22—44.

(8) Briggs, WM, HT Nguyen, D Trafimow, 2019. The Replacement for Hy-
pothesis Testing. In Structural Changes and Their Econometric Modeling,
Springer, V Kreinovich, S Sriboonchitta (eds.), pp 3—17.

(9) Trafimow, D, V Amrhein, CN Areshenkoff, C Barrera-Causil, ..., WM
Briggs, (45 others), 2018. Manipulating the alpha level cannot cure sig-
nificance testing. Frontiers in Psychology, 9, 699. doi.org/10.3389/ fp-
syg.2018.00699.

(10) Briggs, WM, 2018. Testing, Prediction, and Cause in Econometric Models.
In Econometrics for Financial Applications, ed. Anh, Dong, Kreinovich,
and Thach. Springer, New York, pp 3-19.

(11) Briggs, WM, 2017. The Substitute for p-Values. JASA, 112, 897-898.

(12) J.C. Hanekamp, M. Crok, M. Briggs, 2017. Ammoniak in Nederland.
Enkele kritische wetenschappelijke kanttekeningen. V-focus, Wageningen.

(13) Briggs, WM, 2017. Math: Old, New, and Equalitarian. Academic Ques-
tions, 30(4), 508-513.

(14) Monckton, C, W Soon, D Legates, ... (several others), WM Briggs 2018. On
an error in applying feedback theory to climate. In submission (currently
J. Climate).

(15) Briggs, WM, JC Hanekamp, M Crok, 2017. Comment on Goedhart and
Huijsmans. Soil Use and Management, 33(4), 603-604.

(16) Briggs, WM, JC Hanekamp, M Crok, 2017. Response to van Pul, van
Zanten and Wichink Kruit. Soil Use and Management, 33(4), 609-610.

(17) Jaap C. Hanekamp, William M. Briggs, and Marcel Crock, 2016. A volatile
discourse - reviewing aspects of ammonia emissions, models, and atmo-
spheric concentrations in The Netherlands. Soil Use and Management,
33(2), 276-287.
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(18) Christopher Monckton of Brenchley, Willie Soon, David Legates, William
Briggs, 2015. Keeping it simple: the value of an irreducibly simple climate
model. Science Bulletin. August 2015, Volume 60, Issue 15, pp 1378-1390.

(19) Briggs, WM, 2015. The Third Way Of Probability & Statistics: Beyond
Testing and Estimation To Importance, Relevance, and Skill. arziv.org/
abs/1508.0238/.

(20) Briggs, WM, 2015. The Crisis Of Evidence: Why Probability And Statistics
Cannot Discover Cause. arziv.org/abs/1507.07244.

(21) David R. Legates, Willie Soon, William M. Briggs, Christopher Monckton
of Brenchley, 2015. Climate Consensus and ‘Misinformation’: A Rejoinder
to Agnotology, Scientific Consensus, and the Teachingand Learning of Cli-
mate Change. Science and Education, 24, 299-318, DOI 10.1007/s11191-
013-9647-9.

(22) Briggs, WM, 2014. The Problem Of Grue Isn't. arziv.org/abs/1501.05811.

(23) Christopher Monckton of Brenchley, Willie Soon, David Legates, William
Briggs, 2014. Why models run hot: results from an irreducibly simple
climate model. Science Bulletin. January 2015, Volume 60, Issue 1, pp
122-135.

(24) Briggs, WM, 2014. Common Statistical Fallacies. Journal of American
Physicians and Surgeons, Volume 19 Number 2, 58-60.

(25) Aalt Bast, William M. Briggs, Edward J. Calabrese, Michael F. Fenech,
Jaap C. Hanekamp, Robert Heaney, Ger Rijkers, Bert Schwitters, Pieternel
Verhoeven, 2013. Scientism, Legalism and Precaution—Contending with
Regulating Nutrition and Health Claims in Europe. Furopean Food and
Feed Law Review, 6, 401-409.

(26) Legates, DR, Soon, W, and Briggs, 2013. Learning and Teaching Climate
Science: The Perils of Consensus Knowledge Using Agnotology. Science
and Education, DOI 10.1007/s11191-013-9588-3.

(27) Briggs, WM, 2012. On Probability Leakage. arziv.org/abs/1201.3611.

(28) Briggs, WM, 2012. Why do statisticians answer questions no one ever asks?
Significance. Volume 9 Issue 1 Doi: 10.1111/j.1740-9713.2012.00542.x. 30—
31.

(29) Briggs, WM, Soon, W, Legates, D, Carter, R, 2011. A Vaccine Against
Arrogance. Water, Air, & Soil Pollution: Volume 220, Issue 1 (2011),
Page 5-6

(30) Briggs, WM, and R Zaretzki, 2009. Induction and falsifiability in statistics.
arziv.org/abs/math/0610859.

(31) Briggs, WM, 2011. Discussion to A Gelman. Why Tables are Really Much
Better than Graphs. Journal Computational and Graphical Statistics. Vol-
ume 20, 16-17.

(32) Zaretzki R, Gilchrist MA, Briggs WM, and Armagan A, 2010. Bias cor-
rection and Bayesian analysis of aggregate counts in SAGE libraries. BMC
Bioinformatics, 11:72d0i:10.1186/1471-2105-11-72.

(33) Zaretzki, R, Briggs, W, Shankar, M, Sterling, M, 2009. Fitting distri-
butions of large scale power outages: extreme values and the effect of
truncation. International Journal of Power and Energy Systems. DOI:
10.2316/Journal.203.2009.1.203-4374.
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(34) Briggs, WM, 2007. Changes in number and intensity of world-wide tropical
cyclones arziv.org/physics/0702131.

(35) Briggs, WM, 2007. On the non-arbitrary assignment of equi-probable priors
arziv.org/math.ST/0701331.

(36) Briggs, WM, 2007. On the changes in number and intensity of North
Atlantic tropical cyclones Journal of Climate. 21, 1387-1482.

(37) Briggs, WM, Positive evidence for non-arbitrary assignments of probability,
2007. Edited by Knuth et al. Proceedings 27th International Workshop on
Bayesian Inference and Maximum Entropy Methods in Science and Engi-
neering. American Institute of Physics. 101-108.

(38) Briggs, WM, R Zaretzki, 2007. The Skill Plot: a graphical technique for
the evaluating the predictive usefulness of continuous diagnostic tests. With
Discussion. Biometrics. 64(1), 250-6; discussion 256-61. PMID: 18304288.

(39) Zaretzki R, Gilchrist MA, Briggs WM, 2010. MCMC Inference for a Model
with Sampling Bias: An Ilustration using SAGE data. arziv.org/abs/0711.3765

(40) Briggs, WM, and D Ruppert, 2006. Assessing the skill of yes/no forecasts
for Markov observations. Monthly Weather Review. 134, 2601-2611.

(41) Briggs, WM, 2007. Review of Statistical Methods in the Atmospheric Sci-
ences (second edition, 2006) by Wilks, D.S. Journal of the American Sta-
tistical Association, 102, 380.

(42) Briggs, WM, M Pocernich, and D Ruppert, 2005. Incorporating misclassi-
fication error in skill assessment. Monthly Weather Review, 133(11), 3382-
3392.

(43) Briggs, WM, 2005. A general method of incorporating forecast cost and
loss in value scores. Monthly Weather Review, 133(11), 3393-3397.

(44) Briggs, WM, and D Ruppert, 2005. Assessing the skill of Yes/No Predic-
tions. Biometrics. 61(3), 799-807. PMID: 16135031.

(45) Briggs, WM, 2004. Discussion to T Gneiting, LI Stanberry, EP Grimit, L
Held, NA Johnson, 2008. Assessing probabilistic forecasts of multivariate
quantities, with an application to ensemble predictions of surface winds.
Test. 17, 240-242.

(46) Briggs, WM, 2004. Discussion to Gel, Y, AE Raftery, T Gneiting, and V.J.
Berrocal, 2004. Calibrated Probabilistic Mesoscale Weather Field Forecast-
ing: The Geostatistical Output Perturbation (GOP) Method. J. American
Statistical Association. 99 (467): 586-587.

(47) Mozer, JB, and Briggs, WM, 2003. Skill in real-time solar wind shock
forecasts. J. Geophysical Research: Space Physics, 108 (A6), SSH 9 p.
1-9, (DOI 10.1029/2003JA009827).

(48) Briggs, WM, 1999. Review of Forecasting: Methods and Applications (third
edition, 1998) by Makridakis, Wheelwright, and Hyndman; and FElements
of Forecasting (first edition, 1998) by Diebold. Journal of the American
Statistical Association, 94, 345-346.

(49) Briggs, W.M., and R.A. Levine, 1997. Wavelets and Field Forecast Verifi-
cation. Monthly Weather Review, 25 (6), 1329-1341.

(50) Briggs, WM, and DS Wilks, 1996. Estimating monthly and seasonal dis-
tributions of temperature and precipitation using the new CPC long-range
forecasts. Journal of Climate, 9, 818-826.
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(51) Briggs, WM, and DS Wilks, 1996. Extension of the CPC long-lead tem-
perature and precipitation outlooks to general weather statistics. Journal
of Climate, 9, 3496-3504.
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3.0.4. Applications.

(1) Jamorabo, Daniel, Renelus, Benjamin, Briggs, WM, 2019. ”Comparative
outcomes of EUS-guided cystogastrostomy for peripancreatic fluid collec-
tions (PFCs): A systematic review and meta-analysis, 2019. Therapeutic
Advances in Gastrointestinal Endoscopy, in press.

(2) Benjamin Renelus, S Paul, S Peterson, N Dave, D amorabo, W Briggs,
P Kancharla, 2019. Racial disparities with esophageal cancer mortality
at a high-volume university affiliated center: An All ACCESS Invitation,
Journal of the National Medical Association, in press.

(3) Mehta, Bella, S Ibrahim, WM Briggs, and P Efthimiou, 2019. Racial/Ethnic
variations in morbidity and mortality in Adult Onset Still’s Disease: An
analysis of national dataset”, Seminars in Arthritis and Rheumatism, doi:
10.1016/j.semarthrit.2019.04.0044.

(4) Ivanov A, Dabiesingh DS, Bhumireddy GP, Mohamed A, Asfour A, Briggs
WM, Ho J, Khan SA, Grossman A, Klem I, Sacchi TJ, Heitner JF. Preva-
lence and Prognostic Significance of Left Ventricular Noncompaction in
Patients Referred for Cardiac Magnetic Resonance Imaging. Circ Cardio-
vasc Imaging. 2017 Sep;10(9). pii: €006174. doi: 10.1161/CIRCIMAG-
ING.117.006174.

(5) Ivanov A, Kaczkowska BA, Khan SA, Ho J, Tavakol M, Prasad A, Bhu-
mireddy G, Beall AF, Klem I, Mehta P, Briggs WM, fpaSacchi TJ, Heit-
ner JF, 2017. Review and Analysis of Publication Trends over Three
Decades in Three High Impact Medicine Journals. PLoS One. 2017 Jan
20;12(1):e0170056. doi: 10.1371/journal.pone.0170056.

(6) A. Ivanova, G.P. Bhumireddy, D.S. Dabiesingh, S.A. Khana, J. Hoa N.
Krishna, N. Dontineni, J.A Socolow, W.M. Briggs, 1. Klem, T.J. Sacchi,
J.F. Heitner, 2016. Importance of papillary muscle infarction detected by
cardiac magnetic resonance imaging in predicting cardiovascular events.
International Journal of Cardiology. Volume 220, 1 October 2016, Pages
558-563. PMID: 27390987.

(7) A Ivanov, J Yossef, J Taillon, B Worku, I Gulkarov, A Tortolani, TJ
Sacchi, WM Briggs, SJ Brener, JA Weingarten, JF Heitner, 2015. Do
pulmonary function tests improve risk stratification before cardiothoracic
surgery? Journal of Thoracic and Cardiovascular Surgery. 2015 Oct 30.
pii: S0022-5223(15)02165-0. doi: 10.101. PMID: 26704058.

(8) Chen O, Sharma A, Ahmad I, Bourji N, Nestoiter K, Hua P, Hua B, Ivanov
A, Yossef J, Klem I, Briggs WM, Sacchi TJ, Heitner JF, 2015. Correlation
between pericardial, mediastinal, and intrathoracic fat volumes with the
presence and severity of coronary artery disease, metabolic syndrome, and
cardiac risk factors. Fur Heart J Cardiovasc Imaging. 2015 Jan;16(1):37-
46. doi: 10.1093/ehjci/jeuld5.

(9) Chery J, Semaan E, Darji S, Briggs W, Yarmush J, D’Ayala M, 2014.
Impact of regional versus general anesthesia on the clinical outcomes of
patients undergoing major lower extremity amputation. Ann Vasc Surg,
2014 Jul;28(5):1149-56. PMID: 24342828.

(10) Visconti A, Gaeta T, Cabezon M, Briggs W, Pyle M., 2013. Focused Board
Intervention (FBI): A Remediation Program for Written Board Preparation
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and the Medical Knowledge Core Competency. J Grad Med Educ. 2013
Sep;5(3):464-7. PMID: 24404311.

(11) Annika Krystyna, D Kumari, R Tenney, R Kosanovic, T Safi, WM Briggs,
K Hennessey, M Skelly, E Enriquez, J Lajeune, W Ghani and MD Schwalb,
2013. Hepatitis ¢ antibody testing in African American and Hispanic men
in New York City with prostate biopsy. Oncology Discovery, Vol 1. DOI:
10.7243/2052-6199-1-1.

(12) Ziad Y. Fayad, Elie Semaan, Bashar Fahoum, W. Matt Briggs, Anthony
Tortolani, and Marcus D’Ayala, 2013. Aortic mural thrombus in the nor-
mal or minimally atherosclerotic aorta: A systematic review and meta-
analysis of the available literature. Ann Vasc Surg., Apr;27(3):282-90.
DOI:10.1016 /j.avsg.2012.03.011.

(13) Elizabeth Haines, Gerardo Chiricolo, Kresimir Aralica, William Briggs,
Robert Van Amerongen, Andrew Laudenbach, Kevin O’Rourke, and Lawrence
Melniker MD, 2012. Derivation of a Pediatric Growth Curve for Inferior
Vena Caval Diameter in Healthy Pediatric Patients. Crit Ultrasound J.
2012 May 28;4(1):12. doi: 10.1186/2036-7902-4-12.

(14) Wei Li, Piotr Gorecki, Elie Semaan, William Briggs, Anthony J. Tortolani,
Marcus D’Ayala, 2011. Concurrent Prophylactic Placement of Inferior Vena
Cava Filter in gastric bypass and adjustable banding operations: An analy-
sis of the Bariatric Outcomes Longitudinal Database (BOLD). J. Vascular
Surg. 2012 Jun;55(6):1690-5. doi: 10.1016/j.jvs.2011.12.056.

(15) Krystyna A, Kosanovic R, Tenney R, Safi T, Briggs WM, et al. (2011)
Colonoscopy Findings in Men with Transrectal Ultrasound Guided Prostate
Biopsy: Association of Colonic Lipoma with Prostate Cancer. J Cancer Sci
Ther S4:002. doi:10.4172/1948-5956.54-002

(16) Birkhahn RH, Wen W, Datillo PA, Briggs WM, Parekh A, Arkun A, Byrd
B, Gaeta TJ, 2012. Improving patient flow in acute coronary syndromes
in the face of hospital crowding. J Emerg Med. 2012 Aug;43(2):356-65.
PMID: 22015378.

(17) Birkhahn RH, Haines E, Wen W, Reddy L, Briggs WM, Datillo PA., 2011.
Estimating the clinical impact of bringing a multimarker cardiac panel to
the bedside in the ED. Am J Emerg Med. 2011 Mar;29(3):304-8.

(18) Krystyna A, Safi T, Briggs WM, Schwalb MD., 2011. Correlation of hep-
atitis C and prostate cancer, inverse correlation of basal cell hyperplasia
or prostatitis and epidemic syphilis of unknown duration. Int Braz J Urol.
2011 Mar-Apr;37(2):223-9; discussion 230.

(19) Muniyappa R, Briggs WM, 2010. Limited Predictive Ability of Surrogate
Indices of Insulin Sensitivity/Resistance in Asian Indian Men: A Calibra-
tion Model Analysis. AJP - Endocrinology and Metabolism. 299(6):E1106-
12. PMID: 20943755.

(20) Birkhahn RH, Blomkalns A, Klausner H, Nowak R, Raja AS, Summers
R, Weber JE, Briggs WM, Arkun A, Diercks D. The association between
money and opinion in academic emergency medicine. West J Emerg Med.
2010 May;11(2):126-32. PMID: 20823958.

(21) Loizzo JJ, Peterson JC, Charlson ME, Wolf EJ, Altemus M, Briggs WM,
Vahdat LT, Caputo TA, 2010. The effect of a contemplative self-healing
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program on quality of life in women with breast and gynecologic cancers.
Altern Ther Health Med., May-Jun;16(3):30-7. PMID: 20486622.

(22) Krystyna A, Safi T, Briggs WM, Schwalb MD, 2010. Higher morbidity
in prostate cancer patients after transrectal ultrasound guided prostate
biopsy with 3-day oral ciprofloxacin prophylaxis, independent of number
of cores. Brazilian Journal of Urology. Mar-Apr;37(2):223-9; discussion
230. PMID:21557839.

(23) Arkun A, Briggs WM, Patel S, Datillo PA, Bove J, Birkhahn RH, 2010.
Emergency department crowding: factors influencing flow West J Emerg
Med. Feb;11(1):10-5.PMID: 20411067.

(24) Li W, D’Ayala M, Hirshberg A, Briggs W, Wise L, Tortolani A, 2010. Com-
parison of conservative and operative treatment for blunt carotid injuries:
analysis of the National Trauma Data Bank. J Vasc Surg.. Mar;51(3):593-
9, 599.e1-2.PMID: 20206804.

(25) D’Ayala M, Huzar T, Briggs W, Fahoum B, Wong S, Wise L, Tortolani
A, 2010. Blood transfusion and its effect on the clinical outcomes of pa-
tients undergoing major lower extremity amputation. Ann Vasc Suryg.,
May;24(4):468-73. Epub 2009 Nov 8.PMID: 19900785.

(26) Tavakol M, Hassan KZ, Abdula RK, Briggs W, Oribabor CE, Tortolani AJ,
Sacchi TJ, Lee LY, Heitner JF., 2009. Utility of brain natriuretic peptide
as a predictor of atrial fibrillation after cardiac operations. Ann Thorac
Surg. Sep;88(3):802-7.PMID: 19699901.

(27) Zandieh SO, Gershel JC, Briggs WM, Mancuso CA, Kuder JM., 2009. Re-
visiting predictors of parental health care-seeking behaviors for nonurgent
conditions at one inner-city hospital. Pediatr Emerg Care., Apr;25(4):238-
243.PMID: 19382324.

(28) Birkhahn RH, Blomkalns AL, Klausner HA, Nowak RM, Raja AS, Sum-
mers RL, Weber JE, Briggs WM, Arkun A, Diercks D., 2008. Academic
emergency medicine faculty and industry relationships. Acad Emerg Med.,
Sep;15(9):819-24.PMID: 19244632.

(29) Westermann H, Choi TN, Briggs WM, Charlson ME, Mancuso CA. Obesity
and exercise habits of asthmatic patients. Ann Allergy Asthma Immunol.
2008 Nov;101(5):488-94. doi: 10.1016/S1081-1206(10)60287-6.

(30) Boutin-Foster C., Ogedegbe G., Peterson J., Briggs M., Allegrante J.,
Charlson ME., 2008. Psychosocial mediators of the relationship between
race/ethnicity and depressive symptoms in Latino and white patients with
coronary artery disease. J. National Medical Association. 100(7), 849-55.
PMID: 18672563

(31) Charlson ME, Charlson RE, Marinopoulos S, McCulloch C, Briggs WM,
Hollenberg J, 2008. The Charlson comorbidity index is adapted to pre-
dict costs of chronic disease in primary care patients. J Clin Epidemiol,
Dec;61(12):1234-40. PMID: 18619805.

(32) Mancuso CA, Westermann H, Choi TN, Wenderoth S, Briggs WM, Charl-
son ME, 2008. Psychological and somatic symptoms in screening for de-
pression in asthma patients. J. Asthma. 45(3), 221-5. PMID: 18415830.

(33) Ullery, BW, JC Peterson, FM, WM Briggs, LN Girardi, W Ko, AJ Tor-
tolani, OW Isom, K Krieger, 2007. Cardiac Surgery in Nonagenarians:
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Should We or Shouldn’t We? Annals of Thoracic Surgery. 85(3), 854-60.
PMID: 18291156.

(34) Mancuso, CA, T Choi, H Westermann, WM Briggs, S Wenderoth, 2007.
Patient-reported and Physician-reported Depressive Conditions in Relation
to Asthma Severity and Control. Chest. 133(5), 1142-8. PMID: 18263683.

(35) Rosenzweig JS, Van Deusen SK, Okpara O, Datillo PA, Briggs WM, Birkhahn
RH, 2008. Authorship, collaboration, and predictors of extramural fund-
ing in the emergency medicine literature. Am J Emerg Med. 26(1), 5-9.
PMID: 18082774.

(36) Westermann H, Choi TN, Briggs WM, Charlson ME, Mancuso CA, 2008.
Obesity and exercise habits of asthmatic patients. Ann Allergy Asthma
Immunol. Nov;101(5):488-94.PMID: 19055202.

(37) Hogle NJ, Briggs WM, Fowler DL, 2007.Documenting a learning curve and
test-retest reliability of two tasks on a virtual reality training simulator in
laparoscopic surgery. J Surg Educ. 64(6), 424-30. PMID: 18063281.

(38) D’Ayala, M, C Martone, R M Smith, WM Briggs, M Potouridis, J S Deitch,
and L Wise, 2006. The effect of systemic anticoagulation in patients un-
dergoing angioaccess surgery. Annals of Vascular Surgery. 22(1), 11-5.
PMID: 18055171.

(39) Charlson ME, Peterson F, Krieger K, Hartman GS, Hollenberg J, Briggs
WM, et al., 2007. Improvement of outcomes after coronary artery bypass II:
a randomized trial comparing intraoperative high versus customized mean
arterial pressure. J. Cardiac Surgey. 22(6), 465-72. PMID: 18039205.

(40) Charlson ME, Peterson F, Boutin-Foster C, Briggs WM, Ogedegbe G, Mc-
Culloch C, et al., 2008. Changing health behaviors to improve health out-
comes after angioplasty: a randomized trial of net present value versus
future value risk communication.. Health Education Research. 23(5), 826-
39. PMID: 18025064.

(41) Charlson, M, Peterson J., Syat B, Briggs WM, Kline R, Dodd M, Murad
V, Dione W, 2007. Outcomes of Community Based Social Service Interven-
tions in Homebound Elders Int. J. Geriatric Psychiatry. 23(4), 427-32.
PMID: 17918183.

(42) Hogle NJ, Briggs WM, Fowler DL. Documenting a learning curve and
test-retest reliability of two tasks on a virtual reality training simulator
in laparoscopic surgery. J Surg Educ. 2007 Nov-Dec;64(6):424-30. PMID:
18063281.

(43) Mancuso, CA, T Choi, H Westermann, WM Briggs, S Wenderoth, 2007.
Measuring physical activity in asthma patients: two-minute walk test, re-
peated chair rise test, and self-reported energy expenditure. J. Asthma.
44(4), 333-40. PMID: 17530534.

(44) Charlson ME, Charlson RE, Briggs W, Hollenberg J, 2007. Can disease
management target patients most likely to generate high costs? The impact
of comorbidity. J Gen Intern Med. 22(4), 464-9. PMID: 17372794.

(45) Charlson ME, Boutin-Foster C, Mancuso CA, Peterson F, Ogedegbe G,
Briggs WM, Robbins L, Isen A, Allegrante JP, 2006. Randomized Con-
trolled Trials of Positive Affect and Self-affirmation to Facilitate Healthy
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Behaviors in Patients with Cardiopulmonary Diseases: Rationale, Trial De-
sign, and Methods. Contemporary Clinical Trials. 28(6), 748-62. PMID:
17459784.

(46) Charlson ME, Boutin-Foster C., Mancuso C., Ogedegbe G., Peterson J.,
Briggs M., Allegrante J., Robbins L., Isen A., 2007. Using positive affect
and self affirmation to inform and to improve self management behaviors
in cardiopulmonary patients: Design, rationale and methods. Controlled
Clinical Trials. November 2007 (Vol. 28, Issue 6, Pages 748-762).

(47) Melniker LA, Leibner E, McKenney MG, Lopez P, Briggs WM, Mancuso
CA., 2006. Randomized Controlled Clinical Trial of Point-of-Care, Limited
Ultrasonography (PLUS) for Trauma in the Emergency Department: The
First Sonography Outcomes Assessment Program (SOAP-1) Trial. Annals
of Emergency Medicine. 48(3), 227-235. PMID: 16934640.

(48) Milling, TJ, C Holden, LA Melniker, WM Briggs, R Birkhahn, TJ Gaeta,
2006. Randomized controlled trial of single-operator vs. two-operator ul-
trasound guidance for internal jugular central venous cannulation. Acad
Emerg Med., 13(3), 245-7. PMID: 16495416.

(49) Milla F, Skubas N, Briggs WM, Girardi LN, Lee LY, Ko W, Tortolani AJ,
Krieger KH, Isom OW, Mack CA, 2006. Epicardial beating heart cryoab-
lation using a novel argon-based cryoclamp and linear probe. J Thorac
Cardiovasc Surg., 131(2), 403-11. PMID: 16434271.

(50) Birkhahn, SK Van Deusen, O Okpara, PA Datillo, WM Briggs, TJ Gaeta,
2006. Funding and publishing trends of original research by emergency
medicine investigators over the past decade. Annals of Emergency Medicine,
13(1), 95-101. PMID: 16365335.

(51) Birkhahn, WM Briggs, PA Datillo, SK Van Deusen, T.J Gaeta, 2006. Classi-
fying patients suspected of appendicitis with regard to likelihood. American
Journal of Surgery, 191(4), 497-502. PMID: 16531143

(52) Charlson ME, Charlson RE, Briggs WM, Hollenberg J, 2006. Can disease
management target patients most likely to generate high costs. J. General
Internal Medicine. 22(4), 464-9.

(53) Milling, TJ, J Rose, WM Briggs, R Birkhahn, TJ Gaeta, JJ Bove, and
LA Melniker, 2005. Randomized, controlled clinical trial of point-of-care
limited ultrasonography assistance of central venous cannulation: the Third
Sonography Outcomes Assessment Program (SOAP-3) Trial. Crit Care
Med. 33(8), 1764-9. PMID: 16096454.

(54) Garfield JL, Birkhahn RH, Gaeta TJ, Briggs WM, 2004. Diagnostic Delays
and Pathways on Route to Operative Intervention in Acute Appendicitis.
American Surgeon. 70(11), 1010-1013. PMID: 15586517.

(55) Birkhahn RH, Gaeta TJ, Tloczkowski J, Mundy TA, Sharma M, Bove JJ,
Briggs WM, 2003. Emergency medicine trained physicians are proficient in
the insertion of transvenous pacemakers. Annals of Emergency Medicine.
43 (4), 469-474. PMID: 15039689.

3.1. Talks (I am years behind updating these).

(1) Briggs, 2016. The Crisis Of Evidence: Probability & The Nature Of Cause.
Institute of Statistical Science, Academia Sinica, Taipei, Taiwan.

(2) Wei Li,Piotr Gorecki, Robert Autin, William Briggs, Elie Semaan, Anthony
J. Tortolani, Marcus D’Ayala, 2011. Concurrent Prophylactic Placement of
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Inferior Vena Cava Filter (CPPOIVCF) in Gastric Bypass and Adjustable
Banding Operations: An analysis of the Bariatric Outcomes Longitudinal
Database. Eastern Vascular Society 25th Annual Meeting, 2011.

(3) Wei Li, Jo Daniel, James Rucinski, Syed Gardezi, Piotr Gorecki, Paul
Thodiyil, Bashar Fahoum, William Briggs, Leslie Wise, 2010. FACSFactors
affecting patient disposition after ambulatory laparoscopic cholecystectomy
(ALC) cheanalysis of the National Survey of Ambulatory Surgery (NSAS).
American College of Surgeons.

(4) Wei Li, Marcus D’Ayala, et al., William Briggs, 2010. Coronary bypass and
carotid endarterectomy (CEA): does a combined operative approach offer
better outcome? - Outcome of different management strategies in patients
with carotid stenosis undergoing coronary artery bypass grafting (CABG).
Vascular Annual Meeting.

(5) Briggs, WM, 2007. On equi-probable priors, MAX ENT 2007, Saratoga
Springs, NY.

(6) Briggs, WM, and RA Zaretzki, 2006. On producing probability forecasts
(from ensembles). 18th Conf. on Probability and Statistics in the Atmo-
spheric Sciences, Atlanta, GA, Amer. Meteor. Soc.

(7) Briggs, WM, and RA Zaretzki, 2006. Improvements on the ROC Curve:
Skill Plots for Forecast Evaluation. Inwited. Joint Research Conference on
Statistics in Quality Industry and Technology, Knoxville, TN.

(8) Briggs, WM, and RA Zaretzki, 2005. Skill Curves and ROC Curves for
Diagnoses, or Why Skill Curves are More Fun. Joint Statistical Meetings,
American Stat. Soc., Minneapolis, MN.

(9) Briggs W.M., 2005. On the optimal combination of probabilistic forecasts
to maximize skill. International Symposium on Forecasting San Antonio,
TX. International Institute of Forecasters.

(10) Briggs, WM, and D Ruppert, 2004. Assessing the skill of yes/no forecasts
for Markov observations. 17th Conf. on Probability and Statistics in the
Atmospheric Sciences, Seattle, WA, Amer. Meteor. Soc.

(11) Melniker, L, E Liebner, B Tiffany, P Lopez, WM Briggs, M McKenney,
2004. Randomized clinical trial of point-of-care limited ultrasonography
(PLUS) for trauma in the emergency department. Annals of Emergency
Medicine, 44.

(12) Birkhahn RH, Gaeta TJ, Van Deusen SK, Briggs WM, 2004. Classifying
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Matt Braynard @MattBraynard - Nov 20 AT
& Update:

-Residency Analysis of ABS/EV Voters

These are the two indicators of someone no longer eligible to vote due to
residency:

NCOA = Voters who filed change of address to another state.
SVR = Subsequent Voter Registration in another state
Merged = NCOA+SVR Deduped

Q 2 0 K Q a1k O

Matt Braynard @MattBraynard - Nov 20 Ll
& State / NCOA / SVR / Merged

AZ /5,084 /744 /5,790

GA /15,700 /4926 / 20,311
MI/ 12,120 / 1,170 / 13,248
NV /5,145 /3,401 / 8,502
PA /7,426 / 7,051 / 14,477
WI /6,207 / 765 / 6,966

Q9 0 178 Q 493 I

Matt Braynard @MattBraynard - Nov 20 000
& The SVR component was greatly hampered by the lack of reliable DOB from

state voter records and/or commercial vendors, so these numbers are all

artificially low. We only matched when we had a full DOB we were confident

of.

Q 3 1 a2 O 397 5

Matt Braynard @MattBraynard - Nov 20 asia
& - Double ABS/EV Voter Analysis

Voters who cast early/absentee in two+ states, and not including anyone
who voted in person on E-Day as that data is not widely available. If it were,
these numbers would be much higher.

Counts are also artificially low due to DOB issues.

Q 4 T 42 Q 360

=

Matt Braynard on Twitter: "Update: -Residency Analysis of ABS/EV Voters These are the two indicators
of someone no longer eligible to vote due to residency: NCOA = Voters who filed change of address to
another state. SVR = Subsequent Voter Registration in another state Merged = NCOA+SVR Deduped" /
Twitter
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Declaration of _

Pursuant to 28 U.S.C Section 1746, I, _, make the following

declaration.

1. T am over the age of 21 years and am a resident of Monroe County,
Florida.

2. I am under no legal disability that would prevent me from giving this
declaration.

3. I hold a Bachelor of Science degree in Mathematics and a Master of
Science degree in Statistics.

4. For thirty years, I have conducted statistical data analysis for
companies in various industries, including aerospace, consumer
packaged goods, disease detection and tracking, and fraud detection.

5. From November 13tk 2020 through November 28tk 2020, I conducted
in-depth statistical analysis of publicly available data on the 2020
U.S. Presidential Election. This data included vote counts for each
county in the United States, U.S. Census data, and type of voting
machine data provided by the U.S. Election Assistance Committee.

6. The analysis yielded several “red flags” concerning the percentage of
votes won by candidate Biden in counties using voting machines
provided by Dominion Voting Systems. These red flags occurred in
several States in the country, including possible red flag in Maricopa
County, Arizona.

7. I began by using Chi-Squared Automatic Interaction Detection
(CHAID), which treats the data in an agnostic way—that is, it

1mposes no parametric assumptions that could otherwise introduce



10.
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bias. Here, I posed the following question: “Do any voting machine
types appear to have unusual results?” The answer provided by the
statistical technique/algorithm was that machines from Dominion
Voting Systems (Dominion) produced abnormal results.
Subsequent graphical and statistical analysis shows the unusual
pattern involving machines from Dominion occurs in at least 100
counties and multiple States. Since machines from Dominion were
used in Maricopa County, it is possible the unusual pattern
continues there.
The results from most, if not all counties using the Dominion
machines is three to five point six percentage points higher in favor
of candidate Biden than the results should be. This pattern is seen
easily in graphical form when the results from “Dominion” counties
are overlaid against results from “non-Dominion” counties. The
results from “Dominion” counties do not match the results from the
rest of the counties in the United States. The results are certainly
statistically significant, with a p-value of < 0.00004. This translates
Into a statistical impossibility that something unusual involving
Dominion machines is not occurring. This pattern appears in
multiple States and the margin of votes implied by the unusual
activity would easily sway the election results in those States. The
margin of votes implied by the unusual pattern would certainly sway
the election results in Arizona.

The following graph shows the pattern. The x-axis is our
predicted percentage candidate Biden should win. The y-axis is the

actual percentage Biden won. The green dots are counties in the
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United States that use Dominion voting machines. Almost all of
them are above an imaginary blue center prediction line, when in
normal situations approximately half of them would be below the
prediction line (as evidence by approximately half the counties in the
U.S. (blue dots) that are below the blue centerline). More easily put,
the green dots (counties with Dominion machines) are simply “too
high”. The p-value of statistical analysis regarding the centerline for
the green dots (Counties with Dominion machines) is 0.000000049,
pointing to a statistical impossibility that this is a “random”

statistical anomaly. Some external force caused this anomaly.
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11. To confirm that Dominion machines were the source of the
pattern/anomaly, I conducted further analysis using propensity
scoring using U.S. census variables (Including ethnicities, income,
professions, population density and other social/economic data) ,
which was used to place counties into paired groups. Such an
analysis is important because one concern could be that counties
with Dominion systems are systematically different from their
counterparts, so abnormalities in the margin for Biden are driven by
other characteristics unrelated to the election.

12. After matching counties using propensity score analysis, the only
difference between the groups was the presence of Dominion
machines. This approach again showed a highly statistically
significant difference between the two groups, with candidate Biden
again averaging three percentage points higher in Dominion counties
than in the associated paired county. The associated p-value is <
0.00005, against indicating a statistical impossibility that something
unusual is not occurring involving Dominion machines.

13. The results of the analysis and the pattern seen in the included
graph strongly suggest a systemic, system-wide algorithm was
enacted by an outside agent. Our estimate of the possible impact in
Maricopa County is 3 percentage points, causing the results of
Arizona’s vote tallies to be inflated accordingly.

14. This i1s based on the residual between Biden’s actual vote

percentage in Maricopa County and the predicted vote percentage,
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which is obtained from a national model using county level data on
demographic Census characteristics (e.g., percent white, black, asian,
etc, percent self employed, and the industrial composition).

15. The best estimate of impact in Maricopa (only county with
Dominion in AZ) is 3%. The national analysis yielded 5.6% as the
estimate of impacted votes, which would imply a larger number of
votes impacted in AZ. To be more conservative, I defer to 3%.

16. Statistical estimating yields that in Arizona, the best estimate of
the number of impacted votes is 62,282. However, calculating a 95%
confidence interval from national data yields that as many as 97,576

votes may have been impacted in Arizona.

I declare under penalty of perjury that the forgoing is true and correct.

Executed this November 28tk, 2020.

_’



Case 2:20-cv-02321-DJH Document 1-3 Filed 12/02/20 Page 7 of 75

EXHIBIT 5



Case 2:20-cv-02321-DJH Document 1-3 Filed 12/02/20 Page 8 of 75

0zT/sT/00
— wooy uonesedag adojaauy HF LI

gEreao due apranad 01 Ayvm

O 51 200 g (Sunsasrey pfeg INoge paaURoucd ses ) T e ue yons
110 — O [[0S PUE — 13 | ST BOREMJUIA, ANIEUIS Ul 20Rmos o) passanbas pey |

YRS ERAY T TAVHISI NVHL S5377 0 J[25) spudj ospe sy ] {uonespoipy
Ul ST JRINHUS] 0o pus uespgndsy suo jo we uwosiad-omg © Ag WU EapLapa

ur Aq paysyduonie s1 yeE ) JOMLOUE ORI 18 S1 PIROU | DOIPIRAINO JN 1Y

"IUESIP 0] 0P 8 N0 PILm)
AR JE] SUIDINE 3] Y] PEID WU PIROD A4 PUE 'S WOL) SEWE PAOT] 2138 SI0YUOW
saqndune af o Susole s 3 100 Ao 3w g wol) e paeudnap

[P P o a5 igdnaans JALLIHASH ON uuopd pmos g, Jaudsgo
JANUNI0A UTH[NAIY ¥ ST SOOI UMIENILAA, AMIEETIS 241 J0 [og U1 papiom |

| Wooy 0T/8L/01 pue T Wooy OL/sL/01
— { PUE | SWO0Y UOLEIYLIAA JIMEUES YA LD

Bumopjog 1 passamus Aeuosiad | Jansgo e se Funaads iy 7

“Apuno)y wdosuepy o suoneso] Jujiod any pue (L) 2000 uonDa)g
pue wonemqe] Aluno) edoouspy d(sjuoneao] Bumo(io Mp IE PaAsEqo
| wonxa ]n.umﬂ OTOT 20 Jo IDALISGD ]nﬂ.'q [ROIg0 e SE paAlds | ]
WIS POUOITIUOD SENIR A1 O AEN
o) uagadwod we | pue “a3papwouy [euosiad wao AW jO GRITII] SIY] el |

NOIIVavV IDad



Case 2:20-cv-02321-DJH Document 1-3 Filed 12/02/20 Page 9 of 75

EXHIBIT 5 A



Case 2:20-cv-02321-DJH Document 1-3 Filed 12/02/20 Page 10 of 75

20D ¥x0 XN PO 10{]0q ) UM EINENGEL NS00 01 X JO 200 UL 10[]RG 1)
TR POOM BIR0A B ST SEM I PAII2O00D 1B ARP M ImogSEnos passaaim | IRy
FUGEEIINY M| 3350 PUT PURDSE Y[Ew A0 PIed | [IEw 200 ue nryd paeudisap
eS| noue poe Joof — geurs A0s sea aoeds sy sy sew sopaadsu) ag g
RHOSE ZV WU “awe] Auagi] J [0p] Yuny) sorwo e wonsagg oo |

“SUOTMUTL] JNEIO0 Y1 AR 0 PAMOST N[maw O] A1) U prp 2, wanaam) Sunusd
PO SO JEJE WIOL) JALISG0 Of LRGP [T 0] POAG]IE 2w 34 AT pusa ey M) jo
VUOAR UL UL Y3 YL OF PHEIS 203 (IR JU0) SIS0 IRINNEX] pue wesijgnday ap
EPOSE 2V oy ‘g AN a4 009 Teogas sapmod 076101

SNk passuppe pae

Appdeoain AJPUIUL B PAISTSO] 207 J0IISU] ] CHMsInG punodT Y[Em A]231) pined
A pary IEN ey B 24y PIes sea [eaod Sunpou se Juo] ST DTS giis 35124000
(5] [ﬂM“I: Al S 'la.ﬂ.'l.ﬂﬂ ‘ﬁm!!l:-lm; :rl.|l_:|.ﬂ Peti LIRS 2 i Rl F-I.I'I'H'.'ﬁ.ll: !1|IL'H.

) PRMOJ[T J0U PR POJIES Au3m (YD HU0) LEIAINSGO R0 pur umMjgiday ay
IH0ER 7V “XIDOG] "INy wqunog 153, SF8 001501 F 0TLT01 F 0TFT01

AEp B Ssoesssaun i3s3 | auspdsoune sassaadag {134 v pey

moneao] Turjod siy] LISy MRS ST NS JO pany iy Coonsanb e o) ssnm
purg g, pansue pey | pue s pae Suisuep Fuissnosip eaag pey 190w 0m
LTIV IV AT 01 POMO)T jou 223w 30 ST PIO] IS POSIAAB00 PRI 3w J5NEN
2wy puw seagiom [jod owg of sapns suonesop Gujped xq o afed v a0 1yinesg
SIMIL J010dsu] g1 “A[ruciippy SISO ) 0 S IS0 0) PUMOIE Y|En

O PRMOY[I 10U PR PHEIS 203w (YT JU0] SEIAIISGO IRISWN] pur uesjgiday apy
EXC5E 2V “adnjepensy “mbuy, ) spaeaay € 1076 0ZED0I

‘qog] sEm Jopadsu] )] SOOI ML JO S0 IAIISG0 O] PUNLE
e O] Jjquun ‘e ¢ Soope poois SI3AKSG0 JRIDOWN] pue wesjgradsy o Aep |1y
SENER ZV WU PY [RM0gNN A B 1S menbg [pwog iy 07/L0v0]

— JAAISO ) [104 10unjos uedpgnday

FLBE
panes R0 TADNIN VAN ON 1YL 208 Skw J0UTIIp 34| BT SIj) Wolj

A0 Of PIMOJ[E U A13n 3y ISAEISGO JEIOWSC] € ) duo pue wespgrday ¢ 1o auo
IR o] FUTIIUOD [FITaL RS © J00() ) U0 110 padTL, T SRW AT 3y ] s
241 0 U0I] YL 10 PUD 2] 1 D0 FAT UNIEALKG PARUSIIP 291 00 PALKIED 2130 34
suagl M Fuintedss

pare sadogasud poppeg Funsdo (peroma] oo pue urxpgnday 2uo) sures) sosead-ommy
3o s31qe Jo sudzop Jururepod wool e *2ing w s woeos segeredss ddopaaud sy




Case 2:20-cv-02321-DJH Document 1-3 Filed 12/02/20 Page 11 of 75

EXHIBIT 5B



Case 2:20-cv-02321-DJH Document 1-3 Filed 12/02/20 Page 12 ln‘ 75

RS 7] SURLTY CMUER] Papiiiiy

ML AT e

OTOT "sT PquuaAcy] pAie(]

afdpamouy [euosiad o S JO 18U pue S0
] D] LTS IYI MOUY PUR SIS SIE QI JTH[ILIE) W UG]S AT M PR JATY
| W PUOZLIY J0 g M Jo swme) s aapun Anliad jo Lijruad sapun amppop |

LIUNOT) pUTE S Ul 1E payoo|

aq prros Juou mauy £ §1 ABC] BONI| T U0 SDH0A M JO wonEmge aul sepndiuew
Al22d) pINOD JU0MUOS sdega,] AU MY UD *L00] SEA JUNG ) PUEH a1 ABS AL
PA|ES PUTE DAL U2 SINOG IST] U] MEP M1 MO PINOM B0

2 W02 PUEH 241 UL PAPNUL 20 SI0[[Rq AR(] BOUD[ OF CAR(] U0
as0gaq paiadwod sew sden ¢ g jo Sunnd aqn souy | st wepodun st pag | ieygm
"LIENSTERRD MUY .lﬂ-__; p.'l'pﬂl SEM |95

Mall B J1 |QRIITAR X PINOM OF JOI0 S| N0 PUEE S 30) uasod S[UIOpUR g
PINOM SINOG 9T YIGM W) “saxog paeas 7¢ dn axewysien 7¢ [ind o uepd 2 jo
pnd sea SI] CSUmE ) M1 j0 200 puR I0RINGEL (HJTH 285 21 J0 200 saunpem
paagp os YEnow ung Fuiag Yoes spoj[eq 07 10 PASISU0d SARI M) Juno))
puel g 20) shen apdures osg Auopes 12a]as padjay | “wosaann ulqoy pue

L3 SIDAIISGO IDNURJOA HRIMMLDC] M) JpIsTuole ‘uonenge] ut Sungom 2y

— wooy] uonepnipy pue uonemqe], 33 1IN

S 1t TR 355 of yEnold S50p3 100 Sem | SR 1 to

wopng v ssaad jopom jod Q) saursge pip | aaR3) paT ojeg Mp o 0 s s doud
2wy 2poa-3a0 g digs 0 2ude o ddoad Budemosws opdoad Suuoor (egias

D SN0 [0 g 13 | 0BG AU T Op O YST IR0 S0 MES U | pessanond
popeg a1 Jo 1520 2 pue paddiys 20w st Auiany 01 23R 10 10[]RG A0 oGy T op
pnes Laegy wosaad 24y siape SJE0a00d piom (SnOLRA) o [jod v oa-1a400 o o)




Case 2:20-cv-02321-DJH Document 1-3 Filed 12/02/20 Page 13 of 75

0zT/sT/00
— wooy uonesedag adojaauy HF LI

gEreao due apranad 01 Ayvm

O 51 200 g (Sunsasrey pfeg INoge paaURoucd ses ) T e ue yons
110 — O [[0S PUE — 13 | ST BOREMJUIA, ANIEUIS Ul 20Rmos o) passanbas pey |

YRS ERAY T TAVHISI NVHL S5377 0 J[25) spudj ospe sy ] {uonespoipy
Ul ST JRINHUS] 0o pus uespgndsy suo jo we uwosiad-omg © Ag WU EapLapa

ur Aq paysyduonie s1 yeE ) JOMLOUE ORI 18 S1 PIROU | DOIPIRAINO JN 1Y

"IUESIP 0] 0P 8 N0 PILm)
AR JE] SUIDINE 3] Y] PEID WU PIROD A4 PUE 'S WOL) SEWE PAOT] 2138 SI0YUOW
saqndune af o Susole s 3 100 Ao 3w g wol) e paeudnap

[P P o a5 igdnaans JALLIHASH ON uuopd pmos g, Jaudsgo
JANUNI0A UTH[NAIY ¥ ST SOOI UMIENILAA, AMIEETIS 241 J0 [og U1 papiom |

| Wooy 0T/8L/01 pue T Wooy OL/sL/01
— { PUE | SWO0Y UOLEIYLIAA JIMEUES YA LD

Bumopjog 1 passamus Aeuosiad | Jansgo e se Funaads iy 7

“Apuno)y wdosuepy o suoneso] Jujiod any pue (L) 2000 uonDa)g
pue wonemqe] Aluno) edoouspy d(sjuoneao] Bumo(io Mp IE PaAsEqo
| wonxa ]n.umﬂ OTOT 20 Jo IDALISGD ]nﬂ.'q [ROIg0 e SE paAlds | ]
WIS POUOITIUOD SENIR A1 O AEN
o) uagadwod we | pue “a3papwouy [euosiad wao AW jO GRITII] SIY] el |

NOIIVavV IDad



Case 2:20-cv-02321-DJH Document 1-3 Filed 12/02/20 Page 14 of 75

EXHIBIT 6



Case 2:20-cv-02321-DJH Document 1-3 Filed 12/02/20 Page 15 of 75

STATE OF COLORADO )
County of .:Dbuf{ﬂL S )

)ss.

COMES NOW, Affiant Joseph T. Oltmann, being first duly sworn, under oath, and states
under penalty of perjury that the following information is true and accurate within his personal
knowledge and belief:

My name Joseph Oltmann. I am over eighteen years of age. I am not suffering under any
mental disability and am competent to give this worn affidavit. I am able to read and write and to
give this affidavit voluntarily and on my own free will and accord. No one has used any threats,
force, pressure, or intimidation to male me sign this affidavit. I make this affidavit in support of
the truth.

I am the CEO of a tech company based just outside of Denver, Colorado. I am also the
founder of an organization called FEC United. [Fecunited.com] The goal of this organization is
to restore constitutional integrity to our community and empower those in our community to
stand up to state and national leadership that intends to suppress the rights of individuals
holistically.

Through this organization “FEC” I became a target of journalists who began to slander
both me and my organization. I became the topic of Antifa and extremists through my
involvement in a movement to resist the narrative that police are bad and our society represented
the rhetoric shared by these extremists. As a result of these attacks, I started researching Antifa,
BLM, Inc. and their connection to violence and unrest inside of our communities. As a result, I
set out to infiltrate Antifa meetings and de-mask those Antifa members who are journalists in the
mainstream media in Colorado specifically.

On or about the week of September 27, 2020, I was able to attend an Antifa meeting
which appeared to be between Antifa members in Colorado Springs and in Denver Colorado. I
cannot verify the connection between the two or the leadership as they were disorganized.
Discussions of Our Revolution and Antifa were discussed. Rhetoric of “eliminating fascists” and
frustration as to the dwindling of support to rally in the street was evident.

Then I honed in among other conversations key actors in the organization who work for
local and state news publications. One such person of interest was Heidi Beedle, identified leader

of Our Revolution in El Paso County (Southern Colorado) and Antifa leader of the same area.
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Heidi’s name is actually Sean Beedle. She is a journalist at Colorado Springs Independent,
Colorado Springs Business Journal and a freelance writer for several online publications. Others
to remain unnamed in this were present.

The conversation went like this:

Someone identified as “Eric" began to speak. Someone asked who Eric was, and
someone else replied “he is the Dominion guy” [paraphrased].

Eric then began to speak after being told to continue, but was interrupted and asked by
someone, “What are we going to do if Trump wins this fucking election?”

Eric responded, “Don’t worry about the election. Trump is not going to win. I made
fucking sure of that.. Hahaha”

Someone responded, “Fucking right.”

Eric continued with fortifying the groups and recruiting. I would describe his tone as
eccentric and boisterous. I wrote down his name and started to do some research into him.

At the time, I thought that they were so disconnected with reality that they think they can
“make sure Trump is not elected.”

[ started with a simple google search: Keywords: “Eric,” “Dominion," “Denver

Colorado.” The fifth result in organic search returned:

Dominion Voting Systems | Employee Profiles, Emails, Mutual ...

www.leadcandy.io » company » Dominion-Voting-Syst...
Find people working at Dominion Voting Systems. LeadCandy provides Full ... Denver,

Colorado. VIEW FULL PROFILE ... FULL PROFILE. Erie Coomer's photo ...

Above that were results for Eric Schussler- Old Dominion University and Eric E Johnson,

Attorney - Sherman & Howard. The first two on organic search however was as follows:

Dominion - Colorado Secretary of State

www.sos.state.co.us » elections » files » projectPlans
PDF
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Sep 9, 2016 — our most recent pilots in the City and County of Denver and Mesa County.
... | Democracy Suite is a registered trademark of Dominion Voting Systems. ... Eric

Coomer graduated from the University of California, Berkeley in ...

And

Eric Coomer's email & phone | Dominion Voting Systems's ...

rocketreach.co » eric-coomer-email 7112825
Location, Denver, Colorado, United States. Work, Director, Market Strategy (@ Dominion

Voting Systems Member, Board of Directors (@ Friends of Levitt Pavilion ...

[ began doing research on Eric Coomer and discovered that Colorado Secretary of state

link the following about Dr. Eric Coomer on page 26:

“Eric Coomer graduated from the University of California, Berkeley in 1997 with a Ph.D. in
Nuclear Physics. After working in IT consulting for several years, Eric entered the elections
industry in 2005 with Sequoia Voting Systems as Chief Software Architect. Afier three years with
the company, Eric took over all development operations as Vice President of Engineering. When
Sequoia was acquired by Dominion Voting Systems in 2010, Eric joined the DVS team as Vice

President of US Engineering overseeing development in the Denver, Colorado office.

Recently, Eric has taken over as the Director of Product Strategy driving the creation of next
generation products through close collaboration with customers, combined with a deep
understanding of technology and the needs of Elections departments throughout the United
States and abroad. Eric has been an active participant in the development of the IEEE common
data format for Elections systems, as well as the working group for developing standards for
Risk-Limiting Audits for elections results. When not designing new products, Eric supports large

and small scale customers during Election season.”

I did some cursory research on Eric, but my conclusion was that he was either a part of

the government or not relevant to the conversation. In other words, this was not a target [ would
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identify as being influential in Antifa. My conclusion was based on his credentials of having a
PhD in Nuclear Physics. Did not add up for someone with that intelligence. I set it aside and
concentrated my focus on the activist journalist who were actually Antifa members.

On October 15, 2020 I spoke at an FEC meeting in Bandimere Speedway. It was a rally
around the unconstitutional actions of Jefferson County, Colorado government leadership to hurt
Bandimere Speedway. I spoke and before the event started they escorted a suspected Antifa
Journalist Erik Maulbetsch [Colorado Recorder] off the premises. In that meeting I talked about
outing activist journalists who were Antifa and holding them accountable in our community for
attacking organizations like FEC United that serve the community.

These activist journalists frequently slander people of faith, conservatives and call them
names that defame them in the community. I had enough and warned that we would call them
out by name. Maulbetsch wrote and article reflecting this as he was listening in online and
decided to omit details about the meeting, causing the entire journalistic community to wonder if
they were on the list. It had a positive effect contrary to their intentions.

On Friday November 6th, I received a forwarded a article about Georgia irregularities on
the election day. I normally do not read many of these articles because I am inundated with
information both from FEC, and my company. I started reading it and noticed Eric Coomer was
the spokesperson for a company called Dominion Voting Systems. I immediately stopped and
started to go back through my notes to find the info on Eric Coomer. I then started research
Dominion Voting Systems. The information became rather scary as everywhere I looked I found
Eric’s name. Some listing him as VP of Security and others calling him Director of Strategy and
Security. I began my search for everything Eric Coomer, Dr. Eric Coomer and any information
related to legal filings, RFPs, states using Dominion, Colorado uses and even areas in Colorado
that do not use Dominion.

I then turned my attention to Eric Coomer’s Facebook profile and page while I gathered
information on correlating email addresses, profiles, screen names, etc. Searching Twitter,
Reddit, Facebook, 4Chan, etc etc.

I was able to get screenshots of Eric Coomer’s Facebook posts going back to 2016. What
[ discovered was disturbing. Anti-Trump rhetoric, posts referring to: Fuck USA, Fuck the Police,
A.C.AB,, posts that were anti Conservative, and even posts being happy someone died. Then the
bigger shocker. He reposted the Antifa “Manifesto” letter to Donald Trump. I knew that I had the

right guy and someone that was clearly mentally unstable and radical. I started digging into the
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code irregularities and tying all of the pieces together with the irregularities and the Dominion
uses in the disputed states. The correlation was astonishing. I then found the information related
to justifying voting machines being online and his justification that they had “hardware and IP
address protection”. This statement by itself is FALSE.

I then attempted to reach out to all sources to bring this information to light. Calling
major news stations and attempting to connect with the DOJ.

I took the information to the listeners of an organization that I also own called
Conservative Daily. We have a podcast that we do on weekdays. I felt I had enough information
and was confident that the Eric on the conference call was the same Eric Coomer that worked for
Dominion. I was also confident that given the Facebook and other information I was able to
collect that Eric Coomer was interfering with the election and as he admits in one of his posts
that people at his company think and feel the same way he does. I began to research his patents,
who owns them, the pattern of states they acquired as clients.

I began to research the connection to Diane Feinstein, her husband, campaign manager,
Clinton Foundation and became worried that the finger of radicals had taken away the voice of
the American people in deciding the election. I used ARIMA analysis to show me trends on data
and probability models to prove that they were in fact using code and technology to ghost votes,
switch votes or even remove probable ballots completely. Code is random unless it is not. Since
we are a data company and understand artificial intelligence and use of neural networks, we
understand the capabilities of creating chaos in outcome based on weighted density of probable
voters.

These statements are true and accurate to the best of my knowledge.

wﬂltmﬁnﬂ‘/
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STATE OF COLORADO
COUNTY OF j}mj,/as

Personally appeared before me, £ Y14/ Kicprek , a Notary Public in
and for the aforesaid State and County, JOSEPH T OLTMANN, the within named bargainer, with
whom I am personally acquainted and who, after being duly sworn, acknowledged that she

executed the foregoing Agreement for the purposes %
: JOSEWTMANN--/

Sworn to and subscribed before me this /7" “&day of LJovenber , 2020.

My Commission Expires: %

P74 -l NOTARY PUBLI( L‘g,,gf,,ﬁu
st S5ty
¥
Commission Exmg.-g '.-
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IN THE UNITED STATES DISTRICT COURT
FOR THE NORTHERN DISTRICT OF GEORGIA

ATLANTA DIVISION
DONNA CURLING, ET AL., )
)
Plaintiffs, )
) CIVIL ACTION
Vs. )
) FILE NO. 1:17-cv-2989-AT
BRAD RAFFENSPERGER, )
ET AL., )
)
Defendants. )

DECLARATION OF HARRI HURSTI

Pursuant to 28 U.S.C. § 1746, I declare under penalty of perjury that the
foregoing is true and correct.

1. My name is Harri Hursti. [ am over the age of 21 and competent to
give this testimony. The facts stated in this declaration are based on my personal
knowledge, unless stated otherwise.

2. My background and qualifications in voting system cybersecurity are
set forth in my December 16, 2019 declaration. (Doc. 680-1, pages 37 et seq). 1
stand by everything in that declaration and in my August 21, 2020 declaration.

(Doc. 800-2).
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3. I am also an expert in ballot scanning because of extensive
background in digital imaging prior by work researching election systems. In
addition, in 2005 I started an open source project for scanning and auditing paper
ballots from images. As a result, [ am familiar with different scanner types, how
scanner settings and image processing features change the images, and how file

format choices affect the quality and accuracy of the ballots.

4. [ am engaged as an expert in this case by Coalition for Good
Governance.
5. In developing this declaration and opinion, I visited Atlanta to observe

certain operations of the June 9, 2020 statewide primary, and the August 11 runoff.
During the June 9 election, I was an authorized poll watcher in some locations and
was a public observer in others. On August 11, [ was authorized as an expert
inspecting and observing under the Coalition for Good Governance’s Rule 34
Inspection request in certain polling places and the Fulton County Election
Preparation Center. As I will explain below in this declaration, my extensive
experience in the area of voting system security and my observations of these
elections lead to additional conclusions beyond those in my December 16, 2019

declaration. Specifically:
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a) the scanner and tabulation software settings being employed to determine
which votes to count on hand marked paper ballots are likely causing
clearly intentioned votes not to be counted;

b) the voting system is being operated in Fulton County in a manner that
escalates the security risk to an extreme level; and

c) voters are not reviewing their BMD printed ballots, which causes BMD
generated results to be un-auditable due to the untrustworthy audit trail.

Polling Place Observations

6. Election observation on Peachtree Christian Church. The ballot

marking devices were installed so that 4 out of 8 touchscreen devices were clearly
visible from the pollbook check in desk. Voter’s selections could be effortlessly
seen from over 50 ft away.

7. Over period of about 45 minutes, I only observed one voter who
appeared to be studying the ballot after picking it up from the printer before casting
it in the scanner. When voters do not fully verify their ballot prior to casting, the
ballots cannot be considered a reliable auditable record.

8. The scanner would reject some ballots and then accept them after they
were rotated to a different orientation. I noted that the scanner would vary in the

amount of time that it took to accept or reject a ballot. The delay varied between 3
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and 5 seconds from the moment the scanner takes the ballot until the scanner either
accepts the ballot or rejects it. This kind of behavior is normal on general purpose
operating systems multitasking between multiple applications, but a voting system
component should be running only a single application without outside
dependencies causing variable execution times.

0. Further research is necessary to determine the cause of the unexpected
scanning delays. A system that is dedicated to performing one task repeatedly
should not have unexplained variation in processing time. As security researcher,
we are always suspicious about any unexpected variable delays, as those are
common telltale signs of many issues, including a possibility of unauthorized
code being executed. So, in my opinion changes of behaviors between
supposedly identical machines performing identical tasks should always be

investigated.

When ballots are the same and are produced by a ballot marking device,
there should be no time difference whatsoever in processing the bar codes.
Variations in time can be the result of many things - one of them is that the
scanner encounters an error reading the bar code and needs to utilize error

correcting algorithms to recover from that error. Further investigation is
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necessary to determine the root cause of these delays, the potential impact of the
error correcting algorithms if those are found to be the cause, and whether the

delay has any impact upon the vote.

10. Election observation in Central Park Recreation Center. The Poll

place manager told me that no Dominion trained technician had reported on
location to help them that morning.

11.  The ballot marking devices were originally installed in a way that
voter privacy was not protected, as anyone could observe across the room how
people are voting on about 2/3 devices.

12.  The ballot scanner took between 4 and 6 seconds to accept the ballot.
I observed only one ballot being rejected.

13.  Generally, voters did not inspect the ballots after taking it from the
printer and casting it into the scanner.

14.  Election observation in Fanplex location. Samantha Whitley and

Harrison Thweatt were poll watchers at the Fanplex polling location. They
contacted me at approximately 9:10am about problems they were observing with

the operation of the BMDs and Poll Pads and asked me to come to help them
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understand the anomalies they were observing. I arrived at FanPlex at
approximately 9:30am.

15. I observed that the ballot scanner located by a glass wall whereby
standing outside of the building observe the scanning, would take between 6 and 7
seconds to either accept or reject the ballot.

16.  For reasons unknown, on multiple machines, while voters were
attempting to vote, the ballot marking devices sometimes printed “test” ballots. I
was not able to take a picture of the ballot from the designated observation area,
but I overheard the poll worker by the scanner explaining the issue to a voter which
was sent back to the Ballot-Marking Device to pick up another ballot from the
printer tray. Test ballots are intended to be used to test the system but without
being counted by the system during an election. The ballot scanner in election
settings rejects test ballots, as the scanners at FanPlex did. This caused confusion
as the voters needed to return to the ballot-marking device to retrieve the actual
ballot. Some voters returned the test ballot into the printer tray, potentially
confusing the next voter. Had voters been reviewing the ballots at all before taking
them to the scanner, they would have noticed the “Test Ballot” text on the ballot. |
observed no voter really questioning a poll worker why a “Test” ballot was printed

in the first place.
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17.  Obviously, during the election day, the ballot marking device should
not be processing or printing any ballot other than the one the voter is voting.
While the cause of the improper printing of ballots should be examined, the fact
that this was happening at all is likely indicative of a wrong configuration given to
the BMD, which in my professional opinion raises another question: Why didn’t
the device print only test ballots? And how can the device change its behavior in
the middle of the election day? Is the incorrect configuration originating from the
Electronic Pollbook System? What are the implications for the reliability of the
printed ballot and the QR code being counted?

18.  Election observation Park Tavern. The scanner acceptance delay did

not vary as it had in previous locations and was consistently about 5 seconds from
the moment the scanner takes the ballot, to the moment the scanner either accepts
the ballot or rejects it. The variation between scanners at different locations is
concerning because these are identical physical devices and should not behave
differently while performing the identical task of scanning a ballot.

19.  The vast majority of voters at Park Tavern did not inspect the ballots

after taking them from the printer and before casting them in the scanner.



Case 2:20-¢v-023823-RJH pBeckBaNBAs33 Figddlad)2/290 Prage39 of 18

Fulton Tabulation Center Operation-Election Night, August 11, 2020

20.  In Fulton County Election Preparation Center (“EPC”) on election
night I reviewed certain operations as authorized by Rule 34 inspection.

21. I was permitted to view the operations of the upload of the memory
devices coming in from the precincts to the Dominion Election Management
System (“EMS”) server. The agreement with Fulton County was that I could
review only for a limited period of time; therefore, I did not review the entire
evening’s process. Also, Dominion employees asked me to move away from the
monitors containing the information and messages from the upload process and
error messages, limiting my ability to give a more detailed report with
documentation and photographs of the screens. However, my vantage point was
more than adequate to observe that system problems were recurring and the
Dominion technicians operating the system were struggling with the upload
process.

22. It is my understanding the same EMS equipment and software had
been used in Fulton County’s June 9, 2020 primary election.

23. It is my understanding that the Dominion technician (“Dominic™)

charged with operating the EMS server for Fulton County had been performing
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these duties at Fulton County for several months, including during the June 9
primary.

24.  During my August 11 visit, and a follow-up visit on August 17, I
observed that the EMS server was operated almost exclusively by Dominion
personnel, with little interaction with EPC management, even when problems were
encountered. In my conversations with Derrick Gilstrap and other Fulton County
Elections Department EPC personnel, they professed to have limited knowledge of
or control over the EMS server and its operations.

25. Outsourcing the operation of the voting system components directly to
the voting system vendors’ personnel is highly unusual in my experience and of
grave concern from a security and conflict of interest perspective. Voting system
vendors’ personnel have a conflict of interest because they are not inclined to
report on, or address, defects in the voting systems. The dangers this poses is
aggravated by the absence of any trained County personnel to oversee and
supervise the process.

26. In my professional opinion, the role played by Dominion personnel in
Fulton County, and other counties with similar arrangements, should be considered
an elevated risk factor when evaluating the security risks of Georgia’s voting

system.
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27. Based on my observations on August 11 and August 17, Dell
computers running the EMS that is used to process Fulton county votes appeared
not to have been hardened.

28. Inessence, hardening is the process of securing a system by reducing
its surface of vulnerability, which is larger when a system performs more
functions; in principle it is to the reduce the general purpose system into a single-
function system which is more secure than a multipurpose one. Reducing available
ways of attack typically includes changing default passwords, the removal of
unnecessary software, unnecessary usernames or logins, grant accounts and
programs with the minimum level of privileges needed for the tasks and create
separate accounts for privileged operations as needed, and the disabling or removal
of unnecessary services.

29. Computers performing any sensitive and mission critical tasks such as
elections should unquestionably be hardened. Voting system are designated by the
Department of Homeland Security as part of the critical infrastructure and certainly
fall into the category of devices which should be hardened as the most fundamental
security measure. In my experience, it is unusual, and I find it unacceptable for an

EMS server not to have been hardened prior to installation.

10
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30. The Operating System version in the Dominion Election Management
computer, which is positioned into the rack and by usage pattern appears to be the
main computer, is Windows 10 Pro 10.0.14393. This version is also known as the
Anniversary Update version 1607 and it was released August 2, 2016. Exhibit A is
a true and correct copy of a photograph that I took of this computer.

31.  When a voting system is certified by the EAC, the Operating System
is specifically defined, as Windows 10 Pro was for the Dominion 5.5-A system.
Unlike consumer computers, voting systems do not and should not receive
automatic “upgrades” to newer versions of the Operating System. without
undergoing tests for conflicts with the new operating system software.

32.  That computer and other computers used in Georgia’s system for vote
processing appear to have home/small business companion software packages
included. Exhibits B and C are true and correct copies of photographs that I took
of the computer located in the rack and the computer located closest to the rack on
the table to the right. The Start Menu shows a large number of game and
entertainment software icons. As stated before, one of the first procedures of
hardening is removal of all unwanted software, and removal of those game icons
and the associated games and installers alongside with all other software which is

not absolutely needed in the computer for election processing purposes would be

11
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one of the first and most basic steps in the hardening process. In my professional
opinion, independent inquiry should be promptly made of all 159 counties to
determine if the Dominion systems statewide share this major deficiency.

33.  Furthermore, when I asked the Dominion employee Dominic assigned
to the Fulton County election server operation about the origin of the Windows
operating system, he answered that he believed that “it has been provided by the
State.”

34.  Since Georgia’s Dominion system is new, it is a reasonable
assumption that all machines in the Fulton County election network had the same
version of Windows installed. However, not only the two computers displayed
different entertainment software icons, but additionally one of the machines in
Fulton’s group of election servers had an icon of computer game called
“Homescapes” which is made by Playrix Holding Ltd., founded by Dmitry and
Igor Bukham in Vologda, Russia. Attached as Exhibit C is a true and correct copy
of a photograph that I took of the Fulton voting system computer” Client 02”. The
icon for Homescapes is shown by the arrow on Exhibit C.

35. The Homescapes game was released in August 2017, one year after
Fulton County’s operating system release. If the Homescapes game came with the

operating system it would be unusual, because at the time of the release of

12
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Homescapes, Microsoft had already released 3 major Microsoft Windows 10
update releases after build 14393 and before the release of that game. This calls
into question whether all Georgia Dominion system computers have the same
operating system version, or how the game has come to be having a presence in
Fulton’s Dominion voting system.

36.  Although this Dominion voting system is new to Georgia, the
Windows 10 operating system of at least the ‘main’ computer in the rack has not
been updated for 4 years and carries a wide range of well-known and publicly
disclosed vulnerabilities. At the time of this writing, The National Vulnerability
Database maintained by National Institute of Standards and Technology lists 3,177
vulnerabilities mentioning “Windows 10 Pro” and 203 vulnerabilities are
specifically mentioning “Windows 10 Pro 1607 which is the specific version
number of the build 14393 that Dominion uses.

37.  Even without internet connectivity, unhardened computers are at risk
when those are used to process removable media. It was clear that when Compact
Flash storage media containing the ballot images, audit logs and results from the
precinct scanners were connected to the server, the media was automounted by the
operating system. When the operating system is automounting a storage media, the

operating system starts automatically to interact with the device. The zero-day

13



Case 220ex 23 DOHD RecHaeHob3 Flrd BABARY Pagr 3603

vulnerabilities exploiting this process has been recurringly discovered from all
operating systems, including Windows. Presence of automount calls also into
question presence of another setting which is always disabled in hardening process.
It is autorun, which automatically executes some content on the removable media.
While this is convenient for consumers, it poses extreme security risk.

38. Based on my experience and mental impression observing the
Dominion technician’s activities, Fulton County’s EMS server management seems
to be an ad hoc operation with no formalized process. This was especially clear on
the manual processing of the memory cards storage devices coming in from the
precincts on election night and the repeated access of the operating system to
directly access filesystem, format USB devices, etc. This kind of operation in
naturally prone to human errors. I observed personnel calling on the floor asking if
all vote carrying compact flash cards had been delivered from the early voting
machines for processing, followed by later finding additional cards which had been
overlooked in apparent human error. Later, I heard again one technician calling on
the floor asking if all vote carrying compact flashes had been delivered. This
clearly demonstrates lack of inventory management which should be in place to
ensure, among other things, that no rogue storage devices would be inserted into

the computer. In response, 3 more compact flash cards were hand-delivered. Less

14
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than 5 minutes later, I heard one of the county workers say that additional card was
found and was delivered for processing. All these devices were trusted by printed
label only and no comparison to an inventory list of any kind was performed.

39.  In addition, operations were repeatedly performed directly on the
operating system. Election software has no visibility into the operations performed
directly on the operating system, and therefore those are not included in election
system event logging. Those activities can only be partially reconstructed from
operating system logs — and as these activities included copying election data files,
election software log may create false impression that the software i1s accessing the
same file over a period of time, while in reality the file could had been replaced
with another file with the same name by activities commanded to the operating
system. Therefore, any attempt to audit the election system operated in this manner
must include through analysis of all operating system logs, which complicates the
auditing process. Unless the system is configured properly to collect file system
auditing data is not complete. As the system appears not to be hardened, it is
unlikely that the operating system has been configured to collect auditing data.

40. A human error when operating live election system from the operating
system can result in a catastrophic event destroying election data or even rendering

the system unusable. Human error is likely given the time pressure involved and,

15
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at least in Fulton County, no formal check lists or operating procedures were
followed to mitigate the human error risk. The best practice is to automate trivial
tasks to reduce risk of human error, increase the quality assurance of overall
operations and provide auditability and transparency by logging.

41. Uploading of memory cards had already started before I arrived at
EPC. While one person was operating the upload process, the two other Dominion
employees were troubleshooting issues which seemed to be related to ballot images
uploads. I repeatedly observed error messages appearing on the screen of the EMS
server. I was not able to get picture of the errors on August 11", 1 believe the error
was the same or similar that errors recurring August 17™ as shown on Exhibit D
and discussed later in this declaration. Dominion employees were troubleshooting
the issue with ‘trial-and-error’ approach. As part of this effort they accessed
“Computer Management” application of Windows 10 and experimented with
trouble shooting the user account management feature. This demonstrates that they
had complete access to the computer. This means there are no meaningful access
separation and privileges and roles controls protecting the county’s primary
election servers. This also greatly amplifies the risk of catastrophic human error

and malicious program execution.

16
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42. T overheard the Dominion technician’s conversation that they had
issues with file system structure and “need 5 files out of EMS server and paste.
Delete everything out of there and put it there.” To communicate the gravity of the
situation to each other they added “Troubleshooting in the live environment”.
These conversations increased the mental image that they were not familiar the
issue they were troubleshooting.

43.  After about 45 minutes of trying to solve the issue by instructions
received over the phone, the two Dominion employees’ (who had been
troubleshooting) behavior changed. The Dominion staff member walked behind
the server rack and made manual manipulations which could not be observed from
my vantage point. After that they moved with their personal laptops to a table
physically farther away from the election system and stopped trying different ways
to work around the issue in front of the server, and no longer talked continuously
with their remote help over phone.

44.  In the follow-up-calls I overheard them ask people on the other end of
the call to check different things, and they only went to a computer and appeared to
test something and subsequently take a picture of the computer screen with a

mobile phone and apparently send it to a remote location.

17
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45. Based on my extensive experience, this all created a strong mental
impression that the troubleshooting effort was being done remotely over remote
access to key parts of the system. Additionally, new wireless access point with a
hidden SSID access point name appeared in the active Wi-Fi stations list that I was
monitoring, but it may have been co-incidental. Hidden SSIDs are used to obscure
presence of wireless networking from casual observers, although they do not
provide any real additional security.

46. Ifin fact remote access was arranged and granted to the server, this
has gravely serious implications for the security of the new Dominion system.
Remote access, regardless how it is protected and organized is always a security
risk, but furthermore it is transfer of control out of the physical perimeters and
deny any ability to observe the activities.

47. T also observed USB drives marked with the Centon DataStick Pro
Logo with no visible inventory control numbering system being taken repeatedly
from the EMS server rack to the Fulton managers’ offices and back. The
Dominion employee told me that the USB drives were being taken to the Election
Night Reporting Computer in another office. This action was repeated several
times during the time of my observation. Carrying generic unmarked and therefore

unidentifiable media out-of-view and back is a security risk — especially when the

18



Case 220ex 23 DOHD RecHaredob3 Flrd BABARY Pagr4befi d

exact same type of devices was piled on the desk near the computer. During the
election night, the Dominion employees reached to storage box and introduced
more unmarked storage devices into the ongoing election process. I saw no effort
made to maintain a memory card inventory control document or chain of custody
accounting for memory cards from the precincts.

48. Talso visited the EPC on August 17. During that visit, the staff
working on uploading ballots for adjudication experienced an error which appeared
similar to the one on election night. This error was repeated with multitude of
ballots and at the time we left the location, the error appeared to be ignored, rather
that resolved. (EXHIBIT D - the error message and partial explanation of the error
being read by the operator.).

49.  The security risks outlined above — operating system risks, the failure
to harden the computers, performing operations directly on the operating systems,
lax control of memory cards, lack of procedures, and potential remote access, are
extreme and destroy the credibility of the tabulations and output of the reports
coming from a voting system.

50.  Such arisk could be overcome if the election were conducted using
hand marked paper ballots, with proper chain of custody controls. For elections

conducted with hand marked paper ballots, any malware or human error involved

19
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in the server security deficiencies or malfunctions could be overcome with a robust
audit of the hand marked paper ballots and in case of irregularities detected,
remedied by a recount. However, given that BMD ballots are computer marked,
and the ballots therefore unauditable for determining the result, no recovery from
system security lapses is possible for providing any confidence in the reported

outcomes.

Ballot Scanning and Tabulation of Vote Marks

51.  I'have been asked to evaluate the performance and reliability of
Georgia’s Dominion precinct and central count scanners in the counting of votes
on hand marked paper ballots.

52.  On or about June 10th, Jeanne Dufort and Marilyn Marks called me to
seek my perspective on what Ms. Dufort said she observed while serving as a Vote
Review Panel member in Morgan County. Ms. Dufort told me that she observed
votes that were not counted as votes nor flagged by the Dominion adjudication
software.

53. Because of the ongoing questions this raised related to the reliability
of the Dominion system tabulation of hand marked ballots, I was asked by
Coalition Plaintiffs to conduct technical analysis of the scanner and tabulation

accuracy. That analysis is still in its early stages.

20
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54. Before addressing the particulars of my findings and research into the
accuracy of Dominion’s scanning and tabulation, I will address the basic process
by which an image on a voted hand marked paper ballot is processed by scanner
and tabulation software generally. It is important to understand that the Dominion
scanners are Canon off the shelf scanners and their embedded software were
designed for different applications than ballot scanning which is best conducted
with scanners specifically designed for detecting hand markings on paper ballots.

55.  Contrary of public belief, the scanner is not taking a picture of the
paper. The scanner is illuminating the paper with a number of narrow spectrum
color lights, typically 3, and then using software to produce an approximation what
the human eye would be likely to see if there would had been a single white wide-
spectrum light source. This process takes place in partially within the scanner and
embedded software in the (commercial off the shelf) scanner and partially in the
driver software in the host computer. It is guided by number of settings and
configurations, some of which are stored in the scanner and some in the driver
software. The scanner sensors gather more information than will be saved into the
resulting file and another set of settings and configurations are used to drive that
part of the process. The scanners also produce anomalies which are automatically

removed from the images by the software. All these activities are performed
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outside of the Dominion election software, which is relying on the end product of
this process as the input.

56. I began reviewing Dominion user manuals in the public domain to
further investigate the Dominion process.

57.  On August 14, I received 2 sample Fulton County August 11 ballots
of high-speed scanned ballot from Rhonda Martin, who stated that she obtained
them from Fulton County during Coalition Plaintiff’s discovery. The image
characteristics matched the file details I had seen on the screen in EPC. The image
is TIFF format, about 1700 by 2200 pixels with 1-bit color depth (= strictly black
or white pixels only) with 200 by 200 dots per square inch (“dpi”’) resolution
resulting in files that are typically about 64 or 73 kilo bytes in size for August 11
ballots. With this resolution, the outer dimension of the oval voting target is about
30 by 25 pixels. The oval itself (that is, the oval line that encircles the voting
target) is about 2 pixels wide. The target area is about 450 pixels; the area of the
target a tight bounding box would be 750 pixels and the oval line encircling the
target is 165 pixels. In these images, the oval itself represented about 22% value in
the bounding box around the vote target oval.

58. Important image processing decisions are done in scanner software

and before election software threshold values are applied to the image. These
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scanner settings are discussed in an excerpt Dominion’s manual for ICC operations
My understanding is that the excerpt of the Manual was received from Marilyn
Marks who stated that she obtained it from a Georgia election official in response
to an Open Records request. Attached as Exhibit E is page 9 of the manual. Box
number 2 on Exhibit E shows that the settings used are not neutral factory default
settings.

59.  Each pixel of the voters’ marks on a hand marked paper ballot will be
either in color or gray when the scanner originally measures the markings. The
scanner settings affect how image processing turns each pixel from color or gray to
either black or white in the image the voting software will later process. This
processing step is responsible for major image manipulation and information
reduction before the election software threshold values are calculated. This process
has a high risk of having an impact upon how a voter mark is interpreted by the
tabulation software when the information reduction erases markings from the
scanned image before the election software processes it.

60. In my professional opinion, any decision by Georgia’s election
officials about adopting or changing election software threshold values is

premature before the scanner settings are thoroughly tested, optimized and locked.
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61. The impact of the scanner settings is minimal for markings made with
a black felt pen but can be great for markings made with any color ballpoint pens.
To illustrate this, I have used standard color scanning settings and applied then
standard conversion from a scanned ballot vote target with widely used free and
open source image processing software “GNU Image Manipulation Program
version 2.10.18” EXHIBIT G shows the color image being converted with the
software’s default settings from color image to Black-and-White only. The red
color does not meet the internal conversion algorithm criteria for black, therefore it
gets erased to white instead.

62. Dominion manual for ICC operations clearly show that the scanner
settings are changed from neutral factory default settings. EXHIBIT H shows how
these settings applied different ways alter how a blue marking is converted into
Black-and-White only image.

63. The optimal scanner settings are different for each model of scanner
and each type of paper used to print ballots. Furthermore, because scanners are
inherently different, the manufacturers use hidden settings and algorithms to cause
neutral factory settings to produce similar baseline results across different makes
and models. This is well-studied topic; academic and image processing studies

published as early as 1979 discuss the brittleness of black-or-white images in
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conversion. Subsequently, significance for ballot counting has been discussed in
academic USENIX conference peer-reviewed papers.

64.  On the August 17" at Fulton County Election Preparation Center
Professor Richard DeMillo and I participated in a scan test of August 11 test
ballots using a Fulton County owned Dominion precinct scanner. Two different
ballot styles were tested, one with 4 races and one with 5 races. Attached as
Exhibits I and J show a sample ballots with test marks.

65. A batch of 50 test ballots had been marked by Rhonda Martin with
varying types of marks and varying types of writing instruments that a voter might
use at home to mark an absentee ballot. Professor DeMillo and I participated in
marking a handful of ballots.

66. Everything said here concerning the August 17 test is based on a very
preliminary analysis. The scanner took about 6 seconds to reject the ballots, and
one ballot was only acceptable “headfirst” while another ballot only “tail first.”
Ballot scanners are designed to read ballots “headfirst” or “tail first,” and front side
and backside and therefore there should not be ballots which are accepted only in
one orientation. | observed the ballots to make sure that both ballots had been
cleanly separated from the stub and I could not identify any defects of any kind on

the ballots.
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67. There was a 15 second cycle from the time the precinct scanner
accepted a ballot to the time it was ready for the next ballot. Therefore, the
maximum theoretical capacity with the simple 5 race ballot is about 4 ballots per
minute if the next ballot is ready to be fed into the scanner as soon as the scanner
was ready to take it. In a real-world voting environment, it takes considerably
longer because voters move away from the scanner, the next voter must move in
and subsequently figure where to insert the ballot. The Dominion precinct scanner
that I observed was considerably slower than the ballot scanners I have tested over
the last 15 years. This was done with a simple ballot, and we did not test how
increase of the number of races or vote targets on the ballot would affect the
scanning speed and performance.

68. Though my analysis is preliminary, this test reveals that a significant
percentage of filled ovals that would to a human clearly show voter’s intent failed
to register as a vote on the precinct count scanner.

69. The necessary testing effort has barely begun at the time of this
writing, as only limited access to equipment has been made available. I have not
had access to the high-volume mail ballot scanner that is expected to process
millions of mail ballots in Georgia’s upcoming elections. However, initial results

suggest that significant revisions must be made in the scanning settings to avoid a
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widespread failure to count certain valid votes that are not marked as filled in
ovals. Without testing, it is impossible to know, if setting changes alone are
sufficient to cure the issue.

Scanned Ballot Tabulation Software Threshold Settings

70.  Georgia is employing a Dominion tabulation software tool called
“Dual Threshold Technology” for “marginal marks.” (See Exhibit M) The intent of
the tool is to detect voter marks that could be misinterpreted by the software and
flag them for review. While the goal is admirable, the method of achieving this
goal is quite flawed.

71.  While it is compelling from development cost point of view to use
commercial off the shelf COTS scanners and software, it requires additional steps
to ensure that the integration of the information flow is flawless. In this case, the
software provided by the scanner manufacturer and with settings and
configurations have great impact in how the images are created and what
information is removed from the images before the election software processes it.
In recent years, many defective scanner software packages have been found. These
software flaws include ‘image enhancement’ features which have remained
enabled even when the feature has been chosen to be disabled from the scanner

software provided by the manufacturer. An example of dangerous feature to keep
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enabled is ‘Punch Hole Removal’, intended to make images of documents removed
from notebook binders to look more aesthetically pleasing. The software can and
in many cases will misinterpret a voted oval as a punch hole and erase the vote
from the image file and to make this worse, the punch holes are expected to be
found only in certain places near the edge of the paper, and therefore it will erase
only votes from candidates whose targets are in those target zones.

72.  Decades ago, when computing and storage capacity were expensive
black-and-white image commonly meant 1-bit black-or-white pixel images like
used by Dominion system. As computer got faster and storage space cheaper
during the last 2-3 decades black-and-white image has become by default meaning
255 shades of gray grayscale images. For the purposes of reliable digitalization of
physical documents, grayscale image carries more information from the original
document for reliable processing and especially when colored markings are being
processed. With today’s technology, the difference in processing time and storage
prices between grayscale and 1-bit images has become completely meaningless,
and the benefits gained in accuracy are undeniable.

73. I am aware that the Georgia Secretary of State’s office has stated that
Georgia threshold settings are national industry standards for ballot scanners

(Exhibit K). This is simply untrue. If, there were an industry standard for that, it
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would be part of EAC certification. There is no EAC standard for such threshold
settings. As mentioned before, the optimal settings are products of many elements.
The type of the scanner used, the scanner settings and configuration, the type of the
paper used, the type of the ink printer has used in printing the ballots, color dropout
settings, just to name few. Older scanner models, which were optical mark
recognitions scanners, used to be calibrated using calibration sheet — similar
process is needed to be established for digital imaging scanners used this way as
the ballot scanners.

74.  Furthermore, the software settings in Exhibit E box 2 show that the
software is instructed to ignore all markings in red color (“Color drop-out: Red”),
This clearly indicates that the software was expecting the oval to be printed in Red
and therefore it will be automatically removed from the calculation. The software
does not anticipate printed black ovals as used in Fulton County. Voters have
likely not been properly warned that any pen they use which ink contains high
concentration of red pigment particles is at risk of not counting, even if to the
human eye the ink looks very dark.

75.  1listened to the August 10 meeting of the State Board of Elections as
they approved a draft rule related to what constitutes a vote, incorporating the

following language:
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Ballot scanners that are used to tabulate optical scan ballots marked by
hand shall be set so that:

1. Detection of 20% or more fill-in of the target area surrounded by the
oval shall be considered a vote for the selection;

2. Detection of less than 10% fill-in of the target area surrounded by the
oval shall not be considered a vote for that selection;

3. Detection of at least 10% but less than 20% fill-in of the target area

surrounded by the oval shall flag the ballot for adjudication by a vote

review panel as set forth in O.C.G.A. 21-2-483(g). In reviewing any ballot

flagged for adjudication, the votes shall be counted if, in the opinion of the

vote review panel, the voter has clearly and without question indicated the candidate or
candidates and answers to questions for which such voter desires to vote.

76.  The settings discussed in the rule are completely subject to the
scanner settings. How the physical marking is translated into the digital image is
determined by those values and therefore setting the threshold values without at the
same time setting the scanner settings carries no value or meaning. If the ballots
will be continuing to be printed with black only, there is no logic in having any
drop-out colors.

77.  Before the State sets threshold standards for the Dominion system,
extensive testing is needed to establish optimal configuration and settings for each
step of the process. Also, the scanners are likely to have settings additional
configuration and settings which are not visible menus shown in the manual
excerpt. All those should be evaluated and tested for all types of scanners approved

for use in Georgia, including the precinct scanners
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78.  As temporary solution, after initial testing, the scanner settings and
configuration should be locked and then a low threshold values should be chosen.
All drop-out colors should be disabled. This will increase the number of ballots
chosen for human review and reduce the number of valid votes not being counted
as cast.

Logic and Accuracy Testing

79.  Ballot-Marking Device systems inherits the same well-documented
systemic security issues embedded in direct-recording electronic (DRE) voting
machine design. Such design flaws eventually are causing the demise of DRE
voting system across the country as it did in Georgia. In essence the Ballot
Marking Device is a general-purpose computer running a general-purpose
operating system with touchscreen that is utilized as a platform to run a software,
very similar to DRE by displaying a ballot to the voter and recording the voter’s
intents. The main difference is that instead of recording those internally digitally, it
prints out a ballot summary card of voter’s choices.

80.  Security properties of this approach would be positively different
from DREs if the ballot contained only human-readable information and all voters
are required to and were capable of verifying their choices from the paper ballot

summary. That of course is unrealistic.
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81.  When voter fails to inspect the paper ballot and significant portion of
the information is not in human readable from as a QR barcode, Ballot-Marking
Device based voting effectively inherits most of the negative and undesirable
security and reliability properties directly from DRE paradigm, and therefore
should be subject to the same testing requirements and mitigation strategies as
DREs.

82.  Inresponse to repeating myriad of issues with DREs, which have been
attributed to causes from screen calibration issues to failures in ballot definition
configuration distribution, a robust Logic & Accuracy testing regulation have been
established. These root causes are present in BMDs and therefore should be
evaluated in the same way as DREs have been.

I received the Georgia Secretary of State’s manual “Logic and Accuracy
Procedures “Version 1.0 January 2020 from Rhonda Martin. Procedure described
in section D “Testing the BMD and Printer” is taking significant shortcuts,
presumably to cut the labor work required. (Section D is attached as Exhibit L)
These shortcuts significantly weaken the security and reliability posture of the
system and protections against already known systemic pitfalls, usability

predicaments and security inadequacies.
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CONCLUSIONS

83.  The scanner software and tabulation software settings and
configurations being employed to determine which votes to count on hand marked
paper ballots are likely causing clearly intentioned votes not to be counted as cast.

84.  The method of using 1-bit images and calculated relative darkness
values from such pre-reduced information to determine voter marks on ballots is
severely outdated and obsolete. It artificially and unnecessarily increases the
failure rates to recognize votes on hand-marked paper ballots. As a temporary
mitigation, optimal configurations and settings for all steps of the process should
be established after robust independent testing to mitigate the design flaw and
augment it with human assisted processes, but that will not cure the root cause of
the software deficiency which needs to be addressed.

85.  The voting system is being deployed, configured and operated in
Fulton County in a manner that escalates the security risk to an extreme level and
calls into question the accuracy of the election results. The lack of well-defined
process and compliance testing should be addressed immediately using
independent experts. The use and the supervision of the Dominion personnel

operating Fulton County’s Dominion Voting System should be evaluated.
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86.  Voters are not reviewing their BMD printed ballots before scanning
and casting them, which causes BMD-generated results to be un-auditable due to
the untrustworthy audit trail. Furthermore, because BMDs are inheriting known
fundamental architectural deficiencies from DREs, no mitigation and assurance
measures can be weakened, including but not limited to Logic and Accuracy

Testing procedures.

This 24" day of August 2020.

é garri Hursti
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EXHIBIT A:
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EXHIBIT B:
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EXHIBIT C:
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EXHIBIT D:

' Camputer Management
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In-Progress (20)
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| Tabulator 715 - Batch 30 £/11/20207:28 PM
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50 Tobuistor 715 - Batch 60 811/2020 727 P
| Tabulator 715 - Batch 64. /11/2020 719 PM
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Tabulator 715 - Batch 71 8/11/2020 7:16 PM
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EXHIBIT E:

ICC SCANNER DRIVER SETTING

DOMINION ™
VOTING W

1

1. Click on the ADMINISTRATOR MODE icon in the lower left
corner of the window. Enter the Supervisor password.

2. Click the CONFIGURATION button option on the left side of
the window then click the Properties button located in the
lower Scanner section.

vt
Pt (WM Seriobe Prmamy o — ]
Ou [t Ao BT Voo MSOTE |
Nk, [[mriyems e
o BB —
Pt
Pimory Path [CADVEWICABS 127) dbserios,

:_—_] ._-'I

SUPERVISOR MODE Lo

ousE SN
TABUALATOR OPTIONS  JAMAGEMENT

a NBEO2@ 8

2

Verify/select the following settings:

Color Drop-out: Red

Detect by Length: Not selected
Detect by Ultrasonic: Selected
Deskew: Selected

Edge Cleanup: Selected

Doc Orientation: Portrait
Brightness: Set to 90
Contrast: 4

Gamma: Not selected

Moire Reduction: Not selected
Imprinter: Not selected

Click the Apply button then click the OK button.

FT T Fmompan g

Searner ettnge x|
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e L | =
E&wm
Cntacs by Lot Coniracn “
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© 2019 Dosminion Voting Systems, inc. All rights resenved,
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EXHIBIT F:
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EXHIBIT G:
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EXHIBIT H:
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EXHIBIT I:

FULTON COUNT
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EXHIBIT J:

+ s ——— . e — rs
Copyright @ 2020 Daminion Veting Inc. All Rights Reserved

Wy -
e JANA M

OFFICIAL ABSENTEE/PROVISIONAL/EMERGENCY BALLOT

OFFICIAL DEMOCRATIC PARTY PRIMARY AND
NONPARTISAN GENERAL ELECTION RUNOFF BALLOT
OF THE STATE OF GEORGIA
AUGUST 11, 2020

To vote, blacken the Oval (@®) next to the candidate of your choice. To vote for a person whose name is not o the ballot, manually WRITE his or her
name in the write-In section and blacken the Oval (@) next to the write-in section, If you desire to vote YES or NO for a PROPOSED QUESTION,
blacken the corresponding Oval (@@). Use only blue or black pen or pencil.

Do not vote for more candidates than the number allowed for each specific office. Do not cross out or erase. If you erase or make other marks on the
ballot or tear the ballot, your vote may not count,

If you change your mind or make a mistake, you may return the ballot by writing "Spoiled" across the face of the ballot and retum gﬁvefupe. You may
then mail the spailed ballot back to your county board of registrars, and you will be issued another official absentee ballat. Alternatively, you may

surrender the ballot to the poll manager of an early voting site within your county or the precinet to which you are assigned. You will then be permitied to
vote a regular ballot.

7 f that the offer or acce, of money or any other odyect of vatue fo vole for eny particular candidals, st of candiaates, issue, or st of issues included 17 (s
eleotion consiites an act of voter fraud and fs & lelony under Georgia law. " [0.C. G A, 21-2-284(e) and 21-2-383(a)]
 For State Representative NONPARTISAN
In the General Assembly From GENERAL ELECTION 6 cd,s'{-ﬁ(.h‘é'
65th District ! RUNOFF e Z kdﬁuu-}
(Vote for One) ]
| R —— conclubd e
Y Sharon Beasley-Teague For Judge, Superior Court of the -
| 4P (Incumbent) Atlanta Judicial Circuit == “"f};& o)
(To Succeed Constance C. Russell) (0%
: () Mandisha A. Thomas (Vote for One) -ﬁrs‘F?M =
() Melynee Leftridge Harris
For District Attorney of the -
Atlanta Judicial Circuit @ Tamika Hrobowski-Houston
(Vote for One)
(> Paul Howard
(Incumbent)
Cé Fani Willis
For Sheriff
(Vote for One)

() Theodore "Ted" Jackson
(Incumbent)

Z5 Patrick "Pat" Labat

=
l l o
. I L

_ — _— - - - —_ B

+ I

|
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EXHIBIT K:

¥, "\ Gabriel Sterling >
i' @GabrielSterling

Replying to @MarilynRMarks1 @rahulbali and 9 others

Again, all Central scanners were set at the industry
standard 0-13% is not a mark (the oval is 5%) 14-28% is
the ambiguous level to be checked by review panels,
29%+ is a mark. You ar pointing out the inherent issues
with HMPBs that we don't see with BMD marked
ballots.

8:02 PM - Jun 13, 2020 from Georgia, USA - Twitter for iPhone

Q L Q w
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EXHIBIT L:

SECURE
THEXOTE

» Create a voler card from Poll Pad for each unigue ballot style within the designated Polling
lLocation
- Recommend labels be placed on card idenlifying what ballol style will be displayed by
BMD once card is inserted
o BMD removes the activation code from the Voler Card once used, therelore creale lhe
card again from Poll Pad after each use by a BMD

D. Testing the BMD and Printer

Use a combination of Poll Warker Card with Ballot Activation Codes for the polling location, and Voter
Cards created from a Poll Pad loaded with the LA/Advance Voling dataset to bring up ballots an the
BMD
» Produce al leasl one printad ballol from each BMD assigned lo the palling localion
= Produce a test deck from the BMDs assigned lo the poliing location for each unique ballot style
within the polling locallon. The test deck must contain al leasl one vole for each candidate
listed in each race within the unigue ballot style
o Example: Ballot from BMD 1 contains & vote for only the first candidate in each race
listed on Ballol Style 1, Ballol from BMD 2 contains a vole only for the second candidate
in each race on Ballot Style 1, and continue through the line of devices until all
candidales in all races within the unigue ballol style have received a single vole
¢ If Number of BMDs outnumber the number of vote positions on the unique ballot
style, stari the vole pattern over until all BMDs have produced one printed ballol
o If Number of unique ballot styles in the polling place is greater than 1, once lhe
vole paltern is complete for a unique ballol style, proceed (o the next BMD in line to
starl the review of the next unique Ballot Style
o All unique ballot styles do not have to be tested on each BMD
= Review BMD-generaled Test Deck and confirm the vote content before placing in the
designaled Palling Place Scanner

E. MEMM
Scan the BMD-generated Test Deck inta the Polling Place Scanner
= Scan one blank oplical scan ballol style(s) associaled lo the Polling Place to verify the Polling
Place Scanner will recognize the ballot style in case of emergency
s« Verify Scanner(s) shows a number of Ballot Casl equal to the number of ballots in the BMD-
generated test deck plus the scanned blank Optical Scan ballot styles
Firmly place the Security Key Tah in the Security Key Slot
Touch Close Polls
Enter the passcode
Touch Enter
Touch Yes
Touch No for additional lapes (Scanner will automatically produce 3 copies of the closing lape)
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EXHIBIT M:

DUAL THRESHOLD
TECHNOLOGY
(MARGINAL MARKS)

From its early beginnings, Deminion Voting has emphasized the use of digital scanning

and continues to set the standard In digital iImage acquisition and analysis in the tabulation of
digitally scanned ballats, Whean a ballot |s fed Inte an ImageCast® tabulator - at the precinet level
ar centrally - a complets duplex image Is created and then analyzed for tabulation by svaluating
the pixel count of a voter mark, The pixel count of each mark is compared with two threshelds
(which cah be defined through the Election Management System) to determine what constitutes
a wote, If a mark falls above the upper threshold, it's a valid vote, If 3 mark falls balow the lower
threshold, it will not be counted as a vots

However. if a mark falls between the two threshelds (known as the “amblguous zone" ). it will
be deemed as a marginal mark and the bailet will be returned to the veter far corrective action
s given the ability to determine his or
her intent, not an inspection or recount board after the fact, when it is too late. The charl below
illustrates the Marginal Mark threshold interpratation

{please see diagram below). With this feature the vater

100% .

MARK DENSITY
8
®

L Threshold

Q Marginal
© Not

Counted

Liowair Theaehold

Mark in Mark 82 Mark 83 Marliaa

"R
DUAL THRESHOLD TECHNOLOGY DopINion .
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STATEMENT BY ANA MERCEDES DiAZ CARDQOZO

I, Ana Mercedes Diaz Cardozo, hereby declare the following:

1. My name is Ana Mercedes Diaz Cardozo. I'm known as Ana Diaz by
many. I am an adult of the sound mine and was born in Caracas, Venezuela on March
24, 1960. I'm a naturalized American citizen, I reside at 923 Gulf Stream Court,
Weston, Florida 33327.

2. I make this statement voluntarily and on my own initiative. I have not
been promised, nor do I expect to receive anything in exchange for my testimony and
give this statement. I have no expectation of any benefit or reward and understand
that there are those who can try to hurt me for what I say in this statement.

3. I moved from Venezuela to the United States in 2004 due to political
corruption and rapid decline in my home country of Venezuela. I want to alert the
public and let the world know the truth about corruption, manipulation, and lies
committed through a conspiracy of individuals and businesses with the intention of
betraying the honest people of the United States and its legally constituted
institutions and fundamental rights as citizens. This consgpiracy began more than a
decade ago in Venezuela and has spread to countries around the world. It is a
conspiracy to unjustly gain and maintain power and wealth. These are political
leaders, powerful companies, and others whose purpose is to gain and maintain power
by changing people's free will and subverting the proper course of governing.

4. After graduating from high school, I attended the University of Santa
Maria in Caracas, Venezuela and graduated as a lawyer in 1987. Then I studied a
postgraduate degree in administrative law at the University of Central Venezuela,
Before I could submit my thesis for a Master's degree in Administrative Law, I moved
to the United States. I'm certified as an arbiter of international trade.

5. I was a career official for 25 years at the Supreme Electoral Council of
Venezuela, which is the name that it was called in the 1970’s. It is currently called
the National Electoral Council. This is the highest electoral administrative agency in
Venezuela and oversees all elections in Venezuela. In 1979, at the age of 19, I began
my career at the Supreme Electoral Council of Venezuela as secretary in the regional
delegation of the federal district. When I graduated from the university as a lawyer,
my position on the Supreme Electoral Council changes to the position as an adviser
to the Judicial Council of the Supreme Council Electoral. In 1991, I was appointed
Assistant Director General of Political Parties, where 1 served until Hugo Chaves
came to power in 1998. Also during this time, I served for seven years as a member
of the Legislative Commission of the Venezuelan Electoral Council. It was the role
of the Legislative Commission to review and identify any issues related to candidates

Declaration of Ana Mercedes Diaz Cardozo - Page 1 of b




Case 2:20-cv-02321-DJH Document 1-3 Filed 12/02/20 Page 72 of 75

for elected positions. The Legislative Commission and my office had access to many
resources within the various departments of the Electoral Council, including an
information technology section that had experts in computers, computer
programming, computer systems and telecommunications features such as modems,
telephone lines. I was regularly in communication with the various departments of
the Electoral Body for my daily duties. In the last years of my work for the Electoral
Counsel, a little of my activities and duties were to learn about electronic voting
systems and their functioning by Council experts.

6. As Deputy Director General of Political Parties in the Supreme Electoral
Council, it was my duty to oversee everything related to political parties in
Venezuela, particularly the participation of political parties in elections and the
selection and qualifications of candidates for political office. My office reviewed
everything to do with the ability of political parties to participate in the electoral
process, Before a political party could be formed, it had to undergo a process for
approval. This included legal approval of the party name, its colors and a list of its
members. The proposed party had to have a certain percentage of Venezuela's
population depending on whether it wanted to be a regional or national party. It could
not be constituted as a political party until it was approved by the Supreme Electoral
Council. My office also oversaw the creation of ballots that bore the name of the
candidates and any party symbol or color that the candidate would like to use. When
our office approved these matters, we sent the ballot for printing and circulation. Any
conflict over which group could be a political party, which would be a candidate for
elected office, how that candidate would be included in the vote, were decided by my
office. I was a signatory to all decisions taken by the Political Parties office at the
Supreme Electoral Council.

7. After Hugo Chavez was elected, he changed the Venezuelan
Constitution. One such change was in the Supreme Electoral Council, now the
Electoral Power. In February 2009, a national referendum was passed to change
Venezuela's Constitution to end mandate limits for elected officials, including the
President of Venezuela. This change allowed Hugo Chavez to be re-elected an
unlimited number of times.

8. In 2003, I was appointed Director General of Political Parties at the
National Electoral Council. At the end of that year there was a national effort to
hold a referendum to remove Hugo Chavez from the post of President. In 2004 [ was
appointed to the Validation Committee that was responsible for reviewing petitions,
the requirements of the signatories were their name, their signature, themr
fingerprint and their identification number. I discovered many ways that the party
in power was trying to override requests. One was the change of forms to reflect that
the petition was a referendum on the removal of members of the Venezuelan Congress
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rather than the removal of the Venezuelan president. The purpose of manipulating
petitions was to prevent a referendum to remove President Chavez from office. I
investigated the allegations of fraud with the referendum petitions and lobbied for
the fraudulent changes to be rectified. Because of my resistance and protests to this
voter fraud, I received a letter in March 2004 stating that my position was trusted
and trust had been lost in me and I was fired from the service.

9. After my dismissal, I decided to commit to the study of electoral
processes both within Venezuela and in other countries, particularly in South
American countries that were experiencing electoral unrest and government
manipulation of constitutions, laws and elections. I joined a small group of highly
educated and informed people who had access to information about the Venezuelan
government and its activities. This group and I conduct interviews with Venezuelan
citizens, read news publications and specialized treaties, and write evaluating the
political, economic, legal and electoral changes taking place in Venezuela, South
American countries, and other parts of the world controlled by socialist dictators and
oligarchies. I read these treatises, studies, and publications to educate myself on how
elections were manipulated and the use of empirical analysis to detect and identify
the manipulation of elections and their results. In addition, I have collected copies of
official Venezuelan government documents.

10. Official documents of the Venezuelan government include documents
showing the bidding process for the implementation of a new electronic voting system
in March 2004 and the award of the contract for that new system to Smartmatic. A
true and authentic copy of the venezuelan National Electoral Council's tender
documents, internal memorandums and contract signed between the Venezuelan
government and the SBC Consortium (Smartmatic) are labeled Exhibit 1 and this
statement is attached. I received the documents that constitute Exhibit 1 from a
reliable person who had taken some notes on the documents and highlighted some
parts for my attention. I have not made any alterations to what I have received, and
the substantive content of the documents is authentic. For convenience, I've had the
Bates document tagged at the bottom right of each page.

11. I have studied the documents contained in ¥Exhibit T and have several
observations. HExhibit 1 says that it is a contract between the National Electoral
Council and the SBC Consortium (Smartmatic) and is dated 15 March 2004, Tt has
a stamp that says Bolivarian Republic of Venezuela, Secretary General of the
National Electoral Council. That is the official seal of the Secretary of the National
Electoral Council. The initials at the bottom right side confirm the document’s
authenticity.
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12. You would notice that page DIAZ 00002 is important because it shows
that the contract is being made on February 16, 2004. Page DIAZ 00027, reflects that
on February 14, 2004 at 11:50 a.m., in the Council's session room, Francisco
Carrasquero Loépez, Ezequiel Zamora Presilla, Jorge Rodriguez Goémez (Jorge
Rodriguez), Sobella Mejias, and William Pacheco Medina, Vice President, the
directors of the Secretary General of Electoral Voters respectively, in order to proceed
with the delivery to the technical commissions, designated at the meeting dated 13
February 2004, they opened the tender envelopes containing the tenders of the
companies that wanted to be awarded a contract for the automation of Venezuela's
voting system and the processes used to carry out the 2004 referendum on the
revocation of Tugo Chavez's election. Below you can read the amounts of offers made
by Smartmatic SBC, Diebold and other bidders.

13.  Then, on page DIAZ 000031, there is an internal note from the Director
General of Administration, Mr. Medina. It was dated 14 February 2004 and said that
a report on the research and evaluation of companies bidding for the automation of
the voting system needed to be prepared.

14. It would then draw attention to the page marked DIAZ 000029. It is a
document made on February 13, 2004. While this page is out of sequence, it shows
the speed at which the decision was made to award the electoral system contract.
The tender began on February 138 and had ended on February 16t - a three-day period
to review contracts and evaluate the specifications and performance of bidders'
systems, including software, hardware, security, performance and bidding costs for
the procurement, installation, training and operation of the systems. By February
16th, a decision to choose Smartmatic was made. This is convincing evidence that
there was no genuine competition for the electoral system contract or serious
consideration for alternative contracts. There was no due diligence and the bidding
was rigged. It 1s not possible that within three or four days to do the formal
investigation to evaluate the bids and award a contract of this size and important.
The impropriety of this action is confirmed by the fact that the contract with
Smartmatic was signed a month later, on 15 March 2004.

156.  After the contract was awarded to Smartmatic, it was learned that
Smartmatic had no previous experience in conducting elections and electoral
tabulations. More importantly, it was discovered that the Smartmatic voting system
contained two-way communication functions that allowed voting data not only to be
sent to a central system of operation and voting, but the central voting system in
operation and tabulation to send operational instructions and data to voting
machines. It 1s not mentioned in the contract documents and specifications that the
system would be bidirectional and would allow the f{ransmission of data and
instructions from the central operating system directly to voting machines. One
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simply has to examine the system diagram on page DIAZ 000057 of Exhibit 1. If this
feature of the Smartmatic system had been disclosed to the Electoral Couneil, it could
not have adequately accepted Smartmatic's offer because it would allow the
Smartmatic voting system to be handled in a way that manipulated votes and
interfered with the legitimate voting and electoral process by impersonating the will
to govern officials with the will of the electorate: the citizens of Venezuela. It was not
surprising that Hugo Chavez and his successors then constantly won the election
through the use and manipulation of the Smartmatic voting system.

16. In the 16 years since I left my post as Director General of Political
Parties at the National Electoral Council of Venezuela, I have studied the electoral
systems of Bolivia, Colombia, Ecuador, Guatemala, Honduras and Nicaragua and
have observed elections and participated in pro-democratic forums in Colombia,
Ecuador, Honduras and Nicaragua. I have also studied and researched electoral
processes in Europe, participating in public academic conferences in Spain and Italy
on the subject of democratic electoral processes.

17. Based on my specialized experiences with electoral systems, I have a
firm view that no legitimate electronic voting system should be allowed to have the
ability of two-way communications to send data and instructions between central
tabulation operations and voting machines over telephone lines or the Internet.
Having such characteristics compromise the integrity of the entire voting process by
allowing injection of data and instructions to manipulate voting before, during and
after an election and to avoid detection of processes and mechanisms designed to
prevent voting manipulation and fraud.

I declare under penalty of perjury that the above is true and correct and that
this Statement was prepared in Dallas County, Texas, and executed on November 20,

2020.

Ana yércedes Diaz Cardozo
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Declaration of Seth Keshel

Pursuant to 28 U.S.C Section 1746, I, Seth Keshel, make the following

declaration.

1. I am over the age of 21 years and I am under no legal disability,

which would prevent me from giving this declaration.
. I am a trained data analyst with experience in multiple fields,
including service in the United States Army as a Captain of Military
Intelligence, with a one-year combat tour in Afghanistan. My
experience includes political involvement requiring a knowledge of
election trends and voting behavior.
. I reside at 233 Muir Hill Dr., Aledo, TX 76008.
. My affidavit highlights substantial deviance from statistical norms
and results regarding voting patterns in Arizona.
. All 2020-related voting totals are taken from the Decision Desk HQ
unofficial tracker, are not certified, and are subject to change from
the time of the creation of this affidavit.
. Arizona is a rapidly growing state, with 287,001 new Democrat
registrations and 269,164 new Republican registrations statewide
since the 2016 general election. Republicans hold a 3% registration
edge statewide (35.2% to 32.2%), and a 3.9% registration edge in
Maricopa County (35.3% to 31.4%), the state’s largest county which
has cast roughly 61.1% of all votes counted statewide thus far in
Arizona’s 2020 presidential race.

Republicans have out-registered Democrats in voter registration

since the March presidential primaries. Statewide, since the end of
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primaries, Republicans have added 148,485 to their rolls, compared
to 116,389 for Democrats. In Maricopa County, Republicans lead
87,000 to 76,417 in this time period. This is an indicator of
momentum heading into the general election favoring Republicans.

. Maricopa County has been won by the Republican candidate in every
election since 1952, including in 1996 when Democrat Bill Clinton
carried the state, and in 2016, when Donald Trump won the county
with the weakest performance relative to registered Republicans
since at least 2004. In that year, he tallied just 97 votes per 100
registered Republicans in the county, below George W. Bush’s total
in 2004 (100), John McCain’s in 2008 (108), and Mitt Romney’s in
2012 (109). Statewide in 2016, Trump’s numbers lagged the previous
three Republican votes per 100 registered statewide (105, 110, and
110), at just 101 votes per 100 registered Republicans. This year,
with counts not certified and subject to adjustment, Trump’s
performance in Maricopa County equals Mitt Romney’s high of 109
votes per 100 registered Republicans and matches two previous
highs of 110 votes per 100 registered Republicans statewide. This
indicates strong base support, crossover support, independent
support, and minimal party defections. Biden’s totals however, per
100 registered Democrats, are well above established trendlines for
Democrats. Statewide, he has 121 votes per 100 registered
Democrats, 14 votes higher than the previous high (Obama, 2012,
107 votes), and 15 higher than Hillary Clinton’s total in 2016. In
Maricopa County, Biden has 128 votes per 100 registered Democrats,
a full 10 votes higher than Barack Obama’s 2012 total, and 14 above
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Hillary Clinton’s. These figures can be observed in Exhibit A to this
affidavit.

9. In Maricopa County, Democrats grew by 118,116 votes (from Al Gore
to John Kerry) between 2000 and 2004. Hillary Clinton added
100,619 votes to Barack Obama’s 2012 total in 2016. Thus far in the
count, Joe Biden has added 337,646 votes in Maricopa County in a
single cycle, a 48.0% increase in a county that already had a high
number of Democratic votes relative to the other large counties in
the nation. This comes as President Trump has reconsolidated his
lost voter base from 2016 with his own 33.2% increase in the county.

10. Maricopa County received 1.52 new Democratic votes for every
new registered Democrat in 2008, reversed into a losing number in
2012, and then received 0.93 new votes for every new registered
Democrat in 2016. This year, they are receiving 1.72 new
Democratic votes for every new registered Democrat in the county.

11. Among comparable 2016 counties (within 100,000 votes of
Maricopa’s 2016 Democratic vote total), Maricopa County towers
above the rest in percentage of new Democratic votes, with 48.0%
more (337,646 new Democrat votes) than in 2016, a virtually
impossible number. Comparable counties are also growing counties
with expanding voter rolls, with none of the counties won by a
Republican presidential nominee since 2004. This information is
available in Exhibit B.

a. Orange County, California, has 198,203 (32.5%) more new

Democrat votes.
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b. San Diego County, California, has 221,302 (30.1%) more new
Democrat votes.

c. Harris County, Texas, has 203,999 (28.8%) more new Democrat
votes.

d. King County, Washington, has 185,810 (25.9%) more new
Democrat votes.

e. Miami-Dade County, Florida, has lost 6,499 (-1.0%) Democrat
votes since 2016.

12.  Excepting Miami-Dade for its notable loss in raw Democratic
votes, Maricopa County Democratic vote growth in line with Orange,
San Diego, Harris, and King Counties should align with slightly
more than 900,000 votes in the county for Joe Biden, not 1.04
million.

13. Pima County, Arizona, has also shown 35.8% Democratic raw vote
growth (80,320 votes) in a single cycle. President Trump has
increased his vote total in the county by 24.1%, with a vote total now
surpassing Obama’s total in this county in 2012. The previous high
for increase in this county for Democrats was 45,440 votes in 2004.

14. Of the remaining 13 counties, these show proper progression in
keeping with historic party registration trends:

Pinal

c P

Graham
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& o
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Yuma

La Paz
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g.

Mohave

h. Gila

1.

Yavapai

These 4 counties show deviation from standard progression

associated with historic party registration trends:

a.

Apache — shifted one point in favor of Republicans in
registration since 2016 but gave Trump a defeat margin 2,647
votes greater than in 2016, as Biden added a record number of
votes 1n one cycle despite registration trends.

Coconino — shifted three points in favor of Democrats but has a
heavier than expected margin in favor of Biden, particularly
since Republicans also gained in this county.

Navajo — trended four points in favor of Republican registration
since 2016, but Trump’s margin of victory remained all but
unchanged, save for 156 votes, even though Trump added
nearly 7,000 more votes to his total in a county heavily
trending Republican.

Cochise — trended four points in favor of Republican
registration since 2016, but Trump’s margin of victory is nearly

unchanged, up just 297 votes.

=

Seth Keshel

18 Nov. 2020
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Aledo, Texas
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Declaration of Seth Keshel

Pursuant to 28 U.S.C Section 1746, I, Seth Keshel, make the following

declaration.

1. I am over the age of 21 years and I am under no legal disability,

which would prevent me from giving this declaration.
. I am a trained data analyst with experience in multiple fields,
including service in the United States Army as a Captain of Military
Intelligence, with a one-year combat tour in Afghanistan. My
experience includes political involvement requiring a knowledge of
election trends and voting behavior.
. I reside at 233 Muir Hill Dr., Aledo, TX 76008.
. My affidavit highlights substantial deviance from statistical norms
and results regarding voting patterns in Arizona.
. All 2020-related voting totals are taken from the Decision Desk HQ
unofficial tracker, are not certified, and are subject to change from
the time of the creation of this affidavit.
. Arizona is a rapidly growing state, with 287,001 new Democrat
registrations and 269,164 new Republican registrations statewide
since the 2016 general election. Republicans hold a 3% registration
edge statewide (35.2% to 32.2%), and a 3.9% registration edge in
Maricopa County (35.3% to 31.4%), the state’s largest county which
has cast roughly 61.1% of all votes counted statewide thus far in
Arizona’s 2020 presidential race.

Republicans have out-registered Democrats in voter registration

since the March presidential primaries. Statewide, since the end of
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primaries, Republicans have added 148,485 to their rolls, compared
to 116,389 for Democrats. In Maricopa County, Republicans lead
87,000 to 76,417 in this time period. This is an indicator of
momentum heading into the general election favoring Republicans.

. Maricopa County has been won by the Republican candidate in every
election since 1952, including in 1996 when Democrat Bill Clinton
carried the state, and in 2016, when Donald Trump won the county
with the weakest performance relative to registered Republicans
since at least 2004. In that year, he tallied just 97 votes per 100
registered Republicans in the county, below George W. Bush’s total
in 2004 (100), John McCain’s in 2008 (108), and Mitt Romney’s in
2012 (109). Statewide in 2016, Trump’s numbers lagged the previous
three Republican votes per 100 registered statewide (105, 110, and
110), at just 101 votes per 100 registered Republicans. This year,
with counts not certified and subject to adjustment, Trump’s
performance in Maricopa County equals Mitt Romney’s high of 109
votes per 100 registered Republicans and matches two previous
highs of 110 votes per 100 registered Republicans statewide. This
indicates strong base support, crossover support, independent
support, and minimal party defections. Biden’s totals however, per
100 registered Democrats, are well above established trendlines for
Democrats. Statewide, he has 121 votes per 100 registered
Democrats, 14 votes higher than the previous high (Obama, 2012,
107 votes), and 15 higher than Hillary Clinton’s total in 2016. In
Maricopa County, Biden has 128 votes per 100 registered Democrats,
a full 10 votes higher than Barack Obama’s 2012 total, and 14 above
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Hillary Clinton’s. These figures can be observed in Exhibit A to this
affidavit.

9. In Maricopa County, Democrats grew by 118,116 votes (from Al Gore
to John Kerry) between 2000 and 2004. Hillary Clinton added
100,619 votes to Barack Obama’s 2012 total in 2016. Thus far in the
count, Joe Biden has added 337,646 votes in Maricopa County in a
single cycle, a 48.0% increase in a county that already had a high
number of Democratic votes relative to the other large counties in
the nation. This comes as President Trump has reconsolidated his
lost voter base from 2016 with his own 33.2% increase in the county.

10. Maricopa County received 1.52 new Democratic votes for every
new registered Democrat in 2008, reversed into a losing number in
2012, and then received 0.93 new votes for every new registered
Democrat in 2016. This year, they are receiving 1.72 new
Democratic votes for every new registered Democrat in the county.

11. Among comparable 2016 counties (within 100,000 votes of
Maricopa’s 2016 Democratic vote total), Maricopa County towers
above the rest in percentage of new Democratic votes, with 48.0%
more (337,646 new Democrat votes) than in 2016, a virtually
impossible number. Comparable counties are also growing counties
with expanding voter rolls, with none of the counties won by a
Republican presidential nominee since 2004. This information is
available in Exhibit B.

a. Orange County, California, has 198,203 (32.5%) more new

Democrat votes.
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b. San Diego County, California, has 221,302 (30.1%) more new
Democrat votes.

c. Harris County, Texas, has 203,999 (28.8%) more new Democrat
votes.

d. King County, Washington, has 185,810 (25.9%) more new
Democrat votes.

e. Miami-Dade County, Florida, has lost 6,499 (-1.0%) Democrat
votes since 2016.

12.  Excepting Miami-Dade for its notable loss in raw Democratic
votes, Maricopa County Democratic vote growth in line with Orange,
San Diego, Harris, and King Counties should align with slightly
more than 900,000 votes in the county for Joe Biden, not 1.04
million.

13. Pima County, Arizona, has also shown 35.8% Democratic raw vote
growth (80,320 votes) in a single cycle. President Trump has
increased his vote total in the county by 24.1%, with a vote total now
surpassing Obama’s total in this county in 2012. The previous high
for increase in this county for Democrats was 45,440 votes in 2004.

14. Of the remaining 13 counties, these show proper progression in
keeping with historic party registration trends:
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g.

Mohave

h. Gila

1.

Yavapai

These 4 counties show deviation from standard progression

associated with historic party registration trends:

a.

Apache — shifted one point in favor of Republicans in
registration since 2016 but gave Trump a defeat margin 2,647
votes greater than in 2016, as Biden added a record number of
votes 1n one cycle despite registration trends.

Coconino — shifted three points in favor of Democrats but has a
heavier than expected margin in favor of Biden, particularly
since Republicans also gained in this county.

Navajo — trended four points in favor of Republican registration
since 2016, but Trump’s margin of victory remained all but
unchanged, save for 156 votes, even though Trump added
nearly 7,000 more votes to his total in a county heavily
trending Republican.

Cochise — trended four points in favor of Republican
registration since 2016, but Trump’s margin of victory is nearly

unchanged, up just 297 votes.

=

Seth Keshel

18 Nov. 2020
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Aledo, Texas
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EXHIBIT 10
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Ballot-Marking Devices (BMDs)
Cannot Assure the Will of the Voters

Andrew W. Appel' Richard A. DeMillof
Princeton University Georgia Tech

Philip B. Stark!
Univ. of California, Berkeley

December 27, 2019

Abstract

The complexity of U.S. elections usually requires computers to count ballots—
but computers can be hacked, so election integrity requires a voting system in
which paper ballots can be recounted by hand. However, paper ballots provide no
assurance unless they accurately record the vote as the voter expresses it.

Voters can express their intent by indelibly hand-marking ballots, or using
computers called ballot-marking device (BMDs). Voters can make mistakes in
expressing their intent in either technology, but only BMDs are also subject to
hacking, bugs, and misconfiguration of the software that prints the marked bal-
lots. Most voters do not review BMD-printed ballots, and those who do often fail
to notice when the printed vote is not what they expressed on the touchscreen.
Furthermore, there is no action a voter can take to demonstrate to election offi-
cials that a BMD altered their expressed votes, nor is there a corrective action that
election officials can take if notified by voters—there is no way to deter, contain,
or correct computer hacking in BMDs. These are the essential security flaws of
BMDs.

Risk-limiting audits can assure that the votes recorded on paper ballots are
tabulated correctly, but no audit can assure that the votes on paper are the ones
expressed by the voter on a touchscreen: Elections conducted on current BMDs
cannot be confirmed by audits. We identify two properties of voting systems,
contestability and defensibility, necessary for audits to confirm election outcomes.
No available EAC-certified BMD is contestable or defensible.

T Authors are listed alphabetically; they contributed equally to this work.

1
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1 Introduction: Criteria for Voting Systems

Elections for public office and on public questions in the United States or any democ-
racy must produce outcomes based on the votes that voters express when they indicate
their choices on a paper ballot or on a machine. Computers have become indispens-
able to conducting elections, but computers are vulnerable. They can be hacked—
compromised by insiders or external adversaries who can replace their software with
fraudulent software that deliberately miscounts votes—and they can contain design
errors and bugs—hardware or software flaws or configuration errors that result in mis-
recording or mis-tabulating votes. Hence there must be some way, independent of any
software in any computers, to ensure that reported election outcomes are correct, i.e.,
consistent with the expressed votes as intended by the voters.

Voting systems should be software independent, meaning that “an undetected change
or error in its software cannot cause an undetectable change or error in an election out-
come” [29, 30, 31]. Software independence is similar to tamper-evident packaging: if
somebody opens the container and disturbs the contents, it will leave a trace.

The use of software-independent voting systems is supposed to ensure that if some-
one fraudulently hacks the voting machines to steal votes, we’ll know about it. But we
also want to know the true outcome in order to avoid a do-over election.' A voting
system is strongly software independent if it is software independent and, moreover,
a detected change or error in an election outcome (due to change or error in the soft-
ware) can be corrected using only the ballots and ballot records of the current election
[29, 30]. Strong software independence combines tamper evidence with a kind of re-
silience: there’s a way to tell whether faulty software caused a problem, and a way to
recover from the problem if it did.

Software independence and strong software independence are now standard terms in
the analysis of voting systems, and it is widely accepted that voting systems should be
software independent. Indeed, version 2.0 of the Voluntary Voting System Guidelines
(VVSG 2.0) incorporates this principle [10].

But as we will show, these standard definitions are incomplete and inadequate, be-
cause in the word undetectable they hide several important questions: Who detects the
change or error in an election outcome? How can a person prove that she has detected

'Do-overs are expensive; they may delay the inauguration of an elected official; there is no assurance
that the same voters will vote in the do-over election as voted in the original; they decrease public trust.
And if the do-over election is conducted with the same voting system that can only detect but not correct
errors, then there may need to be a do-over of the do-over, ad infinitum.
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an error? What happens when someone detects an error—does the election outcome
remain erroneous? Or conversely: How can an election administrator prove that the
election outcome not been altered, or prove that the correct outcome was recovered if
a software malfunction was detected? The standard definition does not distinguish ev-
idence available to an election official, to the public, or just to a single voter; nor does
it consider the possibility of false alarms.

Those questions are not merely academic, as we show with an analysis of ballot-
marking devices. Even if some voters “detect” that the printed output is not what they
expressed to the BMD—even if some of those voters report their detection to election
officials—there is no mechanism by which the election official can “detect” whether a
BMD has been hacked to alter election outcomes. The questions of who detects, and
then what happens, are critical—but unanswered by the standard definitions.

We will define the terms contestable and defensible to better characterize properties
of voting systems that make them acceptable for use in public elections.”

A voting system is contestable if an undetected change or error in its software that
causes a change or error in an election outcome can always produce public evidence
that the outcome is untrustworthy. For instance, if a voter selected candidate A on the
touchscreen of a BMD, but the BMD prints candidate B on the paper ballot, then this
A-vs-B evidence is available to the individual voter, but the voter cannot demonstrate
this evidence to anyone else, since nobody else saw—nor should have seen—where the
voter touched the screen.” Thus, the voting system does not provide a way for the voter
who observed the misbehavior to prove to anyone else that there was a problem, even if
the problems altered the reported outcome. Such a system is therefore not contestable.

While the definition of software independence might allow evidence available only
to individual voters as “detection,” such evidence does not suffice for a system to be
contestable. Contestibility is software independence, plus the requirement that “detect”
implies “can generate public evidence.” “Trust me” does not count as public evidence.
If a voting system is not contestable, then problems voters “detect” might never see the
light of day, much less be addressed or corrected.’

2There are other notions connected to contestability and defensibility, although essentially different:
Benaloh et al. [6] define a P-resilient canvass framework, personally verifiable P-resilient canvass
[framework, and privacy-perserving personally verifiable P-resilient canvass frameworks.

3See footnote 15.

*If voters are the only means of detecting and quantifying the effect of those problems—as they are
for BMDs—then in practice the system is not strongly software independent. The reason is that, as
we will show, such claims by (some) voters cannot correct software-dependent changes to other voters’
ballots, and cannot be used as the basis to invalidate or correct an election outcome. Thus, BMD-based
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Similarly, while strong software independence demands that a system be able to
report the correct outcome even if there was an error or alteration of the software,
it does not require public evidence that the (reconstructed) reported outcome is cor-
rect. We believe, therefore, that voting systems must also be defensible. We say that
a voting system is defensible if, when the reported electoral outcome is correct, it is
possible to generate convincing public evidence that the reported electoral outcome is
correct—despite any malfunctions, software errors, or software alterations that might
have occurred. If a voting system is not defensible, then it is vulnerable to “crying
wolf”: malicious actors could claim that the system malfunctioned when in fact it did
not, and election officials will have no way to prove otherwise.

By analogy with strong software independence, we define: A voting system is
strongly defensible if it is defensible and, moreover, a detected change or error in
an election outcome (due to change or error in the software) can be corrected (with
convincing public evidence) using only the ballots and ballot records of the current
election.

In short, a system is contestable if it can generate public evidence of a problem
whenever a reported outcome is wrong, while a system is defensible if it can generate
public evidence whenever a reported outcome is correct—despite any problems that
might have occurred. Contestable systems are publicly tamper-evident; defensible sys-
tems are publicly, demonstrably resilient.

Defensibility is a key requirement for evidence-based elections [38]: defensibility
makes it possible in principle for election officials to generate convincing evidence
that the reported winners really won—if the reported winners did really win. (We say
an election system may be defensible, and an election may be evidence-based; there’s
much more process to an election than just the choice of system.)

Examples. The only known practical technology for contestable, strongly defensi-
ble voting is a system of hand-marked paper ballots, kept demonstrably physically
secure, counted by machine, audited manually, and recountable by hand.” In a hand-
marked paper ballot election, ballot-marking software cannot be the source of an error
or change-of-election-outcome, because no software is used in marking ballots. Ballot-
scanning-and-counting software can be the source of errors, but such errors can be

election systems are not even (weakly) software independent, unless one takes “detection” to mean
“somebody claimed there was a problem, with no evidence to support that claim.”

>The election must also generate convincing evidence that physical security of the ballots was not
compromised, and the audit must generate convincing public evidence that the audit itself was conducted
correctly.
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detected and corrected by audits.

That system is contestable: if an optical scan voting machine reports the wrong
outcome because it miscounted (because it was hacked, misprogrammed, or miscali-
brated), the evidence is public: the paper ballots, recounted before witnesses, will not
match the claimed results, also witnessed. It is strongly defensible: a recount before
witnesses can demonstrate that the reported outcome is correct, or can find the correct
outcome if it was wrong—and provide public evidence that the (reconstructed) outcome
is correct.

Some other paper-based systems such as Prét-a-Voter [32] and Scantegrity [9] are
also contestable and strongly defensible (provided the marked ballots are kept demon-
strably secure through tabulation and posting). Scantegrity inherits these properties
from the fact that it amounts to a cryptographic enhancement of hand-marked paper
ballots. Prét-a-Voter has these properties if the blank ballots are audited appropriately
before the election.

Paper-based systems that rely on the “Benaloh challenge”—to ensure that the en-
cryption of the vote printed on the ballot (by an electronic device) is correct—generally
are neither contestable nor defensible.® The reason is that, while the challenge can pro-
duce public evidence that a machine did not accurately encrypt the plaintext vote on
the ballot, if the machine prints the wrong plaintext vote and a correct encryption of
that incorrect vote, there is no evidence the voter can use to prove that to anyone else.
STAR-Vote [5] is an example of such a system.

Over 40 states now use some form of paper ballot for most voters [18]. Most of the
remaining states are taking steps to adopt paper ballots. But not all voting systems that
use paper ballots are equally secure.

Some are not even software independent. Some are software independent, but not
strongly software independent, contestable, or defensible. In this report we explain:

e Hand-marked paper ballot systems are the only practical technology for con-
testable, strongly defensible voting systems.

e Some ballot-marking devices (BMDs) can be software independent, but they
not strongly software independent, contestable, or defensible. Hacked or mis-
programmed BMDs can alter election outcomes undetectably, so elections con-
ducted using BMDs cannot provide public evidence that reported outcomes are
correct. If BMD malfunctions are detected, there is no way to determine who

®Nor are they strongly software independent.
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really won. Therefore BMDs should not be used by voters who are able to mark
an optical-scan ballot with a pen.

e All-in-one BMD or DRE+VVPAT voting machines are not software independent,
contestable, or defensible. They should not be used in public elections.

2 Background

We briefly review the kinds of election equipment in use, their vulnerability to computer
hacking (or programming error), and in what circumstances risk-limiting audits can
mitigate that vulnerability.

Voting equipment

Although a voter may form an intention to vote for a candidate or issue days, minutes,
or seconds before actually casting a ballot, that intention is a psychological state that
cannot be directly observed by anyone else. Others can have access to that intention
through what the voter (privately) expresses to the voting technology by interacting
with it, e.g., by making selections on a BMD or marking a ballot by hand.” Voting
systems must accurately record the vote as the voter expressed it.

With a hand-marked paper ballot optical-scan system, the voter is given a paper
ballot on which all choices (candidates) in each contest are listed; next to each candidate
is a target (typically an oval or other shape) which the voter marks with a pen to indicate
a vote. Ballots may be either preprinted or printed (unvoted) at the polling place using
ballot on demand printers. In either case, the voter creates a tamper-evident record of
intent by marking the printed paper ballot with a pen.

Such hand-marked paper ballots may be scanned and tabulated at the polling place
using a precinct-count optical scanner (PCOS), or may be brought to a central place to

7We recognize that voters make mistakes in expressing their intentions. For example, they may mis-
understand the layout of a ballot or express an unintended choice through a perceptual error, inattention,
or lapse of memory. The use of touchscreen technology does not necessarily correct for such user errors,
as every smartphone user who has mistyped an important text message knows. Poorly designed ballots,
poorly designed touchscreen interfaces, and poorly designed assistive interfaces increase the rate of error
in voters’ expressions of their votes. For the purposes of this report, we assume that properly engineered
systems seek to minimize such usability errors.
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be scanned and tabulated by a central-count optical scanner (CCOS). Mail-in ballots
are typically counted by CCOS machines.

After scanning a ballot, a PCOS machine deposits the ballot in a secure, sealed
ballot box for later use in recounts or audits; this is ballot retention. Ballots counted by
CCOS are also retained for recounts or audits.®

Paper ballots can also be hand counted, but in most jurisdictions (especially where
there are many contests on the ballot) this is hard to do quickly; Americans expect
election-night reporting of unofficial totals. Hand counting—i.e., manually determin-
ing votes directly from the paper ballots—is appropriate for audits and recounts.

A ballot-marking device (BMD) provides a computerized user interface that presents
the ballot to voters and captures their expressed selections—for instance, a touchscreen
interface or an assistive interface that enables voters with disabilities to vote indepen-
dently. Voter inputs (expressed votes) are recorded electronically. When a voter indi-
cates that the ballot is complete and ready to be cast, the BMD prints a paper version
of the electronically marked ballot. We use the term BMD for devices that mark bal-
lots but do not tabulate or retain them, and all-in-one for devices that combine ballot
marking, tabulation, and retention into the same paper path.

The paper ballot printed by a BMD may be in the same format as an optical-scan
form (e.g., with ovals filled as if by hand) or it may list just the names of the candidate(s)
selected in each contest. The BMD may also encode these selections into barcodes or
QR codes for optical scanning. We discuss issues with barcodes later in this report.

An all-in-one touchscreen voting machine combines computerized ballot marking,
tabulation, and retention in the same paper path. All-in-one machines come in several
configurations:

e DRE+VVPAT machines—direct-recording electronic (DRE) voting machines with
a voter-verifiable paper audit trail (VVPAT)—provide the voter a touchscreen (or
other) interface, then print a paper ballot that is displayed to the voter under glass.
The voter is expected to review this ballot and approve it, after which the machine
deposits it into a ballot box. DRE+VVPAT machines do not contain optical scan-
ners; that is, they do not read what is marked on the paper ballot; instead, they
tabulate the vote directly from inputs to the touchscreen or other interface.

8Regulations and procedures governing custody and physical security of ballots are uneven and in
many cases inadequate, but straightforward to correct because of decades of development of best prac-
tices.
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e BMD-+Scanner all-in-one machines’ provide the voter a touchscreen (or other)
interface to input ballot choices and print a paper ballot that is ejected from a
slot for the voter to inspect. The voter then reinserts the ballot into the slot, after
which the all-in-one BMD+scanner scans it and deposits it into a ballot box. Or,
some BMD+Scanner all-in-one machines display the paper ballot behind plexi-
glass for the voter to inspect, before mechanically depositing it into a ballot box.

Opscan+BMD with separate paper paths. At least one model of voting machine
(the Dominion ICP320) contains an optical scanner (opscan) and a BMD in the same
cabinet,'” so that the optical scanner and BMD-printer are not in the same paper path;
no possible configuration of the software could cause a BMD-marked ballot to be de-
posited in the ballot box without human handling of the ballot. We do not classify this
as an all-in-one machine.

Hacking

There are many forms of computer hacking. In this analysis of voting machines we
focus on the alteration of voting machine software so that it miscounts votes or mis-
marks ballots to alter election outcomes. There are many ways to alter the software
of a voting machine: a person with physical access to the computer can open it and
directly access the memory; one can plug in a special USB thumbdrive that exploits
bugs and vulnerabilities in the computer’s USB drivers; one can connect to its WiFi
port or Bluetooth port or telephone modem (if any) and exploit bugs in those drivers,
or in the operating system.

“Air-gapping” a system (i.e., never connecting it to the Internet nor to any other net-
work) does not automatically protect it. Before each election, election administrators
must transfer a ballot definition into the voting machine by inserting a ballot definition
cartridge that was programmed on election-administration computers that may have
been connected previously to various networks; it has been demonstrated that vote-
changing viruses can propagate via these ballot-definition cartridges [17].

Hackers might be corrupt insiders with access to a voting-machine warehouse; cor-
rupt insiders with access to a county’s election-administration computers; outsiders
who can gain remote access to election-administration computers; outsiders who can

9Some voting machines, such as the ES&S ExpressVote, can be configured as either a BMD or a
BMD+Scanner all-in-one. Others, such as the ExpressVoteXL, work only as all-in-one machines.

19More precisely, the ICP320 optical scanner and the BMD audio+buttons interface are in the same
cabinet, but the printer is a separate box.
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gain remote access to voting-machine manufacturers’ computers (and “hack” the firmware
installed in new machines, or the firmware updates supplied for existing machines), and
so on. Supply-chain hacks are also possible: the hardware installed by a voting system
vendor may have malware pre-installed by the vendor’s component suppliers. "’

Computer systems (including voting machines) have so many layers of software that
it is impossible to make them perfectly secure [23, pp. 89-91]. When manufacturers
of voting machines use the best known security practices, adversaries may find it more
difficult to hack a BMD or optical scanner—but not impossible. Every computer in
every critical system is vulnerable to compromise through hacking, insider attacks or
exploiting design flaws.

Election assurance through risk-limiting audits

To ensure that the reported electoral outcome of each contest corresponds to what the
voters expressed, the most practical known technology is a risk-limiting audit (RLA)
of trustworthy paper ballots [34, 35, 22]. The National Academies of Science, Engi-
neering, and Medicine, recommend routine RLAs after every election [23], as do many
other organizations and entities concerned with election integrity.'”

The risk limit of a risk-limiting audit is the maximum chance that the audit will not
correct the reported electoral outcome, if the reported outcome is wrong. “Electoral
outcome” means the political result—who or what won—not the exact tally. “Wrong”
means that the outcome does not correspond to what the voters expressed.

A RLA involves manually inspecting randomly selected paper ballots following a
rigorous protocol. The audit stops if and when the sample provides convincing evidence
that the reported outcome is correct; otherwise, the audit continues until every ballot
has been inspected manually, which reveals the correct electoral outcome if the paper
trail is trustworthy. RLAs protect against vote-tabulation errors, whether those errors
are caused by failures to follow procedures, misconfiguration, miscalibration, faulty

"'Given that many chips and other components are manufactured in China and elsewhere, this is
a serious concern. Carsten Schiirmann has found Chinese pop songs on the internal memory of vot-
ing machines (C. Schiirmann, personal communication, 2018). Presumably those files were left there
accidentally—but this shows that malicious code could have been pre-installed deliberately, and that
neither the vendor’s nor the election official’s security and quality control measures discovered and re-
moved the extraneous files.

12Among them are the Presidential Commission on Election Administration, the American Statistical
Association, the League of Women Voters, and Verified Voting Foundation.
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engineering, bugs, or malicious hacking.'”

The risk limit should be determined as a matter of policy or law. For instance, a
5% risk limit means that, if a reported outcome is wrong solely because of tabulation
errors, there is at least a 95% chance that the audit procedure will correct it. Smaller
risk limits give higher confidence in election outcomes, but require inspecting more
ballots, other things being equal. RLAs never revise a correct outcome.

RLAs can be very efficient, depending in part on how the voting system is designed
and how jurisdictions organize their ballots. If the computer results are accurate, an
efficient RLA with a risk limit of 5% requires examining just a few—about 7 divided by
the margin—ballots selected randomly from the contest.' For instance, if the margin
of victory is 10% and the results are correct, the RLA would need to examine about
7/10% = 70 ballots to confirm the outcome at 5% risk. For a 1% margin, the RLA
would need to examine about 7/1% = 700 ballots. The sample size does not depend
much on the total number of ballots cast in the contest, only on the margin of the
winning candidate’s victory.

RLAs assume that a full hand tally of the paper trail would reveal the correct elec-
toral outcomes: the paper trail must be trustworthy. Other kinds of audits, such as
compliance audits [0, 22, 38, 36] are required to establish whether the paper trail itself
is trustworthy. Applying an RLA procedure to an untrustworthy paper trail cannot limit
the risk that a wrong reported outcome goes uncorrected.

Properly preserved hand-marked paper ballots ensure that expressed votes are iden-
tical to recorded votes. But BMDs might not record expressed votes accurately, for
instance, if BMD software has bugs, was misconfigured, or was hacked: BMD print-
out is not a trustworthy record of the expressed votes. Neither a compliance audit nor
a RLA can possibly check whether errors in recording expressed votes altered elec-
tion outcomes. RLAs that rely on BMD output therefore cannot limit the risk that an
incorrect reported election outcome will go uncorrected.

A paper-based voting system (such as one that uses optical scanners) is systemat-
ically more secure than a paperless system (such as DREs) only if the paper trail is
trustworthy and the results are checked against the paper trail using a rigorous method
such as an RLA or full manual tally. If it is possible that error, hacking, bugs, or mis-

BBRLAs do not protect against problems that cause BMDs to print something other than what was
shown to the voter on the screen, nor do they protect against problems with ballot custody.

4Technically, it is the diluted margin that enters the calculation. The diluted margin is the number of
votes that separate the winner with the fewest votes from the loser with the most votes, divided by the
number of ballots cast, including undervotes and invalid votes.

10
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calibration caused the recorded-on-paper votes to differ from the expressed votes, an
RLA or even a full hand recount cannot not provide convincing public evidence that
election outcomes are correct: such a system cannot be defensible. In short, paper bal-
lots provide little assurance against hacking if they are never examined or if the paper
might not accurately reflect the votes expressed by the voters.

3 (Non)Contestability/Defensibility of BMDs

A BMD-generated paper trail is not a reliable record of the vote expressed by the
voter. Like any computer, a BMD (or a DRE+VVPAT) is vulnerable to bugs, miscon-
figuration, hacking, installation of unauthorized (fraudulent) software, and alteration of
installed software.

If a hacker sought to steal an election by altering BMD software, what would the
hacker program the BMD to do? In cybersecurity practice, we call this the threat model.

The simplest threat model is this one: In some contests, not necessarily top-of-the-
ticket, change a small percentage of the votes (such as 5%).

In recent national elections, analysts have considered a candidate who received 60%
of the vote to have won by a landslide. Many contests are decided by less than a 10%
margin. Changing 5% of the votes can change the margin by 10%, because “flipping”
a vote for one candidate into a vote for a different candidate changes the difference in
their tallies—i.e., the margin—by 2 votes. If hacking or bugs or misconfiguration could
change 5% of the votes, that would be a very significant threat.

Although public and media interest often focus on top-of-the-ticket races such as
President and Governor, elections for lower offices such as state representatives, who
control legislative agendas and redistricting, and county officials, who manage elections
and assess taxes, are just as important in our democracy. Altering the outcome of
smaller contests requires altering fewer votes, so fewer voters are in a position to notice
that their ballots were misprinted. And most voters are not as familiar with the names
of the candidates for those offices, so they might be unlikely to notice if their ballots
were misprinted, even if they checked.

Research in a real polling place in Tennessee during the 2018 election, found that
half the voters didn’t look at all at the paper ballot printed by a BMD, even when
they were holding it in their hand and directed to do so while carrying it from the
BMD to the optical scanner [13]. Those voters who did look at the BMD-printed ballot

11
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spent an average of 4 seconds examining it to verify that the eighteen or more choices
they made were correctly recorded. That amounts to 222 milliseconds per contest,
barely enough time for the human eye to move and refocus under perfect conditions
and not nearly enough time for perception, comprehension, and recall [27]. A study
by other researchers [7], in a simulated polling place using real BMDs deliberately
hacked to alter one vote on each paper ballot, found that only 6.6% of voters told a
pollworker something was wrong.'”'® The same study found that among voters who
examined their hand-marked ballots, half were unable to recall key features of ballots
cast moments before, a prerequisite step for being able to recall their own ballot choices.
This finding is broadly consistent with studies of effects like “change blindness” or
“choice blindness,” in which human subjects fail to notice changes made to choices
made only seconds before [19].

Suppose, then, that 10% of voters examine their paper ballots carefully enough
to even see the candidate’s name recorded as their vote for legislator or county com-
missioner. Of those, perhaps only half will remember the name of the candidate they
intended to vote for."’

Of those who notice that the vote printed is not the candidate they intended to vote
for, what will they think, and what will they do? Will they think, “Oh, I must have
made a mistake on the touchscreen,” or will they think, “Hey, the machine is cheating
or malfunctioning!” There’s no way for the voter to know for sure—voters do make
mistakes—and there’s absolutely no way for the voter to prove to a pollworker or elec-
tion official that a BMD printed something other than what the voter entered on the

5You might think, “the voter really should carefully review their BMD-printed ballot.” But because
the scientific evidence shows that voters do not [13] and cognitively cannot [16] perform this task well,
legislators and election administrators should provide a voting system that counts the votes as voters
express them.

16Studies of voter confidence about their ability to verify their ballots are not relevant: in typical
situations, subjective confidence and objective accuracy are at best weakly correlated. The relationship
between confidence and accuracy has been studied in contexts ranging from eyewitness accuracy [8, 12,
40] to confidence in psychological clinical assessments [14] and social predictions [15]. The disconnect
is particularly severe at high confidence. Indeed, this is known as “the overconfidence effect.” For a lay
discussion, see Thinking, Fast and Slow by Nobel economist Daniel Kahnemann [20].

17We ask the reader, “do you know the name of the most recent losing candidate for county commis-
sioner?” We recognize that some readers of this document are county commissioners, so we ask those
readers to imagine the frame of mind of their constituents.

12
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screen.'®"”

Either way, polling-place procedures generally advise voters to ask a pollworker
for a new ballot if theirs does not show what they intended. Pollworkers should void
that BMD-printed ballot, and the voter should get another chance to mark a ballot.
Anecdotal evidence suggests that many voters are too timid to ask, or don’t know that
they have the right to ask, or are not sure whom to ask. Even if a voter asks for a new
ballot, training for pollworkers is uneven, and we are aware of no formal procedure for
resolving disputes if a request for a new ballot is refused. Moreover, there is no sensible
protocol for ensuring that BMDs that misbehave are investigated—nor can there be, as
we argue below.

Let’s summarize. If a machine alters votes on 5% of the ballots (enabling it to
change the margin by 10%), and 10% of voters check their ballots carefully and 50%
of the voters who check notice the error, then optimistically we might expect 5% X
10% x 50% or 0.25% of the voters to request a new ballot and correct their vote.”” This
means that the machine will change the margin by 9.75% and get away with it.

In this scenario, 0.25% of the voters, one in every 400 voters, has requested a new
ballot. You might think, “that’s a form of detection of the hacking.” But is isn’t, as a
practical matter: a few individual voters may have detected that there was a problem,
but there’s no procedure by which this translates into any action that election adminis-
trators can take to correct the outcome of the election. Polling-place procedures cannot
correct or deter hacking, or even reliably detect it, as we discuss next. This is essen-
tially the distinction between a system that is merely software independent and one that
is contestable: a change to the software that alters the outcome might generate evidence
for an alert, conscientious, individual voter, but it does not generate public evidence that
an election official can rely on to conclude there is a problem.

Even if some voters notice that BMDs are altering votes, there’s no way to correct
the election outcome. That is, BMD voting systems are not contestable, not defen-

%You might think, “the voter can prove it by showing someone that the vote on the paper doesn’t
match the vote onscreen.” But that won’t work. On a typical BMD, by the time a paper record is printed
and ejected for the voter to hold and examine, the touchscreen no longer shows the voter’s choice. You
might think, “BMDs should be designed so that the choices still show on the screen for the voter to
compare with the paper.” But a hacked BMD could easily alter the on-screen choices to match the paper,
after the voter hits the “print” button.

9Voters should certainly not videorecord themselves voting! That would defeat the privacy of the
secret ballot and is illegal in most jurisdictions.

20This calculation assumes that the 10% of voters who check are in effect a random sample of voters:
voters’ propensity to check BMD printout is not associated with their political preferences.

13
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sible (and therefore not strongly defensible), and not strongly software independent.
Suppose a state election official wanted to detect whether the BMDs are cheating, and
correct election results, based on actions by those few alert voters who notice the error.
What procedures could possibly work against the manipulation we are considering?

1. How about, “If at least 1 in 400 voters claims that the machine misrepresented
their vote, void the entire election.”' No responsible authority would implement
such a procedure. A few dishonest voters could collaborate to invalidate entire
elections simply by falsely claiming that BMDs changed their votes.

2. How about, “If at least 1 in 400 voters claims that the machine misrepresented
their vote, then investigate.” Investigations are fine, but then what? The only
way an investigation can ensure that the outcome accurately reflects what voters
expressed to the BMDs is to void an election in which the BMDs have altered
votes and conduct a new election. But how do you know whether the BMDs
have altered votes, except based the claims of the voters?”” Furthermore, the
investigation itself would suffer from the same problem as above: how can one
distinguish between voters who detected BMD hacking or bugs from voters who
just want to interfere with an election?

This is the essential security flaw of BMDs: few voters will notice and promptly
report discrepancies between what they saw on the screen and what is on the BMD
printout, and even when they do notice, there’s nothing appropriate that can be done.
Even if election officials are convinced that BMDs malfunctioned, there is no way to
determine who really won.

Therefore, BMDs should not be used by most voters.

Why can’t we rely on pre-election and post-election logic and accuracy testing, or
parallel testing? Most, if not all, jurisdictions perform some kind of logic and accu-
racy testing (LAT) of voting equipment before elections. LAT generally involves voting
on the equipment using various combinations of selections, then checking whether the

2INote that in many jurisdictions, far fewer than 400 voters use a given machine on election day:
BMDs are typically expected to serve fewer than 300 voters per day. (The vendor ES&S recommended
27,000 BMDs to serve Georgia’s 7 million voters, amounting to 260 voters per BMD [33].) Recall also
that the rate 1 in 400 is tied to the amount of manipulation. What if the malware flipped only one vote
in 50, instead of 1 vote in 20? That could still change the margin by 4%, but—in this hypothetical—
would be noticed by only one voter in 1,000, rather than one in 400. The smaller the margin, the less
manipulation it would have taken to alter the electoral outcome.

2Forensic examination of the BMD might show that it was hacked or misconfigured, but it cannot
prove that the BMD was not hacked or misconfigured.
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equipment tabulated the votes correctly. As the Volkswagen/Audi “Dieselgate” scandal
shows, devices can be programmed to behave properly when they are tested but mis-
behave in use [11]. Therefore, LAT can never prove that voting machines performed
properly in practice.

Parallel or “live” testing involves pollworkers or election officials using some BMDs
at random times on election day to mark (but not cast) ballots with test patterns, then
check whether the marks match the patterns. The idea is that the testing is not subject to
the “Dieselgate” problem, because the machines cannot “know” they are being tested
on election day.”” As a practical matter, the number of tests required to provide a rea-
sonable chance of detecting outcome-changing errors is prohibitive: it would leave no
time for actual voting [37]. Moreover, it would require additional staff, infrastructure,
and other resources.

Suppose, counterfactually, that it was practical to perform enough parallel testing to
guarantee a large chance of detecting a problem if BMD hacking or malfunction altered
electoral outcomes. Suppose, counterfactually, that election officials were required to
conduct that amount of parallel testing during every election, and that the required
equipment, staffing, infrastructure, and other resources were provided. Even then, the
system would not be strongly defensible; that is, if testing detected a problem, there
would be no way to to determine who really won. The only remedy would be a new
election.

Don’t voters need to check hand-marked ballots, too? It is always a good idea to
check one’s work, but there is a substantial body of research (e.g., [28]) suggesting
that preventing error as a ballot is being marked is a fundamentally different cognitive
task than detecting an error on a previously marked ballot. In cognitively similar tasks,
such as proof reading for non-spelling errors, ten percent rates of error detection are
common [28, pp 167ff], whereas by carefully attending to the task of correctly marking
their ballots, voters apparently can largely avoid marking errors.

A fundamental difference between hand-marked paper ballots and ballot-marking
devices is that, with hand-marked paper ballots, voters are responsible for catching and

ZBMDs do “know” their own settings and other aspects of each voting session, so malware can use
that information to target sessions that use the audio interface, increase the font size, use the sip-and-puff
interface, set the language to something other than English, or take much longer than average to vote.
(Voters who use those settings might be less likely to be believed if they report that the equipment altered
their votes.) For parallel testing to have a good chance of detecting all outcome-changing problems, the
tests must have a large chance of probing every combination of settings and voting patterns that includes
enough ballots to change any contest result. It is not practical.
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correcting their own errors, while if BMDs are used, voters are also responsible for
catching machine errors, bugs, and hacking. Voters are the only people who can detect
such problems with BMDs—but, as explained above, if voters do find problems, there’s
no way they can prove to poll workers or election officials that there were problems and
no way to ensure that election officials take appropriate remedial action.

4 Other tradeoffs, BMDs versus hand-marked opscan

Supporters of ballot-marking devices advance several other arguments for their use.

e Mark legibility. A common argument is that a properly functioning BMD will
generate clean, error-free, unambiguous marks, while hand-marked paper bal-
lots may contain mistakes and stray marks that make it impossible to discern a
voter’s intent. However appealing this argument seems at first blush, the data
are not nearly so compelling. Experience with statewide recounts in Minnesota
and elsewhere suggest that truly ambiguous handmade marks are very rare.”* For
instance, 2.9 million hand-marked ballots were cast in the 2008 Minnesota race
between Al Franken and Norm Coleman for the U.S. Senate. In a manual re-
count, between 99.95% and 99.99% of ballots were unambiguously marked.” *°
In addition, usability studies of hand-marked bubble ballots—the kind in most
common use in U.S. elections—indicate a voter error rate of 0.6%, much lower
than the 2.5-3.7% error rate for machine-marked ballots [16].”” Moreover, mod-
ern image-based opscan equipment (digital scan machinery) is better than older

24States do need clear and complete regulations for interpreting voter marks.

23“During the recount, the Coleman and Franken campaigns initially challenged a total of 6,655
ballot-interpretation decisions made by the human recounters. The State Canvassing Board asked the
campaigns to voluntarily withdraw all but their most serious challenges, and in the end approximately
1,325 challenges remained. That is, approximately 5 ballots in 10,000 were ambiguous enough that one
side or the other felt like arguing about it. The State Canvassing Board, in the end, classified all but
248 of these ballots as votes for one candidate or another. That is, approximately 1 ballot in 10,000 was
ambiguous enough that the bipartisan recount board could not determine an intent to vote.” [1] See also
[25]

26We have found that some local election officials consider marks to be ambiguous if machines cannot
read the marks. That is a different issue from humans being unable to interpret the marks. Errors in ma-
chine interpretation of voter intent can be dealt with by manual audits: if the reported outcome is wrong
because machines misinterpreted handmade marks, a RLA has a known, large chance of correcting the
outcome.

?"Better designed user interfaces (UI) might reduce the error rate for machine-marked ballots below
the historical rate for DREs; however, Ul improvements cannot keep BMDs from printing something
other than what the voter is shown on the screen.
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“marksense” machines at interpreting imperfect marks. Thus, mark legibility is
not a good reason to adopt BMDs for all voters.

e Undervotes, overvotes. Another argument offered for BMDs is that the ma-
chines can alert voters to undervotes and prevent overvotes. That is true, but
modern PCOS systems can also alert a voter to overvotes and undervotes, allow-
ing a voter to eject the ballot and correct it.

e Bad ballot design. Ill-designed paper ballots, just like ill-designed touchscreen
interfaces, may lead to unintentional undervotes [24]. For instance, the 2006
Sarasota, Florida, touchscreen ballot was badly designed. The 2018 Broward
County, Florida, opscan ballot was badly designed: it violated three separate
guidelines from the EAC’s 2007 publication, “Effective Designs for the Admin-
istration of Federal Elections, Section 3: Optical scan ballots.” [39] In both of
these cases (touchscreens in 2006, hand-marked optical-scan in 2018), under-
vote rates were high. The solution is to follow standard, published ballot-design
guidelines and other best practices, both for touchscreens and for hand-marked
ballots [3, 24].

e Low-tech paper-ballot fraud. All paper ballots, however they are marked, are
vulnerable to loss, ballot-box stuffing, alteration, and substitution between the
time they are cast and the time they are recounted. That’s why it is so important
to make sure that ballot boxes are always in multiple-person (preferably biparti-
san) custody whenever they are handled, and that appropriate physical security
measures are in place. Strong, verifiable chain-of-custody protections are essen-
tial.

Hand-marked paper ballots are vulnerable to alteration by anyone with a pen.
Both hand-marked and BMD-marked paper ballots are vulnerable to substitution:
anyone who has poorly supervised access to a legitimate BMD during election
day can create fraudulent ballots, not necessarily to deposit them in the ballot box
immediately (in case the ballot box is well supervised on election day) but with
the hope of substituting it later in the chain of custody.”*

All those attacks (on hand-marked and on BMD-marked paper ballots) are
fairly low-tech. There are also higher-tech ways of producing ballots indistin-
guishable from BMD-marked ballots for substitution into the ballot box if there
is inadequate chain-of-custody protection.

e Accessible voting technology. When hand-marked paper ballots are used with
PCOS, there is (as required by law) also an accessible voting technology avail-
able in the polling place for voters unable to mark a paper ballot with a pen. This

28Some BMD:s print a barcode indicating when and where the ballot was produced, but that does not
prevent such a substitution attack against currently EAC-certified, commercially available BMDs. We
understand that systems under development might make ballot-substitution attacks against BMDs more
difficult.
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is typically a BMD or a DRE. When the accessible voting technology is not the
same as what most voters vote on—when it is used by very few voters—it may
happen that the accessible technology is ill-maintained or even (in some polling
places) not even properly set up by pollworkers. This is a real problem. One
proposed solution is to require all voters to use the same BMD or all-in-one tech-
nology. But the failure of some election officials to properly maintain their acces-
sible equipment is not a good reason to adopt BMDs for all voters. Among other
things, it would expose all voters to the security flaws described above.”” Other
advocates object to the idea that disabled voters must use a different method of
marking ballots, arguing that their rights are thereby violated. Both HAVA and
ADA require reasonable accommodations for voters with physical and cognitive
impairments, but neither law requires that those accommodations must be used
by all voters. To best enable and facilitate participation by all voters, each voter
should be provided with a means of casting a vote best suited to their abilities.

¢ Ballot printing costs. Preprinted optical-scan ballots cost 20-50 cents each.”
Blank cards for BMDs cost up to 15 cents each, depending on the make and
model of BMD.*! But optical-scan ballots must be preprinted for as many vot-
ers as might show up, whereas blank BMD cards are consumed in proportion
to how many voters do show up. The Open Source Election Technology Insti-
tute (OSET) conducted an independent study of total life cycle costs™ for hand-
marked paper ballots and BMDs in conjunction with the 2019 Georgia legislative
debate regarding BMDs [26]. OSET concluded that, even in the most optimistic
(i.e., lowest cost) scenario for BMDs and the most pessimistic (i.e, highest cost)
scenario for hand-marked paper ballots and ballot-on-demand (BOD) printers—
which can print unmarked ballots as needed—the total lifecycle costs for BMDs
would be higher than the corresponding costs for hand-marked paper ballots.*

e Vote centers. To run a vote center that serves many election districts with dif-
ferent ballot styles, one must be able to provide each voter a ballot containing

2 Also, some accessibility advocates argue that requiring disabled voters to use BMDs compromises
their privacy since hand-marked ballots are easily distinguishable from machine marked ballots. That
issue can be addressed without BMDs-for-all: Accessible BMDs are already available and in use that
mark ballots with marks that cannot easily be distinguished from hand-marked ballots.

30Single—sheet (one- or two-side) ballots cost 20-28 cents; double-sheet ballots needed for elections
with many contests cost up to 50 cents.

31Ballot cards for ES&S ExpressVote cost about 15 cents. New Hampshire’s (One4All / Prime IIT)
BMDs used by sight-impaired voters use plain paper that is less expensive.

32They include not only the cost of acquiring and implementing systems but also the ongoing licens-
ing, logistics, and operating (purchasing paper stock, printing, and inventory management) costs.

33BOD printers currently on the market arguably are best suited for vote centers, but less expensive
options suited for polling places could be developed. Indeed, BMDs that print full-face ballots could be
re-purposed as BOD printers for polling place use, with modest changes to the programming.
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the contests that voter is eligible to vote in, possibly in a number of different
languages. This is easy with BMDs, which can be programmed with all the ap-
propriate ballot definitions. With preprinted optical-scan ballots, the PCOS can
be programmed to accept many different ballot styles, but the vote center must
still maintain inventory of many different ballots. BOD printers are another eco-
nomical alternative for vote centers.*

e Paper/storage. BMDs that print summary cards rather than full-face ballots can
save paper and storage space. However, many BMDs print full-face ballots—so
they do not save storage—while many BMDs that print summary cards (which
could save storage) use thermal printers and paper that is fragile and can fade in
a few months.*

Advocates of hand-marked paper ballot systems advance these additional argu-
ments.

e Cost. Using BMDs for all voters substantially increases the cost of acquiring,
configuring, and maintaining the voting system. One PCOS can serve 1200 vot-
ers in a day, while one BMD can serve only about 260 [33]—though both these
numbers vary greatly depending on the length of the ballot and the length of the
day. OSET analyzed the relative costs of acquiring BMDs for Georgia’s nearly
seven million registered voters versus a system of hand-marked paper ballots,
scanners, and BOD printers [26]. A BMD solution for Georgia would cost tax-
payers between 3 and 5 times more than a system based on hand-marked paper
ballots. Open-source systems might eventually shift the economics, but current
commercial universal-use BMD systems are more expensive than systems that
use hand-marked paper ballots for most voters.

e Mechanical reliability and capacity. Pens are likely to have less downtime than
BMDs. It is easy and inexpensive to get more pens and privacy screens when
additional capacity is needed. If a precinct-count scanner goes down, people
can still mark ballots with a pen; if the BMD goes down, voting stops. Thermal

34Ballot-on-demand printers may require maintenance such as replacement of toner cartridges. This is
readily accomplished at a vote center with a professional staff. Ballot-on-demand printers may be a less
attractive option for many small precincts on election day, where there is no professional staff—but on
the other hand, they are less necessary, since far fewer ballot styles will be needed in any one precinct.

3The California Top-To-Bottom Review (TTBR) of voting systems found that thermal pa-
per can also be covertly spoiled wholesale using common household chemicals https://
votingsystems.cdn.sos.ca.gov/oversight/ttbr/red-diebold.pdf, last
visited 8 April 2019. The fact that thermal paper printing can fade or deteriorate
rapidly might mean it does not satisfy the federal requirement to preserve voting materi-
als for 22 months. http://uscode.house.gov/view.xhtml?regq=granuleid:
USC-prelim-titleb2-section2070l&num=0&edition=prelim, last visited 8
April 2019.
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printers used in DREs with VVPAT are prone to jams; those in BMDs might have
similar flaws.

These secondary pros and cons of BMDs do not outweigh the primary security and
accuracy concern: BMDs, if hacked or erroneously programmed, can change votes in
a way that is not correctable. BMD voting systems are not contestable or defensible.
Audits that rely on BMD printout cannot make up for this defect in the paper trail: they
cannot reliably detect or correct problems that altered election outcomes.

Barcodes

A controversial feature of some BMDs allows them to print 1-dimensional or 2-dimen-
sional barcodes on the paper ballots. A 1-dimensional barcode resembles the pat-
tern of vertical lines used to identify products by their universal product codes. A
2-dimensional barcode or QR code is a rectangular area covered in coded image mod-
ules that encode more complex patterns and information. BMDs print barcodes on the
same paper ballot that contains human-readable ballot choices. Voters using BMDs
are expected to verify the human-readable printing on the paper ballot card, but the
presence of barcodes with human-readable text poses some significant problems.

e Barcodes are not human readable. The whole purpose of a paper ballot is to be
able to recount (or audit) the voters’ votes in a way independent of any (possibly
hacked or buggy) computers. If the official vote on the ballot card is the barcode,
then it is impossible for the voters to verify that the official vote they cast is the
vote they expressed. Therefore, before a state even considers using BMDs that
print barcodes (and we do not recommend doing so), the State must ensure by
statute that recounts and audits are based only on the human-readable portion of
the paper ballot. Even so, audits based on untrustworthy paper trails suffer from
the verifiability the problems outlined above.

o Ballot cards with barcodes contain two different votes. Suppose a state does
ensure by statute that recounts and audits are based on the human-readable por-
tion of the paper ballot. Now a BMD-marked ballot card with both barcodes
and human-readable text contains two different votes in each contest: the bar-
code (used for electronic tabulation), and the human-readable selection printout
(official for audits and recounts). In few (if any) states has there even been a dis-
cussion of the legal issues raised when the official markings to be counted differ
between the original count and a recount.

e Barcodes pose technical risks. Any coded input into a computer system—
including wired network packets, WiFi, USB thumbdrives, and barcodes—pose
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the risk that the input-processing software can be vulnerable to attack via deliber-
ately ill-formed input. Over the past two decades, many such vulnerabilities have
been documented on each of these channels (including barcode readers) that, in
the worst case, give the attacker complete control of a system.”® If an attacker
were able to compromise a BMD, the barcodes are an attack vector for the at-
tacker to take over an optical scanner (PCOS or CCOS), too. Since it is good
practice to close down all such unneeded attack vectors into PCOS or CCOS vot-
ing machines (e.g., don’t connect your PCOS to the Internet!), it is also good
practice to avoid unnecessary attack channels such as barcodes.

End-to-End Verifiable BMDs

In all BMD systems currently on the market, and in all BMD systems certified by
the EAC, the printed ballot or ballot summary is the only channel by which voters
can verify the correct recording of their ballots, independently of the computers. The
analysis in this paper applies to all of those BMD systems.

There is a class of voting systems called “end-to-end verifiable” (E2E-V), which
provide an alternate mechanism for voters to verify their votes [2]. Some E2E-V sys-
tems incorporate BMDs, for instance STAR-Vote’’ [5]. As we discuss above in Sec-
tion |, such systems are not contestable, defensible, or strongly software independent.
In any event, no E2E-V system is currently certified by the EAC, nor to our knowledge
is any such system under review for certification, nor are any of the 5 major voting-
machine vendors offering such a system for sale.*

36 An example of a barcode attack is based on the fact that many commercial barcode-scanner compo-
nents (which system integrators use to build cash registers or voting machines) treat the barcode scanner
using the same operating-system interface as if it were a keyboard device; and then some operating
systems allow “keyboard escapes” or “keyboard function keys” to perform unexpected operations.

37The STAR-Vote system is actually a DRE+VVPAT system with a smart ballot box, rather than a
BMD system: voters interact with a device that captures their votes electronically and prints a paper
record that voters can inspect, but the electronic votes are held “in limbo™ until the paper ballot is de-
posited in the smart ballot box. The ballot box does not read the votes from the ballot; rather, depositing
the ballot tells the system that it has permission to cast the vote that it had already recorded from the
touchscreen.

38Some vendors, notably Scytl, have sold systems advertised as E2E-V in other countries. Those sys-
tems were not in fact E2E-V. Moreover, serious security flaws have been found in their implementations.
See, e.g., [21].
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S Insecurity of All-in-One BMDs

Some voting machines incorporate a BMD interface, printer, and optical scanner into
the same cabinet. Other DRE+VVPAT voting machines incorporate ballot-marking,
tabulation, and paper-printout retention, but without scanning. These are often called
“all-in-one” voting machines. To use an all-in-one machine, the voter makes choices
on a touchscreen or through a different accessible interface. When the selections are
complete, the BMD prints the completed ballot for the voter to review and verify, before
depositing the ballot in a ballot box attached to the machine.

Such machines are especially unsafe: like any BMD described in Section 3 they are
not contestable or defensible, but in addition, if hacked they can print votes onto the
ballot after the voter last inspects the ballot.

e The ES&S ExpressVote (in all-in-one mode) allows the voter to mark a ballot by
touchscreen or audio interface, then prints a paper ballot card and ejects it from a
slot. The voter has the opportunity to review the ballot, then the voter redeposits
the ballot into the same slot, where it is scanned and deposited into a ballot box.

e The ES&S ExpressVoteXL allows the voter to mark a ballot by touchscreen or
audio interface, then prints a paper ballot and displays it under glass. The voter
has the opportunity to review the ballot, then the voter touches the screen to
indicate “OK,” and the machine pulls paper ballot up (still under glass) and into
the integrated ballot box.

e The Dominion ImageCast Evolution (ICE) allows the voter to deposit a hand-
marked paper ballot, which it scans and drops into the attached ballot box. Or,
a voter can use a touchscreen or audio interface to direct the marking of a paper
ballot, which the voting machine ejects through a slot for review; then the voter
redeposits the ballot into the slot, where it is scanned and dropped into the ballot
box.

In all three of these machines, the ballot-marking printer is in the same paper path
as the mechanism to deposit marked ballots into an attached ballot box. This opens up
a very serious security vulnerability: the voting machine can mark the paper ballot (to
add votes or spoil already-cast votes) after the last time the voter sees the paper, and
then deposit that marked ballot into the ballot box without the possibility of detection.

Vote-stealing software could easily be constructed that looks for undervotes on the
ballot, and marks those unvoted spaces for the candidate of the hacker’s choice. This
is very straightforward to do on optical-scan bubble ballots (as on the Dominion ICE)
where undervotes are indicated by no mark at all. On machines such as the ExpressVote
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and ExpressVoteXL, the normal software indicates an undervote with the words NO
SELECTION MADE on the ballot summary card. Hacked software could simply leave
a blank space there (most voters wouldn’t notice the difference), and then fill in that
space and add a matching bar code after the voter has clicked “cast this ballot.”

An even worse feature of the ES&S ExpressVote and the Dominion ICE is the auto-
cast configuration setting (in the manufacturer’s standard software) that allows the voter
to indicate, “don’t eject the ballot for my review, just print it and cast it without me
looking at it.” If fraudulent software were installed in the ExpressVote, it could change
all the votes of any voter who selected this option, because the voting machine software
would know in advance of printing that the voter had waived the opportunity to inspect
the printed ballot. We call this auto-cast feature “permission to cheat” [4].

Regarding these all-in-one machines, we conclude:

e Any machine with ballot printing in the same paper path with ballot deposit is
not software independent; it is not the case that “an error or fault in the voting
system software or hardware cannot cause an undetectable change in election
results.” Therefore such all-in-one machines do not comply with the VVSG 2.0
(the Election Assistance Commission’s Voluntary Voting Systems Guidelines).
Such machines are not contestable or defensible, either.

e All-in-one machines on which all voters use the BMD interface to mark their
ballots (such as the ExpressVote and ExpressVoteXL) also suffer from the same
serious problem as ordinary BMDs: most voters do not review their ballots ef-
fectively, and elections on these machines are not contestable or defensible.

e The auto-cast option for a voter to allow the paper ballot to be cast without human
inspection is particularly dangerous, and states must insist that vendors disable
or eliminate this mode from the software. However, even disabling the auto-cast
feature does not eliminate the risk of undetected vote manipulation.

Remark. The Dominion ImageCast Precinct ICP320 is a precinct-count optical scan-
ner (PCOS) that also contains an audio+buttons ballot-marking interface for disabled
voters. This machine can be configured to cast electronic-only ballots from the BMD
interface, or an external printer can be attached to print paper optical-scan ballots from
the BMD interface. When the external printer is used, that printer’s paper path is not
connected to the scanner+ballot-box paper path (a person must take the ballot from the
printer and deposit it into the scanner slot). Therefore this machine is as safe to use as
any PCOS with a separate external BMD.
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6 Conclusion

Ballot-Marking Devices produce ballots that do not necessarily record the vote ex-
pressed by the voter when they enter their selections on the touchscreen: hacking, bugs,
and configuration errors can cause the BMDs to print votes that differ from what the
voter entered and verified electronically. Because outcome-changing errors in BMD
printout do not produce public evidence, BMD systems are not contestable. Because
there is no way to generate convincing public evidence that reported outcomes are cor-
rect despite any BMD malfunctions that might have occurred, BMD systems are not
defensible. Therefore, BMDs should not be used by voters who can hand mark paper
ballots.

All-in-one voting machines, which combine ballot-marking and ballot-box-deposit
into the same paper path, are even worse. They have all the disadvantages of BMDs
(they are not contestable or defensible), and they can mark the ballot after the voter has
inspected it. Therefore they are not even software independent, and should not be used
by those voters who are capable of marking, handling, and visually inspecting a paper
ballot.

When computers are used to record votes, the original transaction (the voter’s ex-
pression of the votes) is not documented in a verifiable way.”” When pen-and-paper is
used to record the vote, the original expression of the vote is documented in a verifiable
way (if demonstrably secure chain of custody of the paper ballots is maintained). Audits
of elections conducted with hand-marked paper ballots, counted by optical scanners,
can ensure that reported election outcomes are correct. Audits of elections conducted
with BMDs cannot ensure that reported outcomes are correct.
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EXHIBIT 11 A
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Phone: 512-463-5650

Fax: 512-475-2811

Dial 7-1-1 For Relay Services
(800) 252-VOTE (8683)

Elections Division

P.O. Box 12060

Austin, Texas 78711-2060
WWW.808.texas.gov

Rut_. Hughs
Secretary of State

REPORT OF REVIEW OF DOMINION VOTING SYSTEMS DEMOCRACY SUITE 5.5-A
PRELIMINARY STATEMENT

On October 2-3, 2019, Dominion Voting Systems (“Dominion” or the “Vendor”) presented the
Democracy Suite 5.5-A system for examination and certification. The examination was conducted
in Austin, Texas. Pursuant to Sections 122.035(a) and (b) of the Texas Election Code, the Secretary
of State appointed the following examiners:

Mr. Tom Watson, an expert in electronic data communication systems;
Mr. Brian Mechler, an expert in electronic data communication systems;
Mr. Brandon Hurley, an expert in election law and procedure; and

Mr. Charles Pinney, an expert in election law and procedure.

B W~

Pursuant to Section 122.035(a), the Texas Attorney General appointed the following examiners:

I Dr. Jim Sneeringer, an expert in electronic data communication systems; and
2. Mr. Ryan Vassar, an employee of the Texas Attorney General.

On October 2, 2019, Mr. Pinney, Mr. Mechler, and Dr. Sneeringer witnessed the installation of the
Democracy Suite 5.5-A software and firmware that the Office of the Texas Secretary of State (the
“Office”) received directly from the Independent Testing Authority. The next day, Mr. Pinney
examined the accessibility components of the ImageCast X Ballot Marking Device.

On October 3, 2019, the Vendor demonstrated the Democracy Suite 5.5-A system and answered
questions presented by the examiners. Test ballots were then processed on each voting device. The
results were accumulated and later verified for accuracy by staff of the Secretary of State.

Examiner reports regarding the Democracy Suite 5.5-A system are attached hereto and incorporated
herein by this reference.

On December 27, 2019, pursuant to Section 122.0371 of the Texas Election Code, the Office held a
public hearing for interested persons to express views for or against the certification of the Democracy
Suite 5.5-A system.



Case 2:20-cv-02321-DJH Document 1-4 Filed 12/02/20 Page 49 of 54

BRIEF DESCRIPTION OF DEMOCRACY SUITE 5.5-A

The Democracy Suite 5.5-A system is an updated version of the Democracy Suite 5.5 system,
which was denied certification by the Office on June 20, 2019. The Democracy Suite 5.5-A
system includes certain software and hardware updates to the Suite 5.5 version.

Democracy Suite 5.5-A has been evaluated at an accredited independent voting system laboratory
for conformance to the 2005 Voluntary Voting System Guidelines (VVSG). Democracy Suite
5.5-A was certified by the Election Assistance Commission (EAC) on January 30, 2019.

The components of Democracy Suite 5.5-A are as follows:

Component Version Description
EMS - Election 5.5.12.1 Election Management System
Management System | _
ADJ - Adjudication 5.3.8.1
ICC - IrﬁtgeCast Central 5.5.3.0002 Central scanner
ICX — ImageCast X BMD 5.5.10.30 Ballot marking device
ICP — ImageCast Precinct 5.5.3-0002 Precinct scanner

FINDINGS

The following are the findings, based on written evidence submitted by the Vendor in support of its
application for certification, oral evidence presented at the examination, and the findings of the voting
system examiners as set out in their written reports.

The examiner reports identified multiple hardware and software issues that preclude the Office of the
Texas Secretary of State from determining that the Democracy Suite 5.5-A system satisfies each of
the voting-system requirements set forth in the Texas Election Code. Specifically, the examiner
reports raise concerns about whether the Democracy Suite 5.5-A system is suitable for its intended
purpose; operates efficiently and accurately; and is safe from fraudulent or unauthorized
manipulation. Therefore, the Democracy Suite 5.5-A system and corresponding hardware devices do
not meet the standards for certification prescribed by Section 122.001 of the Texas Election Code.
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CONCLUSION

Accordingly, based upon the foregoing, T hereby deny certification of Dominion Voting Systems’
Democracy Suite 5.5-A system for use in Texas elections.

Signed under my hand and seal of office, this 2‘ '&day of Jm# 2020.

JOSE A. ESPAR%A—
DEPUTY SECRETARY OF STATE
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EXHIBIT 11 B
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EXHIBIT 12
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Declaration of _
Pursuant to 28 U.S.C Section 1746, | | | I make the following
declaration.

1.

I am over the age of 21 years and | am under no legal disability, which would prevent me
from giving this declaration.

| was an electronic intelligence analyst under 305" Military Intelligence with experience
gathering SAM missile system electronic intelligence. | have extensive experience as a white
hat hacker used by some of the top election specialists in the world. The methodologies I
have employed represent industry standard cyber operation toolKkits for digital forensics and
OSINT, which are commonly used to certify connections between servers, network nodes
and other digital properties and probe to network system vulnerabilities.

I am a US citizen and I resice||| | Il 1ocation in the United States of America.
Whereas the Dominion and Edison Research systems exist in the internet of things, and
whereas this makes the network connections between the Dominion, Edison Research and
related network nodes available for scanning,

And whereas Edison Research’s primary job is to report the tabulation of the count of the
ballot information as received from the tabulation software, to provide to Decision HQ for
election results,

And whereas Spiderfoot and Robtex are industry standard digital forensic tools for evaluation
network security and infrastructure, these tools were used to conduct public security scans of
the aforementioned Dominion and Edison Research systems,

A public network scan of Dominionvoting.com on 2020-11-08 revealed the following inter-
relationships and revealed 13 unencrypted passwords for dominion employees, and 75

hashed passwords available in TOR nodes:
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8. The same public scan also showed a direct connection to the group in Belgrade as
highlighted below:

9. A cursory search on LinkedIn of “dominion voting” on 11/19/2020 confirms the numerous
employees in Serbia:
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10. An additional search of Edison Research on 2020-11-08 showed that Edison Research has an
Iranian server seen here:

Inputting the Iranian IP into Robtex confirms the direct connection into the “edisonresearch”

host from the perspective of the Iranian domain also. This means that it is not possible that the
connection was a unidirectional reference.

A deeper search of the ownership of Edison Research “edisonresearch.com” shows a connection
to BMA Capital Management, where shareofear.com and bmacapital.com are both connected to

edisonresearch.com via a VPS or Virtual Private Server, as denoted by the “vps” at the start of
the internet name:



Case 2:20-cv-02321-DJH Document 1-5 Filed 12/02/20 Page 6 of 56

Dominionvoting is also dominionvotingsystems.com, of which there are also many more
examples, including access of the network from China. The records of China accessing the server
are reliable.
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11. BMA Capital Management is known as a company that provides Iran access to capital
markets with direct links publicly discoverable on LinkedIn (found via google on
11/19/2020):
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This Dominion partner domain “dvscorp” also includes an auto discovery feature, where new in-
network devices automatically connect to the system. The following diagram shows some of the
related dvscopr.com mappings, which mimic the infrastructure for Dominion and are an obvious
typo derivation of the name. Typo derivations are commonly purchased to catch redirect traffic
and sometimes are used as honeypots. The diagram shows that infrastructure spans multiple
different servers as a methodology.
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Domain Mame: DSVCORP.COM
] Registry Domain ID: 134773082 DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.bookmyname.com

Similar Domain - Whois  # Whois. o
% This is the TRNIC Whois server v1.6.2.
O % Available on web at http://whois.nic.ir/

% Find the terms and conditions of use on http://ww.nic.ir/

= Similar Domain TLD Searcher L]

dvscopr.caa.li

2 Similsr Domsin TLD Saarcher gh 1 0o

dvscopr.hasura-app.io

= Similar Domain TLD Searcher o
o dvscopr.rackmaze.com

= Similar Domain TLDSearcher 3% 1 o

dvscopr.devices.resinstaging.io

= Similsr Domain TLDSearcher s 1 i ]

dvscopr.cust.dev.thingdust.io

The above diagram shows how these domains also show the connection to Iran and other

dsvcorp.com

ZE similar Domain

dvscorp. g ol .ir

Internet Name

dvscopr.com

Internet Name

dvscopr.com

Internet Name

dvscopr.com

Internet Name

dvscopr.com

Internet Name

dvscopr.com

TLD Sea:

SpiderFoot

SpiderFoot

Spiderfoot

SpiderFoot

Spiderfoot

rcher

places, including the following Chinese domain, highlighted below:
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15. The auto discovery feature allows programmers to access any system while it is connected to

the internet once it’s a part of the constellation of devices (see original Spiderfoot graph).

16. Dominion Voting Systems Corporation in 2019 sold a number of their patents to China (via

HSBC Bank in Canada):

10
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Of particular interest is a section of the document showing aspects of the nature of the patents

dealing with authentication:

17. Smartmatic creates the backbone (like the cloud). SCYTL is responsible for the security

within the election system.

13
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18. In the GitHub account for Scytl, Scytl Jseats has some of the programming necessary to
support a much broader set of election types, including a decorator process where the data is

smoothed, see the following diagram provided in their source code:

14
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19. Unrelated, but also a point of interest is CTCL or Center for Tech and Civic Life funded by
Mark Zuckerberg. Within their github page (https://github.com/ctcl), one of the programmers

holds a government position. The Bipcoop repo shows tanderegg as one of the developers,

and he works at the Consumer Financial Protection Bureau:

15
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20. As seen in included document titled

21.

“AA20-304A-
Iranian_Advanced_Persistent_Threat_Actor_ldentified_Obtaining_Voter_Registration_Data
” that was authored by the Cybersecurity & Infrastructure Security Agency (CISA) with a
Product ID of AA20-304A on a specified date of October 30, 2020, CISA and the FBI
reports that Iranian APT teams were seen using ACUTENIX, a website scanning software, to
find vulnerabilities within Election company websites, confirmed to be used by the Iranian
APT teams buy seized cloud storage that | had personally captured and reported to higher
authorities. These scanning behaviors showed that foreign agents of aggressor nations had
access to US voter lists, and had done so recently.

In my professional opinion, this affidavit presents unambiguous evidence that Dominion
Voter Systems and Edison Research have been accessible and were certainly compromised
by rogue actors, such as Iran and China. By using servers and employees connected with
rogue actors and hostile foreign influences combined with numerous easily discoverable

leaked credentials, these organizations neglectfully allowed foreign adversaries to access data

16
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and intentionally provided access to their infrastructure in order to monitor and manipulate
elections, including the most recent one in 2020. This represents a complete failure of their
duty to provide basic cyber security. This is not a technological issue, but rather a
governance and basic security issue: if it is not corrected, future elections in the United States

and beyond will not be secure and citizens will not have confidence in the results.

| declare under penalty of perjury that the forgoing is true and correct to the best of my
knowledge. Executed this November 23", 2020.

17
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EXHIBIT 13
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Pro V & V and that expired on Feb 24, 2017. No other certification has been located.

9. Section 231(b) of the Help America Vote Act (HAVA) of 2002 (42 U.S.C. §15371(b))
requires that the EAC provide for the accreditation and revocation of accreditation of
independent, non-federal laboratories qualified to test voting systems to Federal standards.
Generally, the EAC considers for accreditation those laboratories evaluated and
recommended by the National Institute of Standards and Technology (NIST) pursuant to
HAVA Section 231(b)(1). However, consistent with HAVA Section 231(b)(2)(B), the
Commission may also vote to accredit laboratories outside of those recommended by NIST
upon publication of an explanation of the reason for any such accreditation.



10.
11.

12
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VSTL’s are VERY important because equipment vulnerabilities allow for deployment of

algorithms and scripts to intercept, alter and adjust voting tallies.

. There are only TWO accredited VSTLs (VOTING SYSTEM TEST LABORATORIES). In

order to meet its statutory requirements under HAVA §15371(b), the EAC has developed the EAC’s
Voting System Test Laboratory Accreditation Program. The procedural requirements of the program
are established in the proposed information collection, the EAC Voting System Test Laboratory

Accreditation Program Manual. Although participation in the program is voluntary, adherence to

the program’s procedural requirements is mandatory for participants. The procedural requirements of
this Manual will supersede any prior laboratory accreditation requirements issued by the EAC. This
manual shall be read in conjunction with the EAC’s Voting System Testing and Certification
Program Manual (OMB 3265-0019).
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17.
18. Pro V& V and SLI Gaming both lack evidence of EAC Accreditation as per the Voting System
Testing and Certification Manual.
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19. Pro V& V is owned and Operated by Jack Cobb. Real name is Ryan Jackson Cobb. The company
ProV&V was founded and run by Jack Cobb who formerly worked under the entity of Wyle
Laboratories which is an AEROSPACE DEFENSE CONTRACTING ENTITY. The address
information on the EAC, NIST and other entities for Pro V& V are different than that of what is on
ProV&V website. The EAC and NIST (ISO CERT) issuers all have another address.
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VSTLs are the most important component of the election machines as they examine the use
of COTS (Commercial Off-The-Shelf)

“Wyle became involved with the testing of electronic voting systems in the early 1990’s and
has tested over 150 separate voting systems. Wyle was the first company to obtain
accreditation by the National Association of State Election Directors (NASED). Wyle is
accredited by the Election Assistance Commission (EAC) as a Voting System Testing
Laboratory (VSTL). Our scope of accreditation as a VSTL encompasses all aspects of the
hardware and software of a voting machine. Wyle also received NVLAP accreditation to
ISO/IEC 17025:2005 from NIST.” Testimony of Jack Cobb 2009

COTS are preferred by many because they have been tried and tested in the open market and
are most economic and readily available. COTS are also the SOURCE of vulnerability
therefore VSTLs are VERY important. COTS components by voting system machine
manufacturers can be used as a “Black Box” and changes to their specs and hardware make
up change continuously. Some changes can be simple upgrades to make them more efficient
in operation, cost efficient for production, end of life (EOL) and even complete reworks to
meet new standards. They key issue in this is that MOST of the COTS used by Election
Machine Vendors like Dominion, ES&S, Hart Intercivic, Smartmatic and others is that such
manufacturing for COTS have been outsourced to China which if implemented in our
Election Machines make us vulnerable to BLACK BOX antics and backdoors due to
hardware changes that can go undetected. This is why VSTL’s are VERY important.

The proprietary voting system software is done so and created with cost efficiency in mind
and therefore relies on 3 party software that is AVAILABLE and HOUSED on the
HARDWARE. This is a vulnerability. Exporting system reporting using software like
Crystal Reports, or PDF software allows for vulnerabilities with their constant updates.

As per the COTS hardware components that are fixed, and origin may be cloaked under
proprietary information a major vulnerability exists since once again third-party support
software is dynamic and requires FREQUENT updates. The hardware components of the
computer components, and election machines that are COTS may have slight updates that
can be overlooked as they may be like those designed that support the other third -party
software. COTS origin is important and the US Intelligence Community report in 2018
verifies that.

The Trump Administration made it clear that there is an absence of a major U.S. alternative
to foreign suppliers of networking equipment. This highlights the growing dominance of
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Chinese manufacturers like Huawei that are the world’s LARGEST supplier of telecom and
other equipment that endangers national security.

26. China, is not the only nation involved in COTS provided to election machines or the
networking but so is Germany via a LAOS founded Chinese linked cloud service company
that works with SCYTL named Akamai Technologies that have offices in China and are
linked to the server that Dominion Software.

28 046 Madrid

Asian offices

Akamai Technologies - India
111, Brigade Court
Koramangala Industrial Area
Bangalore 560 055, India

Akamai Technolegies - China
Suite 1560, 15th Floor

NCI Tower

12A lianguomenwai Avenus
Chaoyang District,

Beijing 100022

China

Akamai Japan K.K.

Telephone:
Fae:

Regional Manager:

Telephone:
Fax:

Regional Manager:

51-80-575-99222
51-80-575-99209
Stuart Spiteri

86-10-8523-3097
86-10-8523-3001
Stuart Spiteri

The Executive Centre Japan K.K. Telephone: 81-3-3216-7200 (Centre)

15F Tokyo Ginko Kyokai building 81-3-3216-7300 (Akamai

1-3-1 Marunouchi, Chiyoda-ku, Tokyo 100- direct)

0oos Fax: 81-3-3216-7350 (Centre)
Regional Manager: Stuart Spiteri

Akamai Technologies - Singapore
Akamai, Regus Centre, 36-01 UOB Plaza 1
80 Raffles Place

Singapore 048624

[E]l Driving directions

Telephone:
Fae:

Regional Manager:

Akamai Technolegies - Australia and New Zealand

201 Sussex St

Toweer 2, Level 20

Sydney, NSW 2000, Australiz
info@au.akamai.com

Telephone:
Fae:

Regional Manager:

+65 6248 4614
+65 6248-4501
Stuart Spiteri

61 2 5006 1325
61 2 5475 0243
Stuart Spiteri
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27.
28. L3 Level Communications is federal contractor that is partially owned by foreign lobbyist

George Soros. An article that AP ran in 2010 — spoke out about the controversy of this that
has been removed. (LINK) “As for the company’s other political connections, it also appears
that none other than George Soros, the billionaire funder of the country’s liberal political
infrastructure, owns 11,300 shares of OSI Systems Inc., the company that owns Rapiscan.
Not surprisingly, OSI’s stock has appreciated considerably over the course of the year. Soros
certainly is a savvy investor.” Washington Examiner re-write.
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L-3 Communication Systems-East designs, develops, produces and integrates
communication systems and support equipment for space, air, ground, and naval
applications, including C41 systems and products; integrated Navy communication systems;
integrated space communications and RF payloads; recording systems; secure
communications, and information security systems. In addition, their site claims that
MARCOM is an integrated communications system and The Marcom® is the foundation of
the Navy’s newest digital integrated voice / data switching system for affordable command
and control equipment supporting communications and radio room automation. The
MarCom® uses the latest COTS digital technology and open systems standards to offer the
command and control user a low cost, user friendly, solution to the complex voice, video
and data communications needs of present and future joint / allied missions. Built in
reliability, rugged construction, and fail-safe circuits ensure your call and messages will go
through. Evidently a HUGE vulnerability.
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32. Michigan’s government site is thumped off Akamai Technologies servers which are housed
on TELIA AB a foreign server located in Germany.

33. Scytl, who is contracted with AP that receives the results tallied BY Scytl on behalf of
Dominion — During the elections the AP reporting site had a disclaimer.
AP — powered by SCYTL.
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“Scytl was selected by the Federal Voting Assistance Program of the U.S. Department of
Defense to provide a secure online ballot delivery and onscreen marking systems under a
program to support overseas military and civilian voters for the 2010 election cycle and
beyond. Scytl was awarded 9 of the 20 States that agreed to participate in the program (New
York, Washington, Missouri, Nebraska, Kansas, New Mexico, South Carolina, Mississippi
and Indiana), making it the provider with the highest number of participating States.” PDF
According to DOMINION : 1.4.1Software and Firmware The software and firmware
employed by Dominion D-Suite 5.5-Aconsists of 2 types, custom and commercial off the
shelf (COTS). COTS applications were verified to be pristine or were subjected to source
code review for analysis of any modifications and verification of meeting the pertinent
standards.

The concern is the HARDWARE and the NON — ACCREDITED VSTLs as by their own
admittance use COTS.

The purpose of VSTL’s being accredited and their importance in ensuring that there is no
foreign interference/ bad actors accessing the tally data via backdoors in equipment
software. The core software used by ALL SCYTL related Election Machine/Software
manufacturers ensures “anonymity” .

Algorithms within the area of this “shuffling” to maintain anonymity allows for setting
values to achieve a desired goal under the guise of “encryption” in the trap-door.

The actual use of trapdoor commitments in Bayer-Groth proofs demonstrate the implications
for the verifiability factor. This means that no one can SEE what is going on during the
process of the “shuffling” therefore even if you deploy an algorithms or manual scripts to
fractionalize or distribute pooled votes to achieve the outcome you wish — you cannot prove
they are doing it! See STUDY : “The use of trapdoor commitments in Bayer-Groth proofs

and the implications for the verifiability of the Scytl-SwissPost Internet voting system”

Key Terms

UNIVERSAL VERIFIABILITY: Votes cast are the votes counted and integrity of the vote is
verifiable (the vote was tallied for the candidate selected) . SCYTL FAILS UNIVERSAL
VERIFIABILITY because no mathematical proofs can determine if any votes have been
manipulated.

INDIVIDUAL VERIFIABILITY: Voter cannot verify if their ballot got correctly counted. Like, if
they cast a vote for ABC they want to verify it was ABC. That notion clearly discounts the need for
anonymity in the first place.
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To understand what | observed during the 2020 | will walk you through the process of one ballot cast
by a voter.

STEP 1 |Config Data | All non e-voting data is sent to Scytl (offshore) for configuration of data. All
e-voting is sent to CONFIGURATION OF DATA then back to the e-voting machine and then to the
next phase called CLEANSING. CONCERNS: Here we see an “OR PROOF” as coined by
mathematicians — an “or proof” is that votes that have been pre-tallied parked in the system and the
algorithm then goes back to set the outcome it is set for and seeks to make adjustments if there is a
partial pivot present causing it to fail demanding manual changes such as block allocation and
narrowing of parameters or self-adjusts to ensure the predetermined outcome is achieved.

STEP 2|CLEANSING | The Process is when all the votes come in from the software run by
Dominion and get “cleansed” and put into 2 categories: invalid votes and valid votes.

STEP 3|Shuffling /Mixing | This step is the most nefarious and exactly where the issues arise and
carry over into the decryption phase. Simply put, the software takes all the votes, literally mixes them
a and then re-encrypts them. This is where if ONE had the commitment key- TRAPDOOR KEY -
one would be able to see the parameters of the algorithm deployed as the votes go into this mixing
phase, and how algorithm redistributes the votes.

This published PAPER FROM University College London depicts how this shuffle works. In
essence, when this mixing/shuffling occurs, then one doesn’t have the ability to know that vote
coming out on the other end is actually their vote; therefore, ZERO integrity of the votes when
mixed.
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“Generators” and therefore together build “commitments.”

public CommitmentParams(final ZpSubgroup group, final int n) {
group = group;
h = GroupTools.getRandomElement(group);
commitmentlength = n;
g = GroupTools.getVectorRandomElement(group,
this.commitmentlength);
}

/7 from getRandomElement(group)
Exponent randomExponent = ExponentTools.getRandomExponent(group.getQ());
return group.getGenerator().exponentiate(randomExponent);

54. Scytl and Dominion have an agreement — only the two would know the parameters. This means that
access is able to occur through backdoors in hardware if the parameters of the commitments are
known in order to alter the range of the algorithm deployed to satisfy the outcome sought in the case
of algorithm failure.

55. Trapdoor is a cryptotech term that describes a state of a program that knows the commitment
parameters and therefore is able change the value of the commitments however it likes. In other
words, Scytl or anyone that knows the commitment parameters can take all the votes and give
them to any one they want. If they have a total of 1000 votes an algorithm can distribute them

among all races as it deems necessary to achieve the goals it wants. (Case Study: Estonia)
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56.
57. Within the trapdoor this is how the algorithm behaves to move the goal posts in elections without

being detected by this proof . During the mixing phase this is the algorithm you would use to
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“reallocate” votes via an algorithm to achieve the goal set.

STEP 4|Decryption would be the decryption phase and temporary parking of vote tallies before
reporting. In this final phase before public release the tallies are released from encrypted format into
plain text. As previously explained, those that know the trapdoor can easily change any votes that the
randomness is applied and used to generate the tally vote ciphertext. Thus in this case, Scytl who is
the mixer can collude with their vote company clients or an agency (------- ) to change votes and get
away with it. This is because the receiver doesn’t have the decryption key so they rely solely on Scytl
to be honest or free from any foreign actors within their backdoor or the Election Company (like
Dominion) that can have access to the key.

In fact, a study from the University of Bristol made claim that interference can be seen when there is
a GREAT DELAY in reporting and finalizing numbers University of Bristol : How not to Prove

Yourself: Pitfalls of the Fiat-Shamir Heuristic and Applications to Helios

“Zero-knowledge proofs of knowledge allow a prover to convince a verifier that she holds
information satisfying some desirable properties without revealing anything else.” David Bernhard,
Olivier Pereira,and Bogdan Warinschi.
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Hence, you can’t prove anyone manipulated anything. The TRAP DOOR KEY HOLDERS can offer
you enough to verify to you what you need to see without revealing anything and once again
indicating the inability to detect manipulation. ZERO PROOF of INTEGRITY OF THE VOTE.
Therefore, if decryption is challenged, the administrator or software company that knows the trap
door key can provide you proof that would be able to pass verification (blind). This was proven to be
factually true in the case study by The University of Melbourne in March. White Hat Hackers
purposely altered votes by knowing the parameters set in the commitments and there was no way to
prove they did it — or any way to prove they didn’t.

IT’S THE PERFECT THREE CARD MONTY. That’s just how perfect it is. They fake a proof of
ciphertexts with KNOWN “RANDOMNESS” .This rolls back to the integrity of the VOTE. The
vote is not safe using these machines not only because of the method used for ballot “cleansing” to
maintain anonymity but the EXPOSURE to foreign interference and possible domestic bad actors.
In many circumstances, manipulation of the algorithm is NOT possible in an undetectable fashion.
This is because it is one point heavy. Observing the elections in 2020 confirm the deployment of an
algorithm due to the BEHAVIOR which is indicative of an algorithm in play that had no pivoting
parameters applied.

The behavior of the algorithm is that one point (B) is the greatest point within the allocated set. It is
the greatest number within the A B points given. Point A would be the smallest. Any points outside
the A B points are not necessarily factored in yet can still be applied.

The points outside the parameters can be utilized to a certain to degree such as in block allocation.
The algorithm geographically changed the parameters of the algorithm to force blue votes and
ostracize red.

Post block allocation of votes the two points of the algorithm were narrowed ensuring a BIDEN win
hence the observation of NO Trump Votes and some BIDEN votes for a period of time.



69.

Case 2:20-cv-02321-DJH Document 1-5 Filed 12/02/20 Page 42 of 56



Case 2:20-cv-02321-DJH Document 1-5 Filed 12/02/20 Page 43 of 56

70. Gaussian Elimination without pivoting explains how the algorithm would behave and the election
results and data from Michigan confirm FAILURE of algorithm.

71. The “Digital Fix observed with an increased spike in VOTES for Joe Biden can be determined as
evidence of a pivot. Normally it would be assumed that the algorithm had a Complete Pivot.
Wilkinson’s demonstrated the guarantee as :

72.
73. Such a conjecture allows the growth factor the ability to be upper bound by values closer to n.

Therefore, complete pivoting can’t be observed because there would be too many floating points.
Nor can partial as the partial pivoting would overwhelm after the “injection” of votes. Therefore,
external factors were used which is evident from the “DIGITAL FIX”

74. Observing the elections, after a review of Michigan’s data a spike of 54,199 votes to Biden. Because
it is pushing and pulling and keeping a short distance between the 2 candidates; but then a spike,
which is how an algorithm presents; - and this spike means there was a pause and an insert was
made, where they insert an algorithm. Block spikes in votes for JOE BIDEN were NOT paper
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ballots being fed or THUMB DRIVES. The algorithm block adjusted itself and the PEOPLE were
creating the evidence to BACK UP the block allocation.

I have witnessed the same behavior of the election software in countries outside of the United States
and within the United States. In ------- , the elections conducted behaved in the same manner by
allocating BLOCK votes to the candidate “chosen” to win.

Observing the data of the contested states (and others) the algorithm deployed is identical to that
which was deployed in 2012 providing Barack Hussein Obama a block allocation to win the 2012
Presidential Elections.

The algorithm looks to have been set to give Joe Biden a 52% win even with an initial 50K+ vote
block allocation was provided initially as tallying began (as in case of Arizona too). In the am of
November 4, 2020 the algorithm stopped working, therefore another “block allocation” to remedy
the failure of the algorithm. This was done manually as ALL the SYSTEMS shut down
NATIONWIDE to avoid detection.

In Georgia during the 2016 Presidential Elections a failed attempt to deploy the scripts to block
allocate votes from a centralized location where the “trap-door” key lay an attempt by someone using
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the DHS servers was detected by the state of GA. The GA leadership assumed that it was “Russians”
but later they found out that the IP address was that of DHS.

80. In the state of Wisconsin, we observed a considerable BLOCK vote allocation by the algorithm at the
SAME TIME it happened across the nation. All systems shut down at around the same time.

81.

82. In Wisconsin there are also irregularities in respect to BALLOT requests. (names AND address
Hidden for privacy)

83.
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I can personally attest that in 2013 discussions by the Obama / Biden administration were being had
with various agencies in the deployment of such election software to be deployed in ----- in 2013.
On or about April 2013 a one year plan was set to fund and usher elections in ----- :

Joe Biden was designated by Barack Hussein Obama to ensure the ----- accepted assistance.

John Owen Brennan and James (Jim) Clapper were responsible for the ushering of the intelligence
surrounding the elections in ----- .

Under the guise of Crisis support the US Federal Tax Payers funded the deployment of the election

software and machines in ------ signing on with Scytl.
The White House
Office of the Press Secretary
SHARE THIS:
For Inmediate Release April 21,2014
(9F) TWITTER

| FACT SHEET US CI'iSiS Support -F FACEBOOK
Package for Ukraine () evan

President Obama and Vice President Biden have made U.S. support for Ukraine
an urgent priority as the Ukrainian government works to establish security and
stability, pursue democratic elections and constitutional reform, revive its
economy, and ensure government institutions are transparent and accountable
to the Ukrainian people. Ukraine embarks on this reform path in the face of
severe challenges to its sovereignty and territorial integrity, which we are
working to address together with Ukraine and our partners in the international
community. The United States is committed to ensuring that Ukrainians alone
are able to determine their country's future without intimidation or coercion
from outside forces. To support Ukraine, we are today announcing a new
package of assistance totaling $50 million to help Ukraine pursue political and
economic reform and strengthen the partnership between the United States and
Ukraine.
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91. Right before the ----- elections it was alleged that CyberBerkut a pro-Russia group infiltrated ---
central election computers and deleted key files. These actions supposedly rendered the vote-

tallying system inoperable.

92. In fact, the KEY FILES were the Commitment keys to allow Scytl to tally the votes rather than the
election machines. The group had disclosed emails and other documents proving that their election
was rigged and that they tried to avoid a fixed election.

93. The elections were held on May 25, 2014 but in the early AM hours the election results were
BLOCKED and the final tally was DELAYED flipping the election in favor of ----- .

94. The claim was that there was a DDoS attack by Russians when in actual fact it was a mitigation of
the algorithm to inject block votes as we observed was done for Joe Biden because the KEY'S were
unable to be deployed. In the case of ----- , the trap-door key was “altered”/deleted/ rendered
ineffective. In the case of the US elections, representatives of Dominion/ ES&S/ Smartmatic/ Hart
Intercivic would have to manually deploy them since if the entry points into the systems seemed to
have failed.

95. The vote tallying of all states NATIONWIDE stalled and hung for days — as in the case of Alaska
that has about 300K registered voters but was stuck at 56% reporting for almost a week.

96. This “hanging” indicates a failed deployment of the scripts to block allocate remotely from one
location as observed in ------ on May 26, 2014.

97. This would justify the presence of the election machine software representatives making physical
appearances in the states where the election results are currently being contested.

98. A Dominion Executive appeared at the polling center in Detroit after midnight.

99. Considering that the hardware of the machines has NOT been examined in Michigan since 2017 by
Pro V& V according to Michigan’s own reporting. COTS are an avenue that hackers and bad actors
seek to penetrate in order to control operations. Their software updates are the reason vulnerabilities
to foreign interference in all operations exist.

100.  The importance of VSTLs in underrated to protect up from foreign interference by way of open
access via COTS software. Pro V& V who’s EAC certification EXPIRED on 24 FEB 2017 was
contracted with the state of WISCONSIN.

101.  Inthe United States each state is tasked to conduct and IV& V (Independent Verification and
Validation) to provide assurance of the integrity of the votes.

102.  If the “accredited” non-federal entities have NOT received EAC accreditation this is a failure of
the states to uphold their own states standards that are federally regulated.

103.  Inaddition, if the entities had NIST certificates they are NOT sufficing according the HAVA
ACT 2002 as the role of NIST is clear.

104.  Curiously, both companies PRO V&YV and SLI GAMING received NIST certifications
OUTSIDE the 24 month scope.
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105. PRO V& V received a NIST certification on 26MAR2020 for ONE YEAR. Normally the NIST
certification is good for two years to align with that of EAC certification that is good for two years.

106.

107.  The last PRO V& V EAC accreditation certificate (Item 8) of this declaration expired in
February 2017 which means that the IV & V conducted by Michigan claiming that they were
accredited is false.

108.  The significance of VSTLs being accredited and examining the HARDWARE is key. COTS
software updates are the avenues of entry.

109.  As per DOMINION’S own petition, the modems they use are COTS therefore failure to have an
accredited VSTL examine the hardware for points of entry by their software is key.
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110.
111.  For example and update of Verizon USB Modem Pantech undergoes multiple software updates a

year for it’s hardware. That is most likely the point of entry into the systems.

112.  During the 2014 elections in ---- it was the modems that gave access to the systems where the
commitment keys were deleted.

113.  SLI Gaming is the other VSTL “accredited” by the EAC BUT there is no record of their
accreditation. In fact, SLI was NIST ISO Certified 27 days before the election which means that PA
IV&V was conducted without NIST cert for SLI being valid.
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114.
115.  Infact SLI was NIST 1SO Certified for less than 90 days.
116. | can personally attest that high-level officials of the Obama/Biden administration and large

private contracting firms met with a software company called GEMS which is ultimately the
software ALL election machines run now running under the flag of DOMINION.

117. GEMS was manifested from SOE software purchased by SCYTL developers and US Federally
Funded persons to develop it.

118.  The only way GEMS can be deployed across ALL machines is IF all counties across the nation
are housed under the same server networks.

119. GEMS was tasked in 2009 to a contractor in Tampa, FI.

120. GEMS was also fine-tuned in Latvia, Belarus, Serbia and Spain to be localized for EU
deployment as observed during the Swissport election debacle.

121.  John McCain’s campaign assisted in FUNDING the development of GEMS web monitoring via
WEB Services with 3EDC and Dynology.
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122.
123.

124. AKAMAI Technologies services SCYTL.



Case 2:20-cv-02321-DJH Document 1-5 Filed 12/02/20 Page 52 of 56

125. AKAMAI Technologies Houses ALL foreign government sites. (Please see White Paper by
Akamai.)
126. AKAMAI Technologies houses ALL .gov state sites. (ref Item 123 Wisconsin.gov Example)

127.
128.  Wisconsin has EDGE GATEWAY port which is AKAMAI TECHNOLOGIES based out of

GERMANY.
129.  Using AKAMAI Technologies is allowing .gov sites to obfuscate and mask their systems by way
of HURRICANE ELECTRIC (he.net) Kicking it to anonymous (AKAMAI Technologies) offshore

Servers.

130.
131. AKAMAI Technologies has locations around the world.

132.  AKAMAI Technologies has locations in China (ref item 22)

133. AKAMAI Technologies has locations in Iran as of 2019.

134.  AKAMAI Technologies merged with UNICOM (CHINESE TELECOMM) in 2018.
135. AKAMAI Technologies house all state .gov information in GERMANY via TELIA AB.
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136.  In my professional opinion, this affidavit presents unambiguous evidence:

137.  That there was Foreign interference, complicit behavior by the previous administrations from
1999 up until today to hinder the voice of the people and US persons knowingly and willingly colluding
with foreign powers to steer our 2020 elections that can be named in a classified setting.

138. Foreign interference is present in the 2020 election in various means namely,

139. Foreign nationals assisted in the creation of GEMS (Dominion Software Foundation)

140.  Akamai Technologies merged with a Chinese company that makes the COTS components of the
election machines providing access to our electronic voting machines.

141.  Foreign investments and interests in the creation of the GEMS software.

142.  US persons holding an office and private individuals knowingly and willingly oversaw fail safes
to secure our elections.

143.  The EAC failed to abide by standards set in HAVA ACT 2002,

144.  The IG of the EAC failed to address complaints since their appointment regarding vote integrity
145.  Christy McCormick of the EAC failed to ensure that EAC conducted their duties as set forth by
HAVA ACT 2002

146.  Both Patricia Layfield (1G of EAC) and Christy McCormick (Chairwoman of EAC) were
appointed by Barack Hussein Obama and have maintained their positions since then.

147.  The EAC failed to have a quorum for over a calendar year leading to the inability to meet the
standards of the EAC.

148. AKAMAI Technologies and Hurricane Electric raise serious concerns for NATSEC due to their
ties with foreign hostile nations.

149.  For all the reasons above a complete failure of duty to provide safe and just elections are
observed.

150.  For the people of the United States to have confidence in their elections our cybersecurity
standards should not be in the hands of foreign nations.

151.  Those responsible within the Intelligence Community directly and indirectly by way of
procurement of services should be held accountable for assisting in the development, implementation and
promotion of GEMS.

152. GEMS ------- General Hayden.

153.  In my opinion and from the data and events | have observed --------------------- with the
assistance of SHADOWNET under the guise of L3-Communications which is MPRI. This is also
confirmed by us.army.mil making the statement that shadownet has been deployed to 30 states which all
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happen to be using Dominion Machines.

154.  Based on my research of voter data — it appears that there are approximately 23,000 residents of
a Department of Corrections Prison with requests for absentee ballot in Wisconsin. We are currently
reviewing and verifying the data and will supplement.
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155.
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I declare under penalty of perjury that the forgoing is true and correct to the best of my knowledge.
Executed this November 29th, 2020.




Case 2:20-cv-02321-DJH Document 1-6 Filed 12/02/20 Page 1 of 10

EXHIBIT 14



Case 2:20-cv-02321-DJH Document 1-6 Filed 12/02/20 Page 2 of 10

DECLARATION OF RONALD WATKINS

I, Ronald Watkins, hereby state the following:

1.

2.

My name is Ronald Watkins. I am a United States citizen currently residing in Japan.

I am an adult of sound mind. All statements in this declaration are based on my personal
knowledge and are true and correct. I am making this statement voluntarily and on my own
initiative. I have not been promised, nor do I expect to receive, anything in exchange for my
testimony and giving this statement. I have no expectation of any profit or reward and
understand that there are those who may seek to harm me for what I say in this statement.

I make this declaration because I want to alert the public and let the world know the truth
about the insecurity of actual voting tabulation software used in various states for
administering the 2020 Presidential and other elections. The software is designed, whether
with malicious intent or through plain incompetence, in such a way so as to facilitate digital
ballot stuffing via simple vote result manipulation and abuse of the digital adjudication
manual review system. Specifically, the Dominion Democracy Suite both enables voter
fraud by unethical officials out to undermine the will of the people and facilitates tabulation
errors by honest officials making simple, nearly untraceable mistakes.

I believe voting is a fundamental manifestation of our right to self-government, including
our right to free speech. Under no circumstance should we allow a conspiracy of people
and companies to subvert and destroy our most sacred rights.

I am a network and information security expert with nine years of experience as a network
and information defense analyst and a network security engineer. In my nine years of
network and information security experience, I have successfully defended large websites
and complex networks against powerful cyberattacks. I have engaged in extensive training
and education and learned through experience how to secure websites and networks.

In preparation for making this declaration, I have reviewed extensive technical materials
relating to the Dominion Voting Democracy Suite, including those cited herein.

The Dominion Voting Systems ImageCast Central system is a software and hardware
workstation system designed to work with just a common “Windows 10 Pro”!? computer

! Dominion Voting, Democracy Suite®ImageCast® Central User Guide, p3, [online document],
https://www.sos.state.co.us/pubs/elections/VotingSystems/DVS-documentation/UG-ICC-
UserGuide-5-11-CO.pdf (Accessed November 23, 2020)
https://web.archive.org/web/20201019175854/https://www.sos.state.co.us/pubs/elections/Voting
Systems/DVS-DemocracySuite511/documentation/UG-ICC-UserGuide- 5-11-CO.pdf [archive]

2 Georgia State Certification Testing, Dominion Voting Systems D-Suite 5.5-A Voting System,
p3, table 2-1, [online document]
https://sos.ga.gov/admin/uploads/Dominion_Test Cert Report.pdf (accessed November, 23,
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paired via data cable? to an off- the-shelf document scanner* “for high speed scanning and
counting of paper ballots.”?

8. When bulk ballot scanning and tabulation begins, the “ImageCast Central” workstation
operator will load a batch of ballots into the scanner feed tray and then start the scanning
procedure within the software menu.® The scanner then begins to scan the ballots which
were loaded into the feed tray while the “ImageCast Central” software application

2020),
https://web.archive.org/web/20201106055006/https://sos.ga.gov/admin/uploads/Dominion_Test
Cert_Report.pdf [archive].

> Dominion Voting, Democracy Suite®ImageCast® Central User Guide, p2, s2.1, [online
document, https://www.sos.state.co.us/pubs/elections/VotingSystems/DV S-
DemocracySuite511/documentation/UG-ICC-UserGuide-5-11-CO.pdf (Accessed November 23,
2020) https://web.archive.org/web/20201019175854/https://www.sos.state.co.us/pubs/
elections/VotingSystems/DVS-DemocracySuite5 1 1/documentation/UG-ICC-UserGuide- 5-11-
CO.pdf [archive].

4 Michigan.gov, DOMINION VOTING SYSTEMS CONTRACT No. 071B7700117, p6,

1.1.E.1, [online document],

https://www.michigan.gov/documents/sos/071B7700117 Dominion Exhibit 2 to Sch A Tech
_Req 555357 7.pdf (accessed November 23, 2020),
https://web.archive.org/web/20201115084004/https://www.michigan.gov/documents/sos/071B77
00117 _Dominion Exhibit 2 to Sch A Tech Req 555357 7.pdf [archive]

> Commonwealth of Pennsylvania Department of State, Report Concerning the Examination
Results of Dominion Voting Systems Democracy Suite 5.5A p6, s2.4, [online document],
https://www.dos.pa.gov/VotingElections/Documents/Voting%20Systems/Dominion%20Democr
acy%20Suite%205.5-
A/Dominion%20Democracy%20Suite%20Final%20Report%20scanned%20with%20signature%
20011819.pdf (accessed November 23, 2020),
https://web.archive.org/web/20201016161321/https://www.dos.pa.gov/VotingElections/Docume
nts/Voting%20Systems/Dominion%20Democracy%20Suite%205.5-A/Dominion%20Democracy
%20Suite%20Final%20Report%20scanned%20with%20signature%20011819.pdf [archive]

® Dominion Voting, ImageCast Central, p2, [online document],
https://www.edcgov.us/Government/Elections/Documents/ImageCast%20Central%20Brochure
%202018%20FINAL.pdf (accessed November 23, 2020)
https://web.archive.org/web/20201017175507/https://www.edcgov.us/Government/Elections/Do
cuments/ImageCast%20Central%20Brochure%202018%20FINAL.pdf [archive]
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tabulates votes in real-time. Information about scanned ballots can be tracked inside the
“ImageCast Central” software application.”

9. After all of the ballots loaded into the scanner's feed tray have been through the scanner,
the “ImageCast Central” operator will remove the ballots from the tray and then will have
the option to “ Accept Batch” on the scanning menu.? Accepting the batch saves the results
into the local file system within the “Windows 10 Pro” machine.’ Any “problem ballots”
that may need to be examined or adjudicated at a later time can be found as ballot scans
saved as image files into a standard Windows folder named “NotCastImages”.’® These
“problem ballots” are automatically detected during the scanning phase and digitally set
aside for manual review based on exception criteria." Examples of exceptions may include:
overvotes, undervotes, blank contests, blank ballots, write-in selections, and marginal

7 Dominion Voting, Democracy Suite®ImageCast® Central User Guide, p25, s4.1.2, [online
document], https://www.sos.state.co.us/pubs/elections/VotingSystems/DVS-
DemocracySuite511/documentation/UG-ICC-UserGuide-5-11-CO.pdf (Accessed November 23,
2020), https://web.archive.org/web/20201019175854/https://www.sos.state.co.us/pubs/
elections/VotingSystems/DVS-DemocracySuite5 1 1/documentation/UG-ICC-UserGuide- 5-11-
CO.pdf [archive].

8 Dominion Voting, ImageCast Central, [website], https://www.dominionvoting.com/imagecast-
central/ (Accessed November 23, 2020)
https://web.archive.org/web/20201101203418/https://www.dominionvoting.com/imagecast-
central/ [archive].

 Dominion Voting, Democracy Suite®ImageCast® Central User Guide, p25, s4.1.2, [online
document], https://www.sos.state.co.us/pubs/elections/VotingSystems/DVS-
DemocracySuite511/documentation/UG-ICC-UserGuide-5-11-CO.pdf (Accessed November 23,
2020), https://web.archive.org/web/20201019175854/https://www.sos.state.co.us/pubs/
elections/VotingSystems/DVS-DemocracySuite5 1 1/documentation/UG-ICC-UserGuide- 5-11-
CO.pdf [archive].

19 Dominion Voting, Democracy Suite®ImageCast® Central User Guide, p25, s4.1.2, [online
document], https://www.sos.state.co.us/pubs/elections/VotingSystems/DVS-
DemocracySuite511/documentation/UG-ICC-UserGuide-5-11-CO.pdf (Accessed November 23,
2020), https://web.archive.org/web/20201019175854/https://www.sos.state.co.us/pubs/
elections/VotingSystems/DVS-DemocracySuite5 1 1/documentation/UG-ICC-UserGuide- 5-11-
CO.pdf [archive].

' Michigan.gov, DOMINION VOTING SYSTEMS CONTRACT No. 071B7700117, p21,
1.3.B.6, [online document],

https://www.michigan.gov/documents/sos/071B7700117 Dominion Exhibit 2 to Sch A Tech
_Req 555357 7.pdf (accessed November 23, 2020),
https://web.archive.org/web/20201115084004/https://www.michigan.gov/documents/sos/071B77
00117 _Dominion Exhibit 2 to Sch A Tech Req 555357 7.pdf [archive].
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marks.”!? Customizable outstack conditions and marginal mark detection lets [Dominion's
Customers] decide which ballots are sent for Adjudication.”

10.  During the ballot scanning process, the “ImageCast Central” software will detect how
much of a percent coverage of the oval was filled in by the voter.™ The Dominion customer
determines the thresholds of which the oval needs to be covered by a mark in order to
qualify as a valid vote.’' If a ballot has a marginal mark which did not meet the specific
thresholds set by the customer, then the ballot is considered a “problem ballot” and may
be set aside into a folder named “NotCastImages.”!” “The ImageCast Central's advanced

121111 MASTER SOLUTION PURCHASE AND SERVICES AGREEMENT BY AND
BETWEEN DOMINION VOTING SYSTEMS, INC. as Contractor, and SECRETARY OF
STATE OF THE STATE OF GEORGIA as State, p52, s1.3, [online document],
https://georgiaelections.weebly.com/uploads/1/0/8/5/108591015/contract.pdf (Accessed
November 23, 2020),
https://web.archive.org/web/20201122213728/https://georgiaelections.weebly.com/uploads/1/0/8
/5/108591015/contract.pdf [archive].

13 Dominion Voting, ImageCast Central, [website], https://www.dominionvoting.com/imagecast-
central/ (Accessed November 23, 2020)
https://web.archive.org/web/20201101203418/https://www.dominionvoting.com/imagecast-
central/ [archive].

4 Michigan.gov, DOMINION VOTING SYSTEMS CONTRACT No. 071B7700117, p3,
1.1.A.22, [online document],

https://www.michigan.gov/documents/sos/071B7700117 Dominion Exhibit 2 to Sch A Tech
_Req 555357 7.pdf (accessed November 23, 2020),
https://web.archive.org/web/20201115084004/https://www.michigan.gov/documents/sos/071B77
00117 _Dominion Exhibit 2 to Sch A Tech Req 555357 7.pdf [archive].

15 Calhoun County, MI, ImageCast Central (ICC) 5.5 Operations, p19, [online document],
https://cms5.revize.com/revize/calhouncountymi/Clerk%20&%20Register%2001%20Deeds/local
%?20clerk%?20resources/5 5 icc operations manual.pdf (accessed November 23, 2020),
https://web.archive.org/web/20200802003507/https://cms5.revize.com/revize/calhouncountymi/
Clerk%20&%?20Register%200f%20Deeds/local%20clerk%?20resources/5 5 icc operations man
ual.pdf [archive].

1 IMAGECAST® CENTRAL Brochure, [website],
https://www.edcgov.us/Government/Elections/Documents/ImageCast%20Central%20Brochure
%202018%20FINAL.pdf (accessed November 23, 2020),
https://web.archive.org/web/20201017175507/https://www.edcgov.us/Government/Elections/Do
cuments/ImageCast%20Central%20Brochure%202018%20FINAL.pdf [archive].

7 Dominion Voting, Democracy Suite®ImageCast® Central User Guide, p25, s4.1.2, [online
document], https://www.sos.state.co.us/pubs/elections/VotingSystems/DVS-
DemocracySuite511/documentation/UG-ICC-UserGuide-5-11-CO.pdf (Accessed November 23,
2020), https://web.archive.org/web/20201019175854/https://www.sos.state.co.us/pubs/
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settings allow for adjustment of the scanning properties to “[set] the clarity levels at which
the ballot should be scanned at.” Levels can be set as a combination of brightness and
contrast values, or as a gamma value.” 8

11. Based on my review of these materials, I conclude the system is designed in such a way that
it allows a dishonest or otherwise unethical election administrator to creatively tweak the
oval coverage threshold settings and advanced settings on the ImageCast Central scanners
to set thresholds in such a way that a non-trivial amount of properly-marked ballots are
marked as “problem ballots” and sent to the “NotCastImages” folder.

12.  The administrator of the ImageCast Central work-station may view all images of scanned
ballots which were deemed “problem ballots” by simply navigating via the standard
“Windows File Explorer” to the folder named “NotCastImages” which holds ballot scans
of “problem ballots.”’*?° Under this system, it is possible for an administrator of the
“ImageCast Central” workstation to view and delete any individual ballot scans from the
“NotCastImages” folder by simply using the standard Windows delete and recycle bin
functions provided by the Windows 10 Pro operating system. Adjudication is “the process
of examining voted ballots to determine, and, in the judicial sense, adjudicate voter
intent.”#

elections/VotingSystems/DVS-DemocracySuite5 1 1/documentation/UG-ICC-UserGuide- 5-11-
CO.pdf [archive].

¥ Dominion Voting, Democracy Suite®ImageCast® Central User Guide, pp20-21, s3.22,
[online document], https://www.sos.state.co.us/pubs/elections/VotingSystems/DVS-
DemocracySuite511/documentation/UG-ICC-UserGuide-5-11-CO.pdf (Accessed November 23,
2020), https://web.archive.org/web/20201019175854/https://www.sos.state.co.us/pubs/
elections/VotingSystems/DVS-DemocracySuite5 1 1/documentation/UG-ICC-UserGuide- 5-11-
CO.pdf [archive].

! Dominion Voting, Democracy Suite® Use Procedures, p433, F.3.11, [online document]
https://votingsystems.cdn.sos.ca.gov/vendors/dominion/ds5 10-use-proc-jan.pdf (Accessed
November 23, 2020),
https://web.archive.org/web/20201101173723/https://votingsystems.cdn.sos.ca.gov/
vendors/dominion/ds510-use-proc-jan.pdf [archive].

20 Calhoun County, MI, ImageCast Central (ICC) 5.5 Operations, p27, [online document],
https://cms5.revize.com/revize/calhouncountymi/Clerk%20&%20Register%200%20Deeds/local
%?20clerk%?20resources/5 5 icc operations manual.pdf (accessed November 23, 2020),
https://web.archive.org/web/20200802003507/https://cms5.revize.com/revize/calhouncountymi/
Clerk%20&%?20Register%200f%20Deeds/local%20clerk%20resources/5 5 icc operations man
ual.pdf [archive].

2 Dominion Voting, Democracy Suite® Use Procedures, p9, [online document]
https://votingsystems.cdn.sos.ca.gov/vendors/dominion/ds5 10-use-proc-jan.pdf (Accessed
November 23, 2020),



13.

14.
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Based on my review of these materials, I conclude that a biased poll worker without
sufficient and honest oversight could abuse the adjudication system to fraudulently switch
votes for a specific candidate.

After the tabulation process, the ImageCast Central software saves a copy of the tabulation
results locally to the “Windows 10 Pro” machine's internal storage. The results data is
located in an easy-to-find path which is designed to easily facilitate the uploading of
tabulation results to flash memory cards. The upload process is just a simple copying of a
“Results” folder containing vote tallies to a flash memory card connected to the “Windows
10 Pro” machine. The copy process uses the standard drag-and-drop or copy/paste
mechanisms within “Windows File Explorer.”?* It is my conclusion that while this is a
simple procedure, the report results process is subject to user errors and is very vulnerable
to corrupt manipulation by a malicious administrator. It is my conclusion that, before
delivering final tabulation results to the county, it is possible for an administrator to
mistakenly copy the wrong “Results” folder or even maliciously copy a false “Results”
folder, which could contain a manipulated data set, to the flash memory card and deliver
those false “Results” as the outcome of the election.

I declare under penalty of perjury under the laws of the United States of America that the
foregoing is true and correct. Executed in Japan on November 24, 2020.

Ronald Watkins

https://web.archive.org/web/20201101173723/https://votingsystems.cdn.sos.ca.gov/
vendors/dominion/ds510-use-proc-jan.pdf [archive].

22 Calhoun County, MI, ImageCast Central (ICC) 5.5 Operations, pp25-28, [online document],
https://cms5.revize.com/revize/calhouncountymi/Clerk%20&%20Register%2001%20Deeds/local
%?20clerk%?20resources/5 5 icc operations manual.pdf (accessed November 23,
2020),https://web.archive.org/web/20200802003507/https://cms5.revize.com/revize/calhouncoun
tymi/Clerk%20&%20Register%200t%20Deeds/local%20clerk%20resources/5 5 icc operations
_manual.pdf [archive].
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Congress of the United States
Washington, BE 20515

October 6, 2006

Henry M. Paulson, Jr.
Secretary

Department of the Treasury
1500 Pennsylvania Ave., N.W,
Washington, D.C. 20220

Dear Mr. Secretary:

I am writing to follow up on my letter of May 4, 2006, to Secretary Snow, seeking review
by the Committee on Foreign Investment in the United States of the acquisition of Sequoia Voting
Systems by Smartmatic, a foreign-owned company. Ibelieve this transaction raises exactly the sort
of foreign ownership issues that CFIUS is best positioned to examine for national security concerns.
As discussed below, publicly reported information about Smartmatic’s ownership and about the
vulnerability of electronic voting machines to tampering raises serious concerns. I strongly urge
CFIUS to independently verify the information provided to American officials and the public by
Sequoia/Smartmatic, and to take all appropriate measures to safeguard our national security.

It is undisputed that Smartmatic is foreign-owned and it has acquired Sequoia, one of the
three major voting machine companies doing business in the U.S. According to a Sequoia press
release in May 2006 (copy attached) Sequoia voting machines were used to record over 125 million
votes during the 2004 Presidential election in the United States. As we confront another election,
Americans deserve to know that the Administration has made sure that any foreign ownership of
voting machines poses no national security threat.

Although many press reports have tried, it appears that it is not possible to discemn the true
owners of Smartmatic from information available to the public. Smartmatic now acknowledges that
Antonio Mugica, a Venezuelan businessman, has a controlling interest in Smartmatic, but the
company-has not revealed who all the other Smartmatic owners are. According to the press,
Smartmatic’s owners are hidden through a web of off-shore private entities. (See attached articles.)

The opaque nature of Smartmatic’s ownership is particularly troubling since Smartmatic has
been associated by the press with the Venezuelan government led by Hugo Chavez, which is openly
hostile to the United States. According to press reports, Smartmatic shared a founder, officers,
directors and a principal place of business with Bizta, a company in which, according to Smartmatic,
the Venezuelan government previously held a 28% stake. Mugica is also a director of Bizta.

PRINTED ON RECYCLED PAPER
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Henry M. Paulson, Jr.
October 6, 2006
Page 2

According to Smartmatic press releases, (copies attached) Smartmatic and Bizta were part of the
consortium that received the government contract to provide the voting machines for the 2004
referendum election to recall Chavez as Venezuela’s president, and have since been awarded other
contracts by the Venezuelan government.

Smartmatic’s possible connection to the Venezuelan government poses a potential national
security concern in the context of its acquisition of Sequoia because electronic voting machines are
susceptible to tampering and insiders are in the best position to engage in such tampering. The 2005
Government Accountability Office Report on electronic voting, GAO-05-956, and other private
sector studies consistently support this conclusion. Thus, the reports that Sequoia brought
Venezuelan nationals to the United States to work on the Chicago 2006 primary election raises
questions about whether these individuals are subject to direction from a foreign interest that might
pose a threat to the integrity of the election. Similarly, the use of Smartmatic software and machines
developed in Venezuela, such as the HAAT software that was at issue in Chicago, raises questions
as to whether this software is susceptible to manipulation by its unknown creators. Reportedly,
Smartmatic may soon be introducing into the United States the type of electronic voting machines
that were used (with Bizta software) in the controversial 2004 Venezuelan recall election, under the
label AVC Edge 1I Plus.

In reviewing the Smartmatic acquisition of Sequoia, it is important that CFIUS understand
the products and services that are of Venezuelan origin and evaluate Smartmatic’s ownership to
determine who could have influence and control over these and other Sequoia products and services
that are in use or intended for use in U.S. elections. In light of Smartmatic’s failure fully to answer
these questions to date, this issue demands the most thorough independent investigation by CFIUS.

Thank you for your consideration of this letter.

Sincerely,

Carolyn B/Maloney ] mg——

Member of Congress

Attachments
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Congresgs of the Hnited States
@lashington, DE 20510

December 6, 2019

Sami Mnaymneh
Founder and Co-Chief Executive Officer
H.L.G. Capital, LLC

Tony Tamer
Founder and Co-Chief Executive Officer
H.L.G. Capital, LLC

Dear Messrs. Mnaymneh and Tamer:

We are writing to request information regarding H.I.G. Capital’s (H.1.G.) investment in Hart
InterCivic Inc. (Hart InterCivic) one of three election technology vendors responsible for
developing, manufacturing and maintaining the vast majority of voting machines and software in
the United States, and to request information about your firm’s structure and finances as it relates
to this company.

Some private equity funds operate under a model where they purchase controlling interests in
companies and implement drastic cost-cutting measures at the expense of consumers, workers,
communities, and taxpayers. Recent examples include Toys “R” Us and Shopko.! For that
reason, we have concerns about the spread and effect of private equity investment in many
sectors of the economy, including the election technology industry—an integral part of our
nation’s democratic process. We are particularly concerned that secretive and “trouble-plagued
companies,”” owned by private equity firms and responsible for manufacturing and maintaining
voting machines and other election administration equipment, “have long skimped on security in
favor of convenience,” leaving voting systems across the country “prone to security problems.”?
In light of these concerns, we request that you provide information about your firm, the portfolio

! Atlantic, “The Demise of Toys ‘R’ Us Is a Warning,” Bryce Covert, July/August 2018 issue,
https://www.theatlantic.com/magazine/archive/2018/07/toys-r-us-bankruptcy-private-equity/561758/: Axios, “How
workers suffered from Shopko's bankruptcy while Sun Capital made money,” Dan Primack, “How workers suffered
from Shopko's bankruptcy while Sun Capital made money,” June 11, 2019, https://www.axios.com/shopko-
bankruptcy-sun-capital-547b97ba-901¢-4201-92¢cc-6d3168357fa3 html.

2 ProPublica, “The Market for Voting Machines Is Broken. This Company Has Thrived in It.,” Jessica Huseman,
October 28, 2019, https://www.propublica.org/article/the-market-for-voting-machines-is-broken-this-company-has-
thrived-in-it.

3 Associated Press News, “US Election Integrity Depends on Security-Challenged Firms,” Frank Bajak, October 28,
2019, https://apnews.com/f6876669cb6b4e4c9850844f8e015b4c.
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companies in which it has invested, the performance of those investments, and the ownership and
financial structure of your funds.

Over the last two decades, the election technology industry has become highly concentrated,
with a handful of consolidated vendors controlling the vast majority of the market. In the early
2000s, almost twenty vendors competed in the election technology market.* Today, three large
vendors—Election Systems & Software, Dominion Voting Systems, and Hart InterCivic—
collectively provide voting machines and software that facilitate voting for over 90% of all
eligible voters in the United States. Private equity firms reportedly own or control each of these
vendors, with very limited “information available in the public domain about their operations and
financial performance.”® While experts estimate that the total revenue for election technology
vendors is about $300 million, there is no publicly available information on how much those
vendors dedicate to research and development, maintenance of voting systems, or profits and
executive compensation.’

Concentration in the election technology market and the fact that vendors are often “more
seasoned in voting machine and technical services contract negotiations” than local election
officials, give these companies incredible power in their negotiations with local and state
governments. As a result, jurisdictions are often caught in expensive agreements in which the
same vendor both sells or leases, and repairs and maintains voting systems—leaving local officials
dependent on the vendor, and the vendor with little incentive to substantially overhaul and
improve its products.® In fact, the Election Assistance Commission (EAC), the primary federal
body responsible for developing voluntary guidance on voting technology standards, advises
state and local officials to consider “the cost to purchase or lease, operate, and maintain a voting
system over its life span ... [and to] know how the vendor(s) plan to be profitable” when signing
contracts, because vendors typically make their profits by ensuring “that they will be around to
maintain it after the sale.” The EAC has warned election officials that “[i]f you do not manage
the vendors, they will manage you.”?

Election security experts have noted for years that our nation’s election systems and
infrastructure are under serious threat. In January 2017, the U.S. Department of Homeland
Security designated the United States’ election infrastructure as “critical infrastructure” in order
to prioritize the protection of our elections and to more effectively assist state and local election

4 Bloomberg, “Private Equity Controls the Gatekeepers of American Democracy,” Anders Melin and Reade Pickert,
November 3, 2018, https://www.bloomberg.com/news/articles/2018-11-03/private-equity-controls-the-gatekeepers-

of-american-democracy.
5 Penn Wharton Publlc Pollcy Initiative, “The Business of Votmg,” July 2018
wli b

$ Brennan Center for Justice, “America’s Voting Machines at Risk,” Lawrence Norden and Christopher Famighetti,
2015, htips://www.brennancenter.org/sites/default/files/publications/Americas_Voting Machines_At_Risk.pdf;
Penn Whanon Public Policy Initiative, “The Business of Voting,” July 2018,

1 olicy.wharton.upenn.eduw/live/files/270-the-business-of-voting.
210 % Election Assistance Commission, “Ten Things to Know About Selecting a Voting System,” October 14,
2017, hitps://www.eac.gov/documents/2017/10/14/ten-things-to-know-about-selecting-a-voting-system-
cybersecurity-voting-systems-voting-technology/.
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officials in addressing these risks.'® However, voting machines are reportedly falling apart across
the country, as vendors neglect to innovate and improve important voting systems, putting our
elections at avoidable and increased risk.!! In 2015, election officials in at least 31 states,
representing approximately 40 million registered voters, reported that their voting machines
needed to be updated, with almost every state “using some machines that are no longer
manufactured.”'? Moreover, even when state and local officials work on replacing antiquated
machines, n}:;my continue to “run on old software that will soon be outdated and more vulnerable
to hackers.”

In 2018 alone “voters in South Carolina [were] reporting machines that switched their votes after
they’d inputted them, scanners [were] rejecting paper ballots in Missouri, and busted machines
[were] causing long lines in Indiana.”'* In addition, researchers recently uncovered previously
undisclosed vulnerabilities in “nearly three dozen backend election systems in 10 states.”’® And,
just this year, after the Democratic candidate’s electronic tally showed he received an improbable
164 votes out of 55,000 cast in a Pennsylvania state judicial election in 2019, the county’s
Republican Chairwoman said, “[n]othing went right on Election Day. Everything went wrong.
That’s a problem.”'® These problems threaten the integrity of our elections and demonstrate the
importance of election systems that are strong, durable, and not vulnerable to attack.

H.L.G. reportedly owns or has had investments in Hart InterCivic, a major election technology
vendor. In order to help us understand your firm’s role in this sector, we ask that you provide
answers to the following questions no later than December 20, 2019.

1. Please provide the disclosure documents and information enumerated in Sections 501
and 503 of the Stop Wall Street Looting Act.'”

2. Which election technology companies, including all affiliates or related entities, does
H.I.G. have a stake in or own? Please provide the name of and a brief description of
the services each company provides.

19 Department of Homeland Security, “Statement by Secretary Jeh Johnson on the Designation of Election

Infrastructure as a Critical Infrastructure Subsector,” January 6, 2017,

https://www.dhs.cov/news/2017/01/06/statement-secretary-johnson-designation-glection-inft. ture-critical.

" AP News, “US election integrity depends on security-challenged firms,” Frank Bajak, October 29, 2018,
s://apnews.com/f6876 69cb e4 85084418e015b4c; Penn Wharton Public Policy Initiative, “The Business of

Votmg,” July 2018, https:/pu ive/files/270-the-business-of-voting.

12 Brennan Center for Justice, “Amenca s Votmg Machmes at Risk,” Lawrence Norden and Christopher Famighetti,

2015, https://www.brennancenter.org/sites/default/files/publications/Americas_Voting_Machines_At_Risk.pdf.

13 Associated Press, “AP Exclusive: New election systems use vulnerable software,” Tami Abdollah, July 13, 2019,

https://apnews.com/e5e070c3 1f3c497fa9e6875f426¢cdel.

" Vice, “Here’s Why All the Voting Machines Are Broken and the Lines Are Extremely Long,” Jason Koebler and

Matthew Gault, November 6, 2018, https://www.vice.com/en us/article/59vzgn/heres-why-all-the-voting-machines-

are-broken-and-the-lines-are-extremely-long.

15 Vice, “Exclusive: Critical U.S. Electmn Systems Have Been Left Exposed Onhne Despite Official Denials,” Kim

Zetter, August 8, 2019, https:

een-lefi-exposed-online-despi -ofﬁc: -denials.

16 New York Times, “A Pennsylvania Country’s Election Day Nightmare Underscores Voting Machine Concerns,”

Nick Corasaniti, November 30, 2019, https://www.nytimes.com/2019/11/30/us/politics/pennsylvania-voting-

machines.html.

17 Stop Wall Street Looting Act, S.2155, https://www.congress.gov/bill/1 16th-congress/senate-bill/2155.
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a. Which election technology companies, including all affiliates or related
entities, has H.I.G. had a stake in or owned in the past twenty years? Please
provide the name of and a brief description of the services each company
provides or provided.

b. For each election technology company H.1.G. had a stake in or owned in the
past twenty years, including all affiliates or related entities, please provide the
following information for each year that the firm has had a stake in or owned
this company and the five years preceding the firm’s investment.

i. The name of the company
ii. Ownership stake
iii. Total revenue
iv. Net income
v. Percentage of revenue dedicated to research and development
vi. Total number of employees
vii. A list of all state and local jurisdictions with which the company has a
contract to provide election related products or services
viii. Other private-equity firms that own a stake in the company

. Has any election technology company, including all affiliates or related entities, in
which H.L.G. has an ownership stake or has had an ownership stake in the last twenty
years, been found to have been in noncompliance with the EAC’s Voluntary Voting
System Guidelines? If so, please provide a copy of each EAC noncompliance notice
received by the company and a description of what steps the company took to resolve
each issue.

. Has any election technology company, including all affiliates or related entities, in
which H.I.G. has an ownership stake or has had an ownership stake in the last twenty
years, been found to have been in noncompliance with any state or local voting
system guidelines or practices? If so, please provide a list of all such instances and a
description of what steps the company took to resolve each issue.

. Has any election technology company, including all affiliates or related entities, in
which H.I.G. has an ownership stake or has had an ownership stake in the last twenty
years, been found to have violated any federal or state laws or regulations? If so,
please provide a complete list, including the date and description, of all such
violations.

. Has any election technology company, including all affiliates or related entities, in
which H.I.G. has an ownership stake or has had an ownership stake in the last twenty
years, reached a settlement with any federal or state law enforcement entity related to
a potential violation of any federal or state laws or regulations? If so, please provide a
complete list, including the date and description, of all such settlements.
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7. Has any election technology company, including all affiliates or related entities, in
which H.I.G. has an ownership stake or has had an ownership stake in the past twenty
years, reached a settlement with any state or local jurisdiction related to a potential
violation of or breach of contract? If so, please provide a complete list, including the
date and description, of all such settlements.

Thank you for your attention to this matter.

Sincerely,

Elizabeth Warren %
United States Senator United States Senator

Ron Wyden j Mark Pocan ——
United States Senator Member of Congress
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Conqress of the United States
MWashington, DL 20510

December 6, 2019

Michael McCarthy
Chairman
McCarthy Group, LLI.C

Dear Mr. McCarthy:

We are writing to request information regarding McCarthy Group, LLC’s (McCarthy Group)
investment in Election Systems & Software (ES&S), one of three election technology vendors
responsible for developing, manufacturing and maintaining the vast majority of voting machines
and software in the United States, and to request information about your firm’s structure and
finances as it relates to this company.

Some private equity funds operate under a model where they purchase controlling interests in
companies and implement drastic cost-cutting measures at the expense of consumers, workers,
communities, and taxpayers. Recent examples include Toys “R™ Us and Shopko.! For that
reason, we have concerns about the spread and effect of private equity investment in many
sectors of the economy, including the election technology industry—an integral part of our
nation’s democratic process. We are particularly concerned that secretive and “trouble-plagued
companies,”” owned by private equity firms and responsible for manufacturing and maintaining
voting machines and other election administration equipment, “have long skimped on security in
favor of convenience,” leaving voting systems across the country “prone to security problems.”>
In light of these concerns, we request that you provide information about your firm, the portfolio
companies in which it has invested, the performance of those investments, and the ownership and
financial structure of your funds.

Over the last two decades, the election technology industry has become highly concentrated,
with a handful of consolidated vendors controlling the vast majority of the market. In the early

! Atlantic, “The Demise of Toys ‘R’ Us Is a Warning,” Bryce Covert, July/August 2018 issue,
https://www.theatlantic.com/magazine/archive/2018/07/toys-r-us-bankruptcy-private-equity/561758/; Axios, “How
workers suffered from Shopko's bankruptcy while Sun Capital made money,” Dan Primack, “How workers suffered
from Shopko's bankruptcy while Sun Capital made money,” June 11, 2019, https://www.axios.com/shopko-
bankruptcy-sun-capital-547b97ba-901¢-4201-92¢c-6d3168357fa3 .html.

? ProPublica, “The Market for Voting Machines Is Broken. This Company Has Thrived in It.,” Jessica Huseman,
October 28, 2019, https://www.propublica.org/article/the-market-for-voting-machines-is-broken-this-company-has-
thrived-in-it.

? Associated Press News, “US Election Integrity Depends on Security-Challenged Firms,” Frank Bajak, October 28,
2019, https://apnews.com/f6876669cb6bdedc9850844{8e015b4c.
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2000s, almost twenty vendors competed in the election technology market.* Today, three large
vendors—ES&S, Dominion Voting Systems, and Hart InterCivic—collectively provide voting
machines and software that facilitate voting for over 90% of all eligible voters in the United
States.’ Private equity firms reportedly own or control each of these vendors, with very limited
“information available in the public domain about their operations and financial performance.”®
While experts estimate that the total revenue for election technology vendors is about $300
million, there is no publicly available information on how much those vendors dedicate to
research and development, maintenance of voting systems, or profits and executive
compensation.’

Concentration in the election technology market and the fact that vendors are often “more
seasoned in voting machine and technical services contract negotiations” than local election
officials, give these companies incredible power in their negotiations with local and state
governments. As a result, jurisdictions are often caught in expensive agreements in which the
same vendor both sells or leases, and repairs and maintains voting systems—leaving local officials
dependent on the vendor, and the vendor with little incentive to substantially overhaul and
improve its products.? In fact, the Election Assistance Commission (EAC), the primary federal
body responsible for developing voluntary guidance on voting technology standards, advises
state and local officials to consider “the cost to purchase or lease, operate, and maintain a voting
system over its life span ... [and to] know how the vendor(s) plan to be profitable” when signing
contracts, because vendors typically make their profits by ensuring “that they will be around to
maintain it after the sale.” The EAC has warned election officials that “[i]f you do not manage
the vendors, they will manage you.”°®

Election security experts have noted for years that our nation’s election systems and
infrastructure are under serious threat. In January 2017, the U.S. Department of Homeland
Security designated the United States’ election infrastructure as “critical infrastructure” in order
to prioritize the protection of our elections and to more effectively assist state and local election
officials in addressing these risks.'” However, voting machines are reportedly falling apart across
the country, as vendors neglect to innovate and improve important voting systems, putting our

* Bloomberg, “Private Equity Controls the Gatekeepers of American Democracy,” Anders Melin and Reade Pickert,
November 3, 2018, https://www.bloomberg.com/news/articles/2018-11-03/private-equity-controls-the-gatekeepers-
of-american-democracy.
3 Penn Wharton Publtc Policy Initiative, “The Business of Voting,” July 2018
edu/li

1 Id
8 Brennan Center for Justice, “America’s Voting Machines at Risk,” Lawrence Norden and Christopher Famighetti,
2015, https://www.brennancenter.org/sites/default/files/publications/Americas Voting Machines At

Penn Wharton Public Policy Initiative, “The Business of Voting,” July 2018,

https://publicpolicy. wharton.upenn.edw/live/files/270-the-business-of-voting.

1.8, Elecnon Assistance Commission, “Ten Things to Know About Selecting a Votmg System,” October 14,
2017, ht

cybersec -systems-v -technology/.

10 Department of Homeland Security, “Statement by Secretary Jeh Johnson on the Designation of Election

Infrastructure as a Critical Infrastructure Subsector,” January 6, 2017,
https://www.dhs.gov/news/2017/01/06/statement-secreta
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elections at avoidable and increased risk.'! In 2015, election officials in at least 31 states,
representing approximately 40 million registered voters, reported that their voting machines
needed to be updated, with almost every state “using some machines that are no longer
manufactured.”'? Moreover, even when state and local officials work on replacing antiquated
machines, n:a;.ny continue to “run on old software that will soon be outdated and more vulnerable
to hackers.”

In 2018 alone “voters in South Carolina [were] reporting machines that switched their votes after
they’d inputted them, scanners [were] rejecting paper ballots in Missouri, and busted machines
[were] causing long lines in Indiana.”'* In addition, researchers recently uncovered previously
undisclosed vulnerabilities in “nearly three dozen backend election systems in 10 states.”'* And,
just this year, after the Democratic candidate’s electronic tally showed he received an improbable
164 votes out of 55,000 cast in a Pennsylvania state judicial election in 2019, the county’s
Republican Chairwoman said, “[n]othing went right on Election Day. Everything went wrong,
That’s a problem.”'® These problems threaten the integrity of our elections and demonstrate the
importance of election systems that are strong, durable, and not vulnerable to attack.

McCarthy Group reportedly owns or has had investments in ES&S, a major election technology
vendor. In order to help us understand your firm’s role in this sector, we ask that you provide
answers to the following questions no later than December 20, 2019.

1. Please provide the disclosure documents and information enumerated in Sections 501
and 503 of the Stop Wall Street Looting Act."

2. Which election technology companies, including all affiliates or related entities, does
McCarthy Group have a stake in or own? Please provide the name of and a brief
description of the services each company provides.

a. Which election technology companies, including all affiliates or related
entities, has McCarthy Group had a stake in or owned in the past twenty

! AP News, “US election integrity depends on security-challenged firms,” Frank Bajak, October 29, 2018,
https://apnews.com/f6876669cb6b4ed4c9850844{8e015b4c; Penn Wharton Public Policy Initiative, “The Business of
Voting,” July 2018, https://publicpolicy.wharton.upenn.edw/live/files/270-the-business-of-voting.

12 Brennan Center for Justice, “America’s Voting Machines at Risk,” Lawrence Norden and Christopher Famighetti,
2015, https:// .brennancenter.org/sites/default/files/publications/Americas_Voting_Machines At Risk.pdf.

13 Associated Press, “AP Exclusive: New election systems use vulnerable software,” Tami Abdollah, July 13, 2019,
https://apnews.com/e5e070c3 1f3c497fa%6875f426¢ccdel.

14 Vice, “Here’s Why All the Voting Machines Are Broken and the Lines Are Extremely Long,” Jason Koebler and
Matthew Gault, November 6, 2018, https://www.vice.com/en_us/article/59vzgn/heres-why-all-the-voting-machines-
are-broken-and-the-lines-are-extremely-long.

15 Vice, “Exclusive: Critical U.S. Election Systems Have Been Left Exposed Online Despite Official Denials,” Kim
Zetter, August 8, 2019, https://www.vice.com/en_us/article/3kxzk9/exclusive-critical-us-election-systems-have-
been-left-exposed-online-despite-official-denials.

16 New York Times, “A Pennsylvania Country’s Election Day Nightmare Underscores Voting Machine Concerns,”

Nick Corasaniti, November 30, 2019, https://www.nytimes.com/2019/11/30/us/politics/pennsylvania-voting-

machines.html.
17 Stop Wall Street Looting Act, S.2155, hitps://www.congress.gov/bill/116th-congress/senate-bill/2155.
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years? Please provide the name of and a brief description of the services each
company provides or provided.

b. For each election technology company McCarthy Group had a stake in or
owned in the past twenty years, including all affiliates or related entities,
please provide the following information for each year that the firm has had a
stake in or owned this company and the five years preceding the firm’s
investment.

i. The name of the company
ii. Ownership stake
iii. Total revenue
iv. Net income
v. Percentage of revenue dedicated to research and development
vi. Total number of employees
vii. A list of all state and local jurisdictions with which the company has a
contract to provide election related products or services
viii. Other private-equity firms that own a stake in the company

. Has any election technology company, including all affiliates or related entities, in
which McCarthy Group has an ownership stake or has had an ownership stake in the
last twenty years, been found to have been in noncompliance with the EAC’s
Voluntary Voting System Guidelines? If so, please provide a copy of each EAC
noncompliance notice received by the company and a description of what steps the
company took to resolve each issue.

. Has any election technology company, including all affiliates or related entities, in
which McCarthy Group has an ownership stake or has had an ownership stake in the
last twenty years, been found to have been in noncompliance with any state or local
voting system guidelines or practices? If so, please provide a list of all such instances
and a description of what steps the company took to resolve each issue.

. Has any election technology company, including all affiliates or related entities, in
which McCarthy Group has an ownership stake or has had an ownership stake in the
last twenty years, been found to have violated any federal or state laws or
regulations? If so, please provide a complete list, including the date and description,
of all such violations.

. Has any election technology company, including all affiliates or related entities, in
which McCarthy Group has an ownership stake or has had an ownership stake in the
last twenty years, reached a settlement with any federal or state law enforcement
entity related to a potential violation of any federal or state laws or regulations? If so,
please provide a complete list, including the date and description, of all such
settlements.

Has any election technology company, including all affiliates or related entities, in
which McCarthy Group has an ownership stake or has had an ownership stake in the

4
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past twenty years, reached a settlement with any state or local jurisdiction related to a
potential violation of or breach of contract? If so, please provide a complete list,
including the date and description, of all such settlements.

Thank you for your attention to this matter.

Sincerely,

Elizabeth Warren Amy Kl

United States Senator United States Senator
Ron Wyden Mark Pocan ~——

United States Senator Member of Congress
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Congress of the United States
@Washington, BE 20510

December 6, 2019
Stephen D. Owens
Managing Director
Staile Street Caiital Groui, LLC
Hootan Yaghoobzadeh

Managing Director
Staple Street Capital Group, LLC

Dear Messrs. Owens and Yaghoobzadeh:

We are writing to request information regarding Staple Street Capital Group, LLC’s

(Staple Street) investment in Dominion Voting System (Dominion) one of three election
technology vendors responsible for developing, manufacturing and maintaining the vast majority
of voting machines and software in the United States, and to request information about your
firm’s structure and finances as it relates to this company.

Some private equity funds operate under a model where they purchase controlling interests in
companies and implement drastic cost-cutting measures at the expense of consumers, workers,
communities, and taxpayers. Recent examples include Toys “R” Us and Shopko.! For that
reason, we have concerns about the spread and effect of private equity investment in many
sectors of the economy, including the election technology industry—an integral part of our
nation’s democratic process. We are particularly concerned that secretive and “trouble-plagued
companies,”? owned by private equity firms and responsible for manufacturing and maintaining
voting machines and other election administration equipment, “have long skimped on security in
favor of convenience,” leaving voting systems across the country “prone to security problems.”?
In light of these concerns, we request that you provide information about your firm, the portfolio

! Atlantic, “The Demise of Toys ‘R’ Us Is 2 Warning,” Bryce Covert, July/August 2018 issue,
https://www.theatlantic.com/magazine/archive/2018/07/toys-r-us-bankruptcy-private-equity/56 1758/; Axios, “How
workers suffered from Shopko's bankruptcy while Sun Capital made money,” Dan Primack, “How workers suffered
from Shopko's bankruptcy while Sun Capital made money,” June 11, 2019, https://www.axios.com/shopko-
bankruptcy-sun-capital-547b97ba-901¢-4201-92¢c-6d3168357fa3.html.

% ProPublica, “The Market for Votmg Machines ls Broken. This Company Has Thrived in It.,” Jessica Huseman,
October 28, 2019, https:/ : bli k -machines-is-broken-this-company-has-
thrived-in-it.

* Associated Press News, “US Election Integrity Depends on Security-Challenged Firms,” Frank Bajak, October 28,

2019, https://apnews.com/f6876669cb6bdedc98508448e015b4c.
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companies in which it has invested, the performance of those investments, and the ownership and
financial structure of your funds.

Over the last two decades, the election technology industry has become highly concentrated,
with a handful of consolidated vendors controlling the vast majority of the market. In the early
2000s, almost twenty vendors competed in the election technology market.* Today, three large
vendors—Election Systems & Software, Dominion, and Hart InterCivic—collectively provide
voting machines and software that facilitate voting for over 90% of all eligible voters in the
United States.’ Private equity firms reportedly own or control each of these vendors, with very
limited “information available in the public domain about their operations and financial
performance.”® While experts estimate that the total revenue for election technology vendors is
about $300 million, there is no publicly available information on how much those vendors
dedicate to research and development, maintenance of voting systems, or profits and executive
compensation.’

Concentration in the election technology market and the fact that vendors are often “more
seasoned in voting machine and technical services contract negotiations” than local election
officials, give these companies incredible power in their negotiations with local and state
governments. As a result, jurisdictions are often caught in expensive agreements in which the
same vendor both sells or leases, and repairs and maintains voting systems—leaving local officials
dependent on the vendor, and the vendor with little incentive to substantially overhaul and
improve its products.? In fact, the Election Assistance Commission (EAC), the primary federal
body responsible for developing voluntary guidance on voting technology standards, advises
state and local officials to consider “the cost to purchase or lease, operate, and maintain a voting
system over its life span ... [and to] know how the vendor(s) plan to be profitable” when signing
contracts, because vendors typically make their profits by ensuring “that they will be around to
maintain it after the sale.” The EAC has warned election officials that “[i]f you do not manage
the vendors, they will manage you.”*

Election security experts have noted for years that our nation’s election systems and
infrastructure are under serious threat. In January 2017, the U.S. Department of Homeland
Security designated the United States’ election infrastructure as “critical infrastructure” in order
to prioritize the protection of our elections and to more effectively assist state and local election

4 Bloomberg, “Private Equity Controls the Gatekeepers of American Democracy,” Anders Melin and Reade Pickert,
November 3, 2018, https:/www.bloomberg.com/news/articles/2018-11-03/private-equity-controls-the-gatekeepers-
of-american-democracy.

5 Penn Wharton Public Policy Initiative, “The Business of Voting,” July 2018,
https://publicpolicy.wharton.upenn.edw/live/files/270-the-business-of-voting.

S 1d.

71d.

& Brennan Center for Justice, “America’s Voting Machines at Risk,” Lawrence Norden and Christopher Famighetti,
2015, https://www.brennancenter.org/sites/default/files/publications/Americas_Voting_Machines At Ri

Penn Wharton Public Policy Initiative, “The Business of Voting,” July 2018,

https://publicpolicy. wharton.upenn.edw/live/files/270-the-business-of-voting.

2 U.S. Election Assistance Commission, “Ten Things to Know About Selecting a Voting System,” October 14,
2017, https://www.eac.gov/documents/2017/10/14/ten-things-to-know-about-selecting-a-voting-system-
cybersecurity-voting-systems-voting-technology/.
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officials in addressing these risks.!® However, voting machines are reportedly falling apart across
the country, as vendors neglect to innovate and improve important voting systems, putting our
elections at avoidable and increased risk.'! In 2015, election officials in at least 31 states,
representing approximately 40 million registered voters, reported that their voting machines
needed to be updated, with almost every state “using some machines that are no longer
manufactured.”!? Moreover, even when state and local officials work on replacing antiquated
machines, many continue to “run on old software that will soon be outdated and more vulnerable
to hackers.”!3

In 2018 alone “voters in South Carolina [were] reporting machines that switched their votes after
they’d inputted them, scanners [were] rejecting paper ballots in Missouri, and busted machines
[were] causing long lines in Indiana.”™ In addition, researchers recently uncovered previously
undisclosed vulnerabilities in “nearly three dozen backend election systems in 10 states.”'> And,
just this year, after the Democratic candidate’s electronic tally showed he received an improbable
164 votes out of 55,000 cast in a Pennsylvania state judicial election in 2019, the county’s
Republican Chairwoman said, “[n]othing went right on Election Day. Everything went wrong.
That’s a problem.”!¢ These problems threaten the integrity of our elections and demonstrate the
importance of election systems that are strong, durable, and not vulnerable to attack.

Staple Street reportedly owns or has had investments in Dominion, a major election technology
vendor. In order to help us understand your firm’s role in this sector, we ask that you provide
answers to the following questions no later than December 20, 2019.

1. Please provide the disclosure documents and information enumerated in Sections 501
and 503 of the Stop Wall Street Looting Act."

2. Which election technology companies, including all affiliates or related entities, does
Staple Street have a stake in or own? Please provide the name of and a brief
description of the services each company provides.

1° Department of Homeland Security, “Statement by Secretary Jeh Johnson on the Designation of Election
Inﬁ‘astructure as a Critical Infrastructure Subsector,” January 6,2017,

i AP News, “US election integrity depends on security-challenged firms,” Frank Bajak, October 29, 2018,

https://apnews.com/f6876669cb6b4ed4c9850844f8e015b4c; Penn Wharton Public Policy Initiative, “The Business of
Voting,” July 2018, https://publicpolicy.wharton.upenn.edu/live/files/270-the-business-of-voting.

12 Brennan Center for Justice, “America’s Voting Machines at Risk,” Lawrence Norden and Christopher Famighetti,

2015, https://www.brennancenter.org/sites/default/files/publications/Americas_Voting_Machines_At_Risk.pdf.

13 Associated Press, “AP Exclusive: New election systems use vulnerable software,” Tami Abdollah, July 13, 2019,

htips://apnews.com/e5e070c31f3¢497fa%e6875f426ccdel.

4 Vice, “Here’s Why All the Voting Machines Are Broken and the Lines Are Extremely Long,” Jason Koebler and

Matthew Gault, November 6, 2018, https://www.vice.com/en_us/article/59vzgn/heres-why-all-the-voting-machines-
are-broken-and-the-lines-are-extremely-long.

15 Vice, “Exclusive: Critical U.S. Electlon Systems Have Been Left hxposed On]me Despite Oﬁimal Denials,” Kim
Zetter, August 8, 2019, https:
been-left-exposed-online-despite-official-denials.

16 New York Times, “A Pennsylvania Country’s Election Day Nightmare Underscores Voting Machine Concerns,”
Nick Corasaniti, November 30, 2019, https:/www.nytimes.com/2019/11/30/us/politics/pennsylvania-voting-

machines.html.
17 Stop Wall Street Looting Act, S.2155, https://www.congress.gov/bill/116th-congress/senate-bill/2155.
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a. Which election technology companies, including all affiliates or related
entities, has Staple Street had a stake in or owned in the past twenty years?
Please provide the name of and a brief description of the services each
company provides or provided.

b. For each election technology company Staple Street had a stake in or owned
in the past twenty years, including all affiliates or related entities, please
provide the following information for each year that the firm has had a stake
in or owned this company and the five years preceding the firm’s investment.

i. The name of the company
ii. Ownership stake
iii. Total revenue
iv. Net income
v. Percentage of revenue dedicated to research and development
vi. Total number of employees
vii. A list of all state and local jurisdictions with which the company has a
contract to provide election related products or services
viii. Other private-equity firms that own a stake in the company

. Has any election technology company, including all affiliates or related entities, in
which Staple Street has an ownership stake or has had an ownership stake in the last
twenty years, been found to have been in noncompliance with the EAC’s Voluntary
Voting System Guidelines? If so, please provide a copy of each EAC noncompliance
notice received by the company and a description of what steps the company took to
resolve each issue.

4. Has any election technology company, including all affiliates or related entities, in
which Staple Street has an ownership stake or has had an ownership stake in the last
twenty years, been found to have been in noncompliance with any state or local
voting system guidelines or practices? If so, please provide a list of all such instances
and a description of what steps the company took to resolve each issue.

Has any election technology company, including all affiliates or related entities, in
which Staple Street has an ownership stake or has had an ownership stake in the last
twenty years, been found to have violated any federal or state laws or regulations? If
so, please provide a complete list, including the date and description, of all such
violations.

6. Has any election technology company, including all affiliates or related entities, in
which Staple Street has an ownership stake or has had an ownership stake in the last
twenty years, reached a settlement with any federal or state law enforcement entity
related to a potential violation of any federal or state laws or regulations? If so, please
provide a complete list, including the date and description, of all such settlements.
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7. Has any election technology company, including all affiliates or related entities, in
which Staple Street has an ownership stake or has had an ownership stake in the past
twenty years, reached a settlement with any state or local jurisdiction related to a
potential violation of or breach of contract? If so, please provide a complete list,
including the date and description, of all such settlements.

Thank you for your attention to this matter.

Sincerely,

AW/

lizabeth Warren Amy K ar

nited States Senator United States Senator
Ron Wyden Mark Pocan ——
United States Senator Member of Congress
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Declaration of Russell James Ramsland, Jr.

1. My name is Russell James Ramsland, Jr., and I am a resident of Dallas County,
Texas. | submit this declaration pursuant to 28 USC sec 1746. [ am over 18 years of
age. | hold an MBA from Harvard University, and a politicai science degree from
Duke University. [ have worked with the National Aeronautics and Space
Administration {NASA) and the Massachusetts Institute of Technology (MIT), among
other organizations, and have run businesses all over the world, many of which are
highly technical in nature. [have served on technical government panels.

2. 1 am part of the management team of Allied Security Operations Group, LLC,
(ASOG). ASOG is a group of globally engaged professionals who come from various
disciplines to include Department of Defense, Secret Service, Department of
Homeland Security, and the Central Intelligence Agency. It provides a range of
security services, but has a particular emphasis on cybersecurity, open source
investigation and penetration testing of networks. We employ a wide variety of
cyber and cyber forensic analysts. We have patents pending in a variety of
applications from novel network security applications to SCADA (Supervisory
Control and Data Acquisition) protection and safe browsing solutions for the dark
and deep web. For this report, I have relied on these experts and resources.

3. In November 2018, ASOG analyzed audit logs for the central tabulation server of
the ES&S Election Management System (EMS) for the Dallas, Texas, General Election
of 2018. Our team was surprised at the enormous number of error messages that
should not have been there. They numbered in the thousands, and the operator
ignored and overrode all of them. This led to various legal challenges in that
election, and we provided evidence and analysis in some of them.

4. As a result, ASOG initiated an 18-month study into the major EMS providers in
the United States, among which are Dominion that provides EMS services in
Maricopa County and ES&S that provides EMS services in Pima County and
elsewhere in Arizona. We did thorough background research of the literature and
there is confirmed evidence from both Democrat and Republican stakeholders in the
vulnerability of Dominion and ES&S. The State of Texas rejected Dominion's
certification for use there due to vulnerabilities and major vote tampering has been
verified in Dallas County in the 2020 General Election where ES&S operates the EMS
services. Next, we began doing passive penetration testing into the vulnerabilities
described in the literature and confirmed for ourselves that in many cases, past
vulnerabilities already identified were still left open to exploit in the November
2020 election. We also noticed a striking similarity between the approach to
software and EMS systems of ES&S and Dominion. This was logical since they share
a common ancestry in the Diebold voting system.

5. Over the past three decades, almost all of the states have shifted from a relatively
low-technology format to a high-technology format that relies heavily on a handful
of private services companies. These private companies supply the hardware and
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software, often handle voter registrations, hold the voter records, partially manage
the elections, program counting the votes and report the outcomes. Arizonais one
of those states.

6. These systems contain a large number of known vulnerabilities to hacking and
tampering, both when voters express their voting intention by marking an
electronic ballot using ballot marking devices (BMDs) , and at the back end where
the votes are stored, tabulated, and reported by election officials. These
vulnerabilities are well known, and experts in the field have written extensively
about them.

7. Dominion (“Dominion”) and Election Systems and Software (“ES&S”) are
privately held companies that provide election technologies and services to
government jurisdictions. Numerous counties across the state of Arizona use the
ES&S Election Management System and Maricopa County uses the Dominion
Election Management System. Both systems have options to be an electronic,
paperless voting system with no permanent record of the voter’s choices, or a paper
ballot based system or hybrid of those two.

8. Both ES&S and Dominion Election Management System’s central accumulator fail
to include a very badly needed protected real-time audit log that maintains the date
and time stamps of all significant election events. Key components of the systems
utilize unprotected logs. Essentially this allows the internal operator or an external
attacker the opportunity to arbitrarily add, modify, or remove log entries, causing
the machine to log erroneous election events. The system makes the creation and
maintenance of various logs voluntary, so that the user has a choice to “not retain”
or “conceal” their actions. Further, when logs are left unprotected and can be
altered, they no longer serve the functional purpose of provided a transparent audit
log to the public or election officials.

9. My colleagues and | at ASOG have studied the information that is publicly
available concerning the November 3, 2020, election results. Based on the
significant anomalies and red flags that we have observed, we believe to a
reasonable degree of professional certainty that election results have been
manipulated within the ES&S and Dominion systems in Arizona. As one example,
Dr. Andrew Appel, Princeton Professor of Computer Science and Election Security
Expert has observed, with reference to Dominion Voting machines, “I figured out
how to make a slightly different computer program that just before the polls were
closed it switches some votes around from one candidate to another. I wrote that
computer program into a memory chip and now to hack a voting machine you just
need 7 minutes alone with it and a screwdriver.” We list below other red flags that
our team has uncovered.

10. One red flag where Dominion is used has been seen in Antrim County, Michigan.
There we have seen reports of 6,000 votes that were electronically switched from
Donald Trump to Joe Biden and were only discoverable through a hand counted
manual recount. While the first reports have suggested that it was due to a “glitch”
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after an update, it was recanted and later attributed to “clerical error.” This change
is important because if it were not due to clerical error, but due to a “glitch”
emanating from an update, the system would be required to be “re-certified”
according to Dominion officials. This was not done. We are skeptical of these
assurances as we know firsthand this has many other plausible explanations and a
full investigation of this event needs to be conducted as there are a reported 47
other counties using essentially the same system in Michigan. Itis our belief (based
on the information we have acquired to this point) that the problem most likely did
occur due to a glitch where an update file didn’t properly synchronize the ballot
barcode generation and reading portions of the system. If that is indeed the case,
there is no reason to assume this would be an isolated error only in Michigan. This
“glitch” would either cause the vote to be misread and directed to another candidate
on the ballot or cause the entire ballot upload batch to read as zero in the tabulation
processor. This in turn hands over the electronic system to an operator at the
voting site with full control to allocate votes between candidates for the entire batch
of ballots. We have also observed that provisional ballots were accepted properly
but in-person ballots were being rejected (zeroed out and/or changed - flipped).
Because of the highly vulnerable nature of these systems to error and exploits, it is
my professional opinion based on a reasonable degree of certainty that in Maricopa
Co. these systems may have experienced the same problem and switched votes from
one Presidential candidate to the other.

11. In Dallas County where ES&S is used, the voter records during early voting were
captured each day for those voters who cast ballots either in person or by mail-in
and catalogued using the hash totals to provide an absolute unique identifier. As
required by state law, the Dallas County Elections Department published the Daily
Vote Roster for all voters who cast ballots during Absentee and In-Person Early
Voting. The Roster contained the VoterID, name, address, type of vote, and various
dates associated with every Early-Voting vote cast. Dallas County claims its source
of roster data was the In-Person Electronic Poll Books, and the Absentee Ballot
scanners. Dallas County has claimed that entry into the Vote Roster can only be done
by a registered Dallas County voter who either appeared In-Person or by Absentee
Ballot. The computer that generated the roster was apparently hacked between

October 7 and October 30. During that period tens of thousands of vote records
were purged, added, or edited from the ES&S generated Vote Roster.

Specifically, over this period, 53,485 voter records had their hash identifier changed,
meaning the vote was tampered with. In most cases, this tampering took the form of
purging the vote, and then re-constituting it in some form or fashion, but with a
change in the hash total meaning the vote was somehow changed. This translates
into approximately 107,000 hacked votes in Dallas County alone for ES&S. Ten
blocks of voters on Westminster Street in Highland Park had their votes purged and
then some of them were selectively re-instated at a later date with changes from the
vote intended by the voter as originally recorded. People who double voted were
catalogued as well as dead people who voted, people with no VUID voted (800 of
them), unregistered university students voted, and people living abroad who claim a
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Dallas Residence for voting purposes, but who in a spot check are unknown to the
residences they list in the ES&S system. A short list of them includes:

Voters
Who
Country Voted
Mexico 118
Guatemala 9
Nicaragua 4
Kenya 18
Canada 154
Ireland 34
China 62
Australia 105
504

In plain English, at the instant before a voter casts a ballot there is a one-to-one
relationship between the voter and their ballot as well as a one-to-one association
between the voter and their votes,

At the instant that ballot is cast, the one-to-one relationship between the voter and
ballot still exist, but the relationship between the voter and their votes is gone. No
one can know how they voted. The key security check on voting integrity is the
absolute match between the number of voters in the Vote Roster and the number of
ballots counted. If these numbers do not match, either physical ballots were added
or removed from the Ballot Counter or "voters” were added or removed from the
Vote Roster. In either case, the election has been compromised and the election is
nothing more than a lottery. Tens of thousands of Vote Roster entries were
undeniably purged and other tens of thousand of entries apparently created out of
thin air, using the ES&S EMS system.

12. Equally troubling in Dallas County and the ES&S System is the apparent ease of
targeting within the system of certain groups for purging. Over 92% of PURGED In-
Person and Absentee voters were over 65. This makes clear the system is easily
manipulated by inside or outside actors and this is the system used in much of
Arizona, especially in Pima Co.
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Who Purged the Baby Boomers?
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13. Where ES&S is concerned, a statistical red flag can be observed in Pima
County where public data reveals 66 percent of precincts (164 of 248) contain voter
turn-out above 80%, according to county records. Further if these public data votes
were normalized to 80% turnout (still 2%+ /- above any previous turnout), the
excess votes are at least 32,374 over the maximum that could be expected. A sample
of this is shown in the table below.

2020 Voter
2020 Precinct Turnout
Pima - Precinct 145 95%
Pima - Precinct 205 94%
Pima - Precinct 216 93%
Pima - Precinct 186 93%
Pima - Precinct 200 93%
Pima - Precinct 195 93%
Pima - Precinct 74 93%
Pima - Precinct 127 93%
Pima - Precinct 172 93%
Pima - Precinct 77 92%
Pima - Precinct 169 92%
Pima - Precinct 207 92%
Pima - Precinct 228 92%
Pima - Precinct 187 92%
Pima - Precinct 213 92%
Pima - Precinct 84 92%
Pima - Precinct 194 92%
Pima - Precinct 193 92%

Pima - Precinct 125 92%
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Pima - Precinct 220 92%
Pima - Precinct 173 92%
Pima - Precinct 210 92%
Pima - Precinct 141 91%
Pima - Precinct 212 91%
Pima - Precinct 12 91%
Pima - Precinct 131 91%
Pima - Precinct 106 91%
Pima - Precinct 240 91%
Pima - Precinct 61 91%
Pima - Precinct 199 91%
Pima - Precinct 171 91%
Pima - Precinct 56 91%
Pima - Precinct 46 91%
Pima - Precinct 184 91%
Pima - Precinct 241 91%

14. A similar outcome can be seen in many precincts in Maricopa County where
Dominion is the EMS service provider. Here, public data reveals 54 percent of
precincts (300 of 558) contain voter turn-out above 80%, according to county
records. Further if these public data votes were normalized to 80% turnout (still
2%+ /- above any previous turnout), the excess votes are at least 68,350 over the
maximum that could be expected. A sample of this is shown in the table below.

2020 Voter
2020 Precinct Turnout
Maricopa - OVAL 94%
Maricopa - GRAND 94%
Maricopa - RIMROCK 93%
Maricopa - BLACK GOLD 93%
Maricopa - LA SOLANA 93%
Maricopa - PALISADES 93%
Maricopa - SOLCITO 92%
Maricopa - BLTMORE 92%
Maricopa - GRAYHAWK 92%
Maricopa - TERRAVITA 92%
Maricopa - WILDER 92%
Maricopa - SAGUARQ 92%
Maricopa - VISTANCIA 92%
Maricopa - AVIANO 92%
Maricopa - FESTIVAL 91%
Maricopa - DEL JOYA 91%
Maricopa - PEAK VIEW 91%
Maricopa - CAREFREE 91%
Maricopa - ALEXANDER 91%
Maricopa - CLIFFVIEW 91%
Maricopa - NORTON 91%

Maricopa - CALAVEROS 91%
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Maricopa - CANYON 91%
Maricopa - SKY HAWK 91%
Maricopa - WESTBROOK 91%
Maricopa - EASTMARK 91%
Maricopa - BLUE SKY 91%
Maricopa - RIO VERDE 91%
Maricopa - WOLF RUN 91%
Maricopa - ALPACA 91%

Together, these 2 red flag anomalies account for 100,724 votes that must be
regarded with deep suspicion, especially in light of the known and published,
demonstrable vulnerabilities of both election systems as shown in other areas.

15. The following data strongly suggests that the additive algorithm (a feature
enhancement referred to as “ranked choice voting algorithm” or “RCV”) was
activated in the code as shown in the Democracy Suite EMS Results Tally and
Reporting User Guide, Chapter 11, Settings 11.2.2. It reads in part, “RCV METHOD:
This will select the specific method of tabulating RCV votes to electa winner.”
For instance, blank ballots can be entered into the system and treated as “write-ins.”
Then the operator can enter an allocation of the write-ins among candidates as he or
she wishes. The result then awards the winner based on “points” that the algorithm
computes, not actual voter votes. The fact that we observed the percentage of the
votes submitted in each batch that went towards a candidate remain unchanged for
a series of time and for a number of consecutive batches is extremely concerning. In
the following graph, the Blue votes indicate the percentage of the batch that went
for Biden in Arizona according to the Edison data reported to the NYT. The red lines
and arrows indicate the impossible consistencies. The statistical impossibility of the
consistent percentage reported to Biden approaches zero. This makes clear an
algorithm in the election system is allocating votes based on a percentage.

ﬂﬁ,iMu _____ Wh D |

Impossible consistency in percentage of votes counted

16. Yet another statistical red flag in Arizona starts with an improbable, and
possibly impossible spike in processed votes. A time series and location specific
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analysis would determine whether the equipment on hand at any location would
have even been capable of processing this many ballots in the time represented. In
Michigan, we have already observed this phenomenon, even though it was
physically impossible.

ARIZONA

“FIXING” THE VOTE

=
&
E
= Nov. 3rd
=  8:06:40 pm
+143,100 votes
(Maricopa & Pima)
NUMBER OF VOTES PROCESSED & THE TIME AT WHICH THEY PROCESSED '
L ]l
ELECTION DAY NOV4-10
L ]
NOV3 - NOV 10 *DATA SOURCED FROM NEW YORK TIMES
- Mathematical evidence of the seeding “injection™ of votes at the beginning
SUMM AHY - A spike means that a large number of votes were injected into the totals
- A normal vote pattern would look like a natural progression — smooth without

extreme jumps

This spike, cast almost exclusively for Biden, could easily be explained by the
Dominion EMS control system by pre-loading batches of blank ballots in files such as
Write-Ins or other adjudication-type files then casting them almost all for Biden
using the Override Procedure (to cast Write-In, Blank, or Error ballots) that is
available to the operator of the system. A few batches of blank ballots electronically
pre-loaded into the adjudication files could easily produce a processed ballot stream
this extreme so that actual paper ballots would not be needed until later to create
“corroboration” for the electronic count. In this case, the first step would be to
forensically test samples of paper ballots to determine if the ballots were real or
fraudulently manufactured.
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Dominion also has a “Blank Ballot Override” function. Essentially a save for later bucket that can
be manually populated later.

OVERRIDE PROCEDURE! - ULl =

14. Based on the foregoing, it is my opinion these statistical anomalies and
impossibilities compels the conclusion to a reasonable degree of professional
certainty that the vote count in Arizona, in particular Maricopa and Pima counties
for candidates for President contain at least 100,724 illegal votes that must be
disregarded.

I declare, under the penalty of perjury, that the foregoing is correct.

12/1 /2020
Date/ /
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October 30, 2020

Iranian Advanced Persistent Threat Actor
Identified Obtaining Voter Registration Data
SUMMARY

This advisory uses the MITRE Adversarial Tactics, Techniques, and Common Knowledge
(ATT&CK®) framework. See the ATT&CK for Enterprise framework for all referenced threat actor
techniques.

This joint cybersecurity advisory was coauthored by the Cybersecurity and Infrastructure Security
Agency (CISA) and the Federal Bureau of Investigation (FBI). CISA and the FBI are aware of an
Iranian advanced persistent threat (APT) actor targeting U.S. state websites—to include election
websites. CISA and the FBI assess this actor is responsible for the mass dissemination of voter
intimidation emails to U.S. citizens and the dissemination of U.S. election-related disinformation in
mid-October 2020." (Reference FBI FLASH message ME-000138-TT, disseminated October 29,
2020). Further evaluation by CISA and the FBI has identified the targeting of U.S. state election
websites was an intentional effort to influence and interfere with the 2020 U.S. presidential election.

TECHNICAL DETAILS

Analysis by CISA and the FBI indicates this actor scanned state websites, to include state election
websites, between September 20 and September 28, 2020, with the Acunetix vulnerability scanner
(Active Scanning: Vulnerability Scanning [11595.002]). Acunetix is a widely used and legitimate web
scanner, which has been used by threat actors for nefarious purposes. Organizations that do not
regularly use Acunetix should monitor their logs for any activity from the program that originates from
IP addresses provided in this advisory and consider it malicious reconnaissance behavior.

Additionally, CISA and the FBI observed this actor attempting to exploit websites to obtain copies of
voter registration data between September 29 and October 17, 2020 (Exploit Public-Facing

1 See FBI FLASH, ME-000138-TT, disseminated 10/29/20, https://www.ic3.gov/Media/News/2020/201030.pdf.
This disinformation (hereinafter, “the propaganda video”) was in the form of a video purporting to misattribute
the activity to a U.S. domestic actor and implies that individuals could cast fraudulent ballots, even from
overseas. hitps://www.odni.gov/index.php/newsroom/press-releases/item/2162-dni-john-ratcliffe-s-remarks-at-

press-conference-on-election-security.

To report suspicious or criminal activity related to information found in this Joint Cybersecurity Advisory, contact
your local FBI field office at www.fbi.gov/contact-us/field, or the FBI's 24/7 Cyber Waich (CyWatch) at
(855) 292-3937 or by e-mail at CyWatch@fbi.gov. When available, please include the following information
regarding the incident: date, time, and location of the incident; type of activity; number of people affected; type of
equipment used for the activity; the name of the submitting company or organization; and a designated point of
contact. To request incident response resources or technical assistance related to these threats, contact CISA at

Central@cisa.dhs.qov.

This document is marked TLP:WHITE. Disclosure is not limited. Sources may use TLP:WHITE when information
carries minimal or no foreseeable risk of misuse, in accordance with applicable rules and procedures for public
release. Subject to standard copyright rules, TLP:WHITE information may be distributed without restriction.
For more information on the Traffic Light Protocol, see htips://us-cert.cisa.qgov/tlp.
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Application [T1190]). This includes attempted exploitation of known vulnerabilities, directory traversal,
Structured Query Language (SQL) injection, web shell uploads, and leveraging unique flaws in
websites.

CISA and the FBI can confirm that the actor successfully obtained voter registration data in at least
one state. The access of voter registration data appeared to involve the abuse of website
misconfigurations and a scripted process using the cURL tool to iterate through voter records. A
review of the records that were copied and obtained reveals the information was used in the
propaganda video.

CISA and FBI analysis of identified activity against state websites, including state election websites,
referenced in this product cannot all be fully attributed to this Iranian APT actor. FBI analysis of the
Iranian APT actor’s activity has identified targeting of U.S. elections’ infrastructure (Compromise
Infrastructure [T1584]) within a similar timeframe, use of IP addresses and IP ranges — including
numerous virtual private network (VPN) service exit nodes — which correlate to this Iran APT actor
(Gather Victim Host Information [T1592)]), and other investigative information.

Reconnaissance

The FBI has information indicating this Iran-based actor attempted to access PDF documents from
state voter sites using advanced open-source queries (Search Open Websites and Domains [T1539]).
The actor demonstrated interest in PDFs hosted on URLs with the words “vote” or “voter” and
“registration.” The FBI identified queries of URLSs for election-related sites.

The FBI also has information indicating the actor researched the following information in a suspected
attempt to further their efforts to survey and exploit state election websites.

YOURLS exploit

Bypassing ModSecurity Web Application Firewall

Detecting Web Application Firewalls

SQLmap tool

Acunetix Scanning

CISA’s analysis identified the scanning of multiple entities by the Acunetix Web Vulnerability scanning
platform between September 20 and September 28, 2020 (Active Scanning: Vulnerability Scanning

[T1595.002]).

The actor used the scanner to attempt SQL injection into various fields in
/registration/registration/details with status codes 404 or 500:

/registration/registration/details?addresscity=-1 or 3*2<(0+5+513-513) --
&addressstreetl=xxxxx&btnbeginregistration=begin voter
registration&btnnextelectionworkerinfo=next&btnnextpersonalinfo=next&btnnextresde
tails=next&btnnextvoterinformation=next&btnsubmit=submit&chkageverno=on&chkagever
yes=on&chkcitizenno=on&chkcitizenyes=on&chkdisabledvoter=on&chkelectionworker=on&
chkresprivate=1&chkstatecancel=on&dlnumber=1&dob=xxxx/x/x&email=sample@email . tst&
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firstname=xxxxx&gender=radio&hdnaddresscity=&hdngender=&last4ssn=xxxxx&lastname=x
xxxxinjjeuee&mailaddresscountry=sample@xxx.xxx&mailaddresslinel=sample@email.tst&
mailaddressline2=sample@xxx.xxx&mailaddressline3=sample@xxx.xxx&mailaddressstate=
aa&mailaddresszip=sample@xxxx.xxx&mailaddresszipex=sample@xxx.xxx&middlename=xxxx
x&overseas=1&partycode=a&phonenol=xxx=-xxX=-XxXxx&phoneno2=xxx=-xxx-
xxxx&radio=consent&statecancelcity=xxxxxxx&statecancelcountry=usa&statecancelstat
e=XXaa&statecancelzip=xxxxx&statecancelzipext=xxxxx&suffixname=esq&txtmailaddress
city=sample@xxx.xxx

Requests
The actor used the following requests associated with this scanning activity.

2020-09-26 13:12:56 x.x.x.x GET /x/x v[$acunetix]=1 443 - X.X.X.X
Mozilla/5.0+(Windows+NT+6.1;+WOW64 )+AppleWebKit/537.21+(KHTML, +1ike+Gecko)+Chrome/41.
0.2228.0+Safari/537.21 - 200 @ @ ©

2020-09-26 13:13:19 X.X.x.x GET /x/x voterid[$acunetix]=1 443 - Xx.X.X.X
Mozilla/5.0+(Windows+NT+6.1;+WOW64)+AppleWebKit/537.21+(KHTML,+1ike+Gecko)+Chrome/41.
0.2228.0+Safari/537.21 - 200 © @ 1375

2020-09-26 13:13:18 .X.x.x GET /x/x voterid=;print(md5(acunetix_wvs_security test));
443 - X.X.X.X

User Agents Observed
CISA and FBI have observed the following user agents associated with this scanning activity.

Mozilla/5.0+(Windows+NT+6.1; +WOW64)+AppleWebKit/537.21+(KHTML,+1ike+Gecko)+Chrome
/41.0.2228.0+Safari/537.21 - 500 0 0 @

Mozilla/5.0+(X11;+U;+Linux+x86_64;+en-
US;+rv:1.9b4)+Gecko/2008031318+Firefox/3.0b4

Mozilla/5.0+(X11;+U;+Linux+i686;+en~-
US;+rv:1.8.1.17)+Gecko/20080922+Ubuntu/7.10+(gutsy)+Firefox/2.0.0.17

Exfiltration
Obtaining Voter Registration Data

Following the review of web server access logs, CISA analysts, in coordination with the FBI, found
instances of the cURL and FDM User Agents sending GET requests to a web resource associated
with voter registration data. The activity occurred between September 29 and October 17, 2020.
Suspected scripted activity submitted several hundred thousand queries iterating through voter
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identification values, and retrieving results with varying levels of success [Gather Victim Identity
Information (T1589)]. A sample of the records identified by the FBI reveals they match information in
the aforementioned propaganda video.

Requests
The actor used the following requests.

2020-10-17 13:07:51 x.x.X.x GET /x/x voterid=XXXX1 443 - x.x.X.x curl/7.55.1 -
200 0 O 1406

2020-10-17 13:07:55 x.x.X.x GET /x/x voterid=XXXX2 443 - x.Xx.x.X curl/7.55.1 - 200 ©
0 1390

2020-10-17 13:07:58 x.Xx.x.X GET /x/x voterid=XXXX3 443 - x.Xx.X.x curl/7.55.1 - 200 ©
@ 1625

2020-10-17 13:08:00 x.x.x.X GET /x/x voterid=XXXX4 443 - x.x.x.x curl/7.55.1 - 200 ©
@ 1390

Note: incrementing voterid values in ¢s_uri_query field
User Agents
CISA and FBI have observed the following user agents.

FDM+3. X
curl/7.55.1

Mozilla/5.0+(Windows+NT+6.1; +WOW64)+AppleWebKit/537.21+(KHTML,+1ike+Gecko)+Chrome
/41.0.2228.0+Safari/537.21 - 500 @ 0 ©
Mozilla/5.0+(X11;+U;+Linux+x86_64;+en-US;+rv:1.9b4)+Gecko/2008031318+Firefox/3.0b4

See figure 1 below for a timeline of the actor’s malicious activity.
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TECHNICAL FINDINGS
Acunetix WVS B
Acunetix WVS )
Acunetix WVS = )
SQL Injection Attempts E ]

Voter Records Retrieved via curl

Figure 1: Overview of malicious activity

MITIGATIONS

Detection

Acunetix Scanning

Organizations can identify Acunetix scanning activity by using the following keywords while
performing log analysis.

e $acunetix
e acunetix_wvs_security_test

Indicators of Compromise
For a downloadable copy of IOCs, see AA20-304A .stix.

Disclaimer: Many of the IP addresses included below likely correspond to publicly available VPN
services, which can be used by individuals all over the world. Although this creates the potential for
false positives, any activity listed should warrant further investigation. The actor likely uses various IP
addresses and VPN services.

The following IPs have been associated with this activity.

o 102.129.239[.]185 (Acunetix Scanning)
e 143.244 38[.]60 (Acunetix Scanning and cURL requests)
o 45.139.49[.]228 (Acunetix Scanning)

e 156.146.54[.]90 (Acunetix Scanning)

e 109.202.111[.]236 (cURL requests)

e 185.77.248[.]17 (cURL requests)

o 217.138.211[.]249 (cURL requests)

e 217.146.82[.]207 (cURL requests)

e 37.235.103[.]85 (cURL requests)

e 37.235.98[.]164 (cURL requests)

e 70.32.5[.]96 (cURL requests)
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e 70.32.6[.]20 (cURL requests)

e 70.32.6[.]8 (cURL requests)

e 70.32.6[.]97 (cURL requests)

e 70.32.6[.]198 (cURL requests)

o 77.243.191[.]21 (cURL requests and FDM+3.x (Free Download Manager v3)
enumeration/iteration)

e 92.223.89[.]73 (cURL requests)

CISA and the FBI are aware the following I0Cs have been used by this Iran-based actor. These IP
addresses facilitated the mass dissemination of voter intimidation email messages on October 20,
2020.

e 195.181.170[.]244 (Observed September 30 and October 20, 2020)
e 102.129.239[.]1185 (Observed September 30, 2020)
e 104.206.13[.]27 (Observed September 30, 2020)

e 154.16.93[.]125 (Observed September 30, 2020)

e 185.191.207[.]1169 (Observed September 30, 2020)
e 185.191.207[.]152 (Observed September 30, 2020)
o 194.127.172[.]198 (Observed September 30, 2020)
e 194.35.233[.]83 (Observed September 30, 2020)

e 198.147.23[.]1147 (Observed September 30, 2020)
o 198.16.66[.]139(Observed September 30, 2020)

e 212.102.45[]3 (Observed September 30, 2020)

e 212.102.45[.]158 (Observed September 30, 2020)

e 31.168.98[.]73 (Observed September 30, 2020)

e 37.120.204[.]1156 (Observed September 30, 2020)
e 5.160.253[.]50 (Observed September 30, 2020)

e 5.253.204[.]174 (Observed September 30, 2020)

o 64.44.81[.]68 (Observed September 30, 2020)

e 84.17.45[.]218 (Observed September 30, 2020)

e 89.187.182[.]1106 (Observed September 30, 2020)
e 89.187.182[.]111 (Observed September 30, 2020)
e 89.34.98[.]114 (Observed September 30, 2020)

e 89.44.201[.]211 (Observed September 30, 2020)

Recommendations

The following list provides recommended self-protection mitigation strategies against cyber
techniques used by advanced persistent threat actors:

e Validate input as a method of sanitizing untrusted input submitted by web application users.
Validating input can significantly reduce the probability of successful exploitation by providing
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protection against security flaws in web applications. The types of attacks possibly prevented
include SQL injection, Cross Site Scripting (XSS), and command injection.

e Audit your network for systems using Remote Desktop Protocol (RDP) and other internet-
facing services. Disable unnecessary services and install available patches for the services in
use. Users may need to work with their technology vendors to confirm that patches will not
affect system processes.

o Verify all cloud-based virtual machine instances with a public IP, and avoid using open RDP
ports, unless there is a valid need. Place any system with an open RDP port behind a firewall
and require users to use a VPN to access it through the firewall.

e Enable strong password requirements and account lockout policies to defend against brute-
force attacks.

e Apply multi-factor authentication, when possible.

¢ Maintain a good information back-up strategy by routinely backing up all critical data and
system configuration information on a separate device. Store the backups offline, verify their
integrity, and verify the restoration process.

e Enable logging and ensure logging mechanisms capture RDP logins. Keep logs for a
minimum of 90 days and review them regularly to detect intrusion attempts.

e When creating cloud-based virtual machines, adhere to the cloud provider's best practices for
remote access.

¢ Ensure third parties that require RDP access follow internal remote access policies.

¢ Minimize network exposure for all control system devices. Where possible, critical devices
should not have RDP enabled.

¢ Regulate and limit external to internal RDP connections. When external access to internal
resources is required, use secure methods, such as a VPNs. However, recognize the security
of VPNs matches the security of the connected devices.

e Use security features provided by social media platforms; use strong passwords, change
passwords frequently, and use a different password for each social media account.

o See CISA’s Tip on Best Practices for Securing Election Systems for more information.

General Mitigations
Keep applications and systems updated and patched

Apply all available software updates and patches and automate this process to the greatest extent
possible (e.g., by using an update service provided directly from the vendor). Automating updates and
patches is critical because of the speed of threat actors to create new exploits following the release of
a patch. These “N-day” exploits can be as damaging as zero-day exploits. Ensure the authenticity and
integrity of vendor updates by using signed updates delivered over protected links. Without the rapid
and thorough application of patches, threat actors can operate inside a defender’s patch cycle.?

2 NSA "NSA'S Top Ten Cybersecurity Mitigation Strategies" https://www.nsa.gov/Portals/70/documents/what-
we-do/cybersecurity/professional-resources/csi-nsas-top 10-cybersecurity-mitigation-strategies.pdf
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Additionally, use tools (e.g., the OWASP Dependency-Check Project tool®) to identify the publicly
known vulnerabilities in third-party libraries depended upon by the application.

Scan web applications for SQL injection and other common web vulnerabilities

Implement a plan to scan public-facing web servers for common web vulnerabilities (e.g., SQL
injection, cross-site scripting) by using a commercial web application vulnerability scanner in
combination with a source code scanner.* Fixing or patching vulnerabilities after they are identified is
especially crucial for networks hosting older web applications. As sites get older, more vulnerabilities
are discovered and exposed.

Deploy a web application firewall

Deploy a web application firewall (WAF) to prevent invalid input attacks and other attacks destined for
the web application. WAFs are intrusion/detection/prevention devices that inspect each web request
made to and from the web application to determine if the request is malicious. Some WAFs install on
the host system and others are dedicated devices that sit in front of the web application. WAFs also
weaken the effectiveness of automated web vulnerability scanning tools.

Deploy techniques to protect against web shells

Patch web application vulnerabilities or fix configuration weaknesses that allow web shell attacks, and
follow guidance on detecting and preventing web shell malware.®> Malicious cyber actors often deploy
web shells—software that can enable remote administration—on a victim’s web server. Malicious
cyber actors can use web shells to execute arbitrary system commands commonly sent over HTTP or
HTTPS. Attackers often create web shells by adding or modifying a file in an existing web application.
Web shells provide attackers with persistent access to a compromised network using communications
channels disguised to blend in with legitimate traffic. Web shell malware is a long-standing, pervasive
threat that continues to evade many security tools.

Use multi-factor authentication for administrator accounts

Prioritize protection for accounts with elevated privileges, remote access, or used on high-value
assets.® Use physical token-based authentication systems to supplement knowledge-based factors
such as passwords and personal identification numbers (PINs).” Organizations should migrate away
from single-factor authentication, such as password-based systems, which are subject to poor user

3 https://owasp .ora/www-project-dependency-check/

4 NSA "Defending Against the Exploitation of SQL Vulnerabilities to Compromise a Network"
hitps://apps.nsa.gov/iaarchive/library/ia-quidance/tech-briefs/defending-against-the-exploitation-of-sql-
vulnerabilities-to.cfm

5 NSA & ASD "CyberSecurity Information: Detect and Prevent Web Shell Malware"
hitps://media.defense.qov/2020/Jun/09/2002313081/-1/-1/0/CSI-DETECT-AND-PREVENT-WEB-SHELL -
MALWARE-20200422.PDF

6 https://us-cert.cisa.qov/cdm/event/Identifying-and-Protecting-High-Value-Assets-Closer-Look-Governance-
Needs-HVAs

" NSA "NSA'S Top Ten Cybersecurity Mitigation Strategies" https://www.nsa.gov/Portals/70/documents/what-
we-do/cybersecurity/professional-resources/csi-nsas-top 10-cybersecurity-mitigation-strategies.pdf
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choices and more susceptible to credential theft, forgery, and password reuse across multiple
systems.

Remediate critical web application security risks

First, identify and remediate critical web application security risks. Next, move on to other less critical
vulnerabilities. Follow available guidance on securing web applications 8210

How do | respond to unauthorized access to election-related systems?
Implement your security incident response and business continuity plan

It may take time for your organization’s IT professionals to isolate and remove threats to your systems
and restore normal operations. In the meantime, take steps to maintain your organization’s essential
functions according to your business continuity plan. Organizations should maintain and regularly test
backup plans, disaster recovery plans, and business continuity procedures.

Contact CISA or law enforcement immediately

To report an intrusion and to request incident response resources or technical assistance, contact
CISA (Central@cisa.gov or 888-282-0870) or the FBI through a local field office or the FBI's Cyber
Division (CyWatch@ic.fbi.gov or 855-292-3937).

RESOURCES

e CISA Tip: Best Practices for Securing Election Systems

o CISA Tip: Securing Voter Registration Data

e CISA Tip: Website Security

o CISA Tip: Avoiding Social Engineering and Phishing Attacks

e CISA Tip: Securing Network Infrastructure Devices

e Joint Advisory: Technical Approaches to Uncovering and Remediating Malicious Activity

e CISA Insights: Actions to Counter Email-Based Attacks on Election-related Entities

¢ FBIl and CISA Public Service Announcement (PSA): Spoofed Internet Domains and Email
Accounts Pose Cyber and Disinformation Risks to Voters

¢ FBIl and CISA PSA: Foreign Actors Likely to Use Online Journals to Spread Disinformation
Reagarding 2020 Elections

o FBIl and CISA PSA: Distributed Denial of Service Attacks Could Hinder Access to Voting
Information, Would Not Prevent Voting

e FBIl and CISA PSA: False Claims of Hacked Voter Information Likely Intended to Cast Doubt
on Legitimacy of U.S. Elections FBI and CISA PSA: Cyber Threats to Voting Processes Could
Slow But Not Prevent Voting

- NSA “Bu1ld|ng Web Apphcatlons Secunty for Developers https: //aggs nsa. gov/raarchlve/hbramla-
i d

9 https://owasp.org/www-project-top-ten/

10
https://cwe.mitre.ora/top25/archive/2020/2020 cwe top25.html
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e FBIl and CISA PSA: Foreign Actors and Cybercriminals Likely to Spread Disinformation
Reqgarding 2020 Election Resulis
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Declaration of Matthew Bromberg Ph.D

December 1, 2020

Pursuant to 28 U.S.C Section 1746, I, Matthew Bromberg, make the following declaration.

1. T am over the age of 21 years and I am under no legal disability, which would prevent me from
giving this declaration.

2. Matthew Bromberg has a Ph.D in Electrical Engineering from the University of California at
Davis and a Masters degree in Mathematics from the University of California at Berkeley. I
have been employed, for over 28 years, in the signal processing and wireless signal processing
domain, with an emphasis on statistical signal processing. I have published numerous journal
and conference articles. Additionally, T have held Top Secret and SAP clearances and I am
an inventor of nearly 30 patents, one of which has over 1000 citations in the field of MIMO
communications (Multiple Input Multiple Output).

3. I reside at 4303 West Eaglerock Pl., Wenatchee WA, 98801.

4. Given the data sources referenced in this document, I assert that in Georgia, Pennsylvania and
the city of Milwaukee, a simple statistical model of vote fraud is a better fit to the sudden jump
in Biden vote percentages among absentee ballots received later in the counting process of the
2020 presidential election. It is also a better fit when constrained to a single large Metropolitan
area such as Milwaukee..

5. Given the same data sources, I also assert that Milwaukee precincts exhibit statistical anomalies
that are not normally present in fair elections.. The fraud model hypothesis in Milwaukee has
a posterior probability of 100% to machine precision. This model predicts 105,639 fraudulent
Biden ballots in Milwaukee.

6. I assert that the data suggests aberrant statistical anomalies in the vote counts in Michigan,
when observed as a function of time.

7. T assert that the data implies statististical anomalies supportive of vote switching in Maricopa
county Arizona.

Signature:

Supporting evidence for the assertions in (4) and 5 is provided in the following pages.
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1 Impact of Fraud on the Election

In the analysis that follows, it is possible to obtain rough estimates on how vote fraud could possibly
have effected the election. In Georgia, there is evidence that votes were actually switched from Trump
to Biden. As many as 51,110 Biden votes were fraudulent and as many as 51,110 votes could be added
to Trump. An audit to determine vote switching will be more difficult, since it is likely the Trump
ballots have been destroyed in Georgia, based on reports of ballots being shredded there. If instead we
presume that Bidens fraudulent votes were simply added to the totals, then we estimate that 104,107
ballots should be removed from Biden’s totals.

In Pennsylvania, from just one batch of absentee ballots, approximately 72668 of them are estimated
to be fraudulent Biden votes. Our analysis of Milwaukee shows that 105,639 Biden ballots could be
fraudulent. Moreover there is evidence of vote switching here, which might give as many as 42365
additional ballots to Trump, and remove the same from Biden.

Michigan yields an estimate of 237,140 fraudulent Biden votes added to the total, using conservative
estimates of the Biden percentage among the new ballots.

2 Statistical Model

The simplest statistical model for computing the probabilities for an election outcome is a binomial
distribution, which assigns a probability p for a given person within the population to select a candidate.
If we assume that each person chooses their candidate independently, then we obtain the Binomial
distribution in the form,

P(HIN) = wCip* (1= p)¥ ", (1)

where P(k|N) is the probability that you observe k votes for a candidate in a population of N voters,
and where yC}, is the number of ways to choose k people out of a group of N people.

For larger N, the binomial distribution can be approximated by a Gaussian distribution, which is
used in the election fraud analysis in [1]. The chief reason for this is the difficulty of computing P(k|N)
for large N and k. However this problem can be overcome by computing the probabilities in the log
domain and using the log beta function to compute nCj.

For this analysis it is more useful to compute the probabilities as a function of f the observed
fraction of the candidate’s votes. In this formulation we have k = Nf, and N —k = N (1 — f), and
therefore we define the fractional probability as,

By(f) = nCnyp™ (1 - p)NU70 (2)

2.1 Fraud Model

To model voting fraud we assume a fixed fraction « of votes are given to the cheater. The pool of
available voters who actually voted is now N (1 — «). The fraction who actually voted for the cheater
is given by f — . The probability that the fraction f voters reported for the cheater, with the fraction
« stolen, can therefore be written as,

CN,a (f) = BN(lfoz) (f - Oé) : (3)

This is similar to the fraud model used in the election fraud analysis given in [I]. We use the
Binomial distribution directly, rather than the Gaussian distribution, since it should be more accurate
for small N,k or f.

2.2 Posterior Probability of Fraud Model

A hypothesis test can now be set up between the standard voting statistics of (2) vs the statistics of the
fraud model (3). If we use Bayesian inference we can compute an estimate of the posterior probability
of the fraud model. This can be written as,

CN,a(f)PF
Cn.o(f)pr + By(f) (1 —pr)’

P(F|f) =
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Figure 1: Reported Biden Fraction In Illinois vs Time

where pp is the prior probability of fraud. In our investigation we assume fraud is unlikely and set
PF = 0.01.

3 Analysis of Absentee Ballots in the 2020 Election

For this analysis we extracted data from the all_states timeseries.csv file, which can be found at the
internet url: https://wiki.audittheelection.com/index.php/Datasets. We look at the absentee
ballot results near the beginning of the time series and then compare it to the end or the middle of
the period, after a sufficient enough ballots were added.

For the models in Section 2 we assign the probability p of a Biden vote using the final data. This
assumption is actually more favorable to the cheater. As mentioned earlier we set the prior probability
of fraud to pp = 0.01, and the cheating fraction, «, is set to a« = f — p, where f is the observed Biden
fraction in the newly added ballots. This isolates the statistics of the added ballots from the final
observed statistics.

We focus on the absentee ballots, because they are dominated by large democratic cities and there
is no obvious reason why those statistics should change appreciably over time. Furthermore it should
be noted that the start time for this data, mid day Nov. 4., was well after some of the larger absentee
ballot dumps occured.

3.1 Control Case Illinois

We choose Illinois as a control case, since it has a significant number of absentee ballots that were
counted later and provides a fairly clean baseline. The reported Biden fraction vs time is given in
Figure 1.
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Figure 2: Before and Added Biden Fraction

As we can see there is not much change in the Biden statistics from the initial 601,714 absentee
ballots when compared with the 54,117 ballots that were added. This is further shown by the bar
chart in Figure 2.

Using our formula for the posterior probability of fraud in (3) we obtain the probability that the
fraud model is correct of 6.5%. This lends good support to the idea that the Illinois absentee ballots
were counted fairly.

3.2 Analysis of Georgia Absentee Ballots

The Georgia absentee ballot count started at 3,701,005 and 303,988 ballots were added. The Biden
fraction among absentee ballots as a function of time is shown in Figure (3). This plot shows a
statistical abnormality in that the Biden fraction appears to always be increasing. This is statistically
unlikely and is not typically seen in fair elections. Normally you would see a mixture of votes of Biden
and his opponents, and would see random deviation around the asymptote.

We investigate this phenomenon more fully in Figure (4). The added ballots have a Biden percent-
age of around 70%, while the initial statitics were at 50%. This is a very large jump for such a large
sample size and seems very unlikely. Indeed the probability that the fraud model is correct is 100%,
up to the precision of double floating point arithmetic.

Assuming that the prior absentee ballot distribution is the correct one, we can form a simple
prediction for how many of Biden’s ballots were fraudulent. Let N7 = 303, 988, the number of ballots
added, and let B = 189,497 be the number of Biden votes in this new batch. If the fraction of Biden
votes should actually be f = 0.509. Let = be the proposed number of fraudulent Biden votes, then we
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This would suggest that 104,107 ballots were fraudulently manufactured for Biden. If we presume
that actually those ballots were switched from Trump to Biden then as many as 19% of the new
absentee ballots for Biden were fraudulent, which totals around 51,110 ballots that should be removed
from Biden’s totals and added to Trump. We shall see in Section 6, that there is substantial evidence
that some Trump votes were actually switched to Biden votes.

3.3 Analysis of Pennsylvania Absentee Ballots

The Pennsylvania absentee ballot count started at 785,473 and 319,741 ballots were added at 39 hours
after the start of the data record. The Biden fraction among absentee ballots as a function of time is
shown in Figure (5). This plot shows some oddities in that the Biden fraction fluctuates with large
deviations.

In Figure (6) we see the initial Biden percentage compared with the Biden percentage of the added
ballots over the first 39 hours. The added ballots have a Biden percentage of around 83%, while the
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Figure 4: Before and After Biden Fraction in Georgia

initial statistics were at 78%. This is a very large jump for such a large sample size and seems very
unlikely. Indeed the probability that the fraud model is correct is 100%, up to the precision of double
floating point arithmetic.

If we just examine the initial large batch of votes among the absentee ballots, we see an unexplained
jump of 5% for Biden. Although it is likely that most of the fraud, if any, occurred earlier in the vote
count, just this batch of ballots suggests that approximately 72668 Biden ballots are fraudulent. If we
presume that the votes were stolen from Trumps votes, then 15987 Biden ballots are fraudulent and
should be added to Trump’s total.

4 Analysis of Milwaukee County in Wisconsin

We now switch our analysis to a data set that contains precinct data for Milwaukee county. The
data was obtained from the twitter acount of @shylockh, who derived his sources from the New York
Times and in some cases from the unofficial precinct reports from the Wisconsin elections commision
website. We examine vote percentages for ballots added between Wednesday morning, 11,/04/2020
and Thursday night 11/05/2020.

This data set gives the total vote count by party affiliation. Because the data set is confined to
Milwaukee, we can assume that the statistics should not be time varying. The voting pool here is
highly partisan in favor of democrats and we don’t expect any significant difference in the voting
percentage, especially since a large number of absentee ballots were already counted by Wednesday
morning.
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4.1 Analysis of Milwaukee County Democrat results

The percentage of democrat voters increases by 15% among the ballots added on Wednesday and
Thursday. On Wednesday morning Milwaukee had received 165,776 ballots. By Thursday evening
458,935 ballots were received, adding 293,159 ballots.

In Figure 7 we see the large deviation in democrat percentage between the Wednesday morning
and those added by Thursday evening. This too causes the posterior probability of the fraud model
to be 100% to machine precision.

Biden Percentage Milwaukee, Prob. of Fraud: 1.0

Percent
&
T

20

1 1
Initial Added

Figure 7: Before and After Democrat Fraction in Milwaukee

Assuming that there was fraud, we estimate that 105,639 fraudulent Biden ballots were added
between Wednesday and Thursday of 11/05/2020 in Milwaukee alone. However as we shall see below,
many of these votes may well have been switched from Trump to Biden, which would also give Trump
an additional 42365 votes and remove 42365 votes from Biden.

4.2 Candidate Percentages Sorted by Ward Size

Another useful tool for evaluating fraud is to look at the cumulative vote percentages sorted by an
independent input factor. An easy factor to use is ward or precinct size. This concept was used
throughout the report on voter irregularities in [2]. In that report there was an anomalous dependency
on precinct size in many of the 2016 primary elections. The larger precincts had introduced the use of
voting machines. But one could also theorize the opportunity for cheaters to cheat in small precincts,
where there may be less oversight.

Normally we would expect the cumulative vote percentage to converge to an asymptote, and bounce
around the mean until convergence. An example of this can be found from the 2000 Florida Democratic
presidential primary between Gore and Bradley. This is shown in Figure 8, and is taken from [2].

However when one sorts the Milwaukee, Thursday night data, by precinct size, you will see trend-
lines that do not converge to an asymptote, as shown in Figure 9. It appears that smaller precincts
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Figure 8: Baseline Cumulative Fractions Sorted by Precinct Size

almost uniformly have higher Democrat percentages. There is no obvious reason for this. It was
certainly not seen in the control case in Figure 8. Furthermore the third party percentages quickly
converge to their asymptote as would be expected in a fair election. One possible model for this would
be vote switching from Trump to Biden, which would show up more strongly in the smaller precincts.

5 Analysis of Third Party Vote Count

Third party voters offer another way to examine a possible fraud mechanism. Votes could either be
switched from third party candidates to the cheater, or fraudulent ballots that are added to benefit
the cheater, may not include third party choices. For the control example, we look at absentee ballots
in the state of Massachusetts. In Massachusetts the initial absentee ballot count was 117,618, and the
number of added absentee ballots is 10,281.

The reported 3rd party percentage of absentee ballots vs time in Massachusetts is shown in Figure
10 and the comparison of the inital and added 3rd party ballots in MA is shown in Figure 11. There
is only a small change in party preference, relative to the size of the added ballots. Therefore the
probability of the fraud model is only 22%.
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Figure 11: MA 3rd Party Percentage Initial and Added

When we look at the total 3rd party percentages in Milwaukee, between Wednesday morning and
Thursday night, we see a significant drop from 1.9 percent to 1.4% for the newly added ballots. But
this is among 293,159 added ballots. This is illustrated in Figure 12. Again in this case the fraud
model has a posterior probability of 100% to machine precision.
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6 Analysis of Fulton and DeKalb Counties in Georgia

We perform a precinct level analysis of Fulton and DeKalb counties in Georgia based on an aggregate
data set likely culled from the New York Times. The Fulton data was collected on 11/08/2020 and the
DeKalb data was collected on 11/09/2020. As in Milwaukee we look at the cumulative vote percentages
as a function of precinct size. A plot of this for DeKalb county is shown in Figure 13.

Although there are somewhat concerning trendlines in the beginning, after the size 600 precinct
mark, thereafter the overall picture is what one would expect of an election where the voter preferences
are not dependent on precinct size. Both DeKalb and Fulton counties are in predominantly urban
Atlanta, neighbor one another, and have similar voting preferences across precincts. DeKalb county is
still suspect, however, due to the irregularites observed prior to the Ward 600 mark.

Absentee Vote Percentage vs Precinct Size in DeKalb GA 11/0
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Figure 13: Dekalb County Absentee Ballots: Percentages vs Precinct Size

A different story emerges when we plot the absentee vote percentages for Fulton county as a function
of precinct size, as can be seen in Figure 14. Here the trendlines for the Democrat and Republican
percentages are quite pronounced, amounting to a difference of 8 percent from the halfway mark.

We divide the Fulton county data into a group of smaller precincts and larger precincts. One group
has precincts less than 308 and another larger than 308. The total absentee ballots for the small group
is 24,575, and the large group is 120,029. The small group has a Democrat percentage of 85% and the
large group has a percentage of 77%, for a change of 8%. The fraud model is preferred in this scenario
again with probability of 100% to machine precision.

One might presume that small precincts generally favor Democrats over large precincts, biasing the
results. However take a closer look at the Libertarian party results in Fulton county in Figure 15. The
percentages are exactly what we would expect if there were no bias in precinct size. The percentages
bounce around a mean, not trending in any direction.

So if there were a bias favoring the democrats in small precincts, we would expect that to effect
both the Republican and Libertarian totals. However it appears to only effect Republican totals, as if
the Republican ballots were switched over to Democrat in a higher percentage in the smaller precincts.
Indeed if a fixed number of ballots are switched in each district, it would have a larger effect in the
smaller districts and then show up as trend lines in these percentage plots. At a minimum the data
suggests a statistical anomaly that is not normally present in a fair election.

7 Michigan Analysis
We now due a time series analysis for Michigan. The data was culled from Edison Research. We first

show, Trump, Biden and 3rd party voting percentages vs hours after the start of the election in Figure
16. The third party votes shows the proper convergence to an asymptote that we would expect from

12
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Absentee Vote Percentage vs Precinct Size in Fulton GA 11/C
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Figure 14: Fulton County Absentee Ballots: Percentages vs Precinct Size
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Figure 15: Fulton County Absentee Ballots: Libertarian Percentage vs Precinct Size

the law of large numbers. However the Trump and Biden percentages are vastly different You can see
large discrete jumps in the percentages as very large Biden ballot dumps occur over time. You also see
that the Biden percentages are mostly always increasing after hour 27, which is statistically unlikely
in a fair election.

Note also that almost a million of the ballots are received by hour 27, and we use this as our
starting point. At that point we have a total of 970,119 votes cast. At the end of 167 hours we have
5,531,222 votes cast. At our initial point the Biden percentage is 38%, but the new ballots have a
Biden percentage totaling 53% as seen in Figure 17. The fraud model has posterior likelihood of 100%
to machine precision.

13
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Percentages vs Time

Figure 16: Michigan Vote Percentage vs Time
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Figure 17: Biden Percentage Before and Added

For Michigan we compute the estimated amount of fraudulent Biden ballots conservatively, assum-
ing that the 50.5 percent seen at the end of the count should have been the correct percentage among
the newly added ballots. From this and (4) we obtain an estimate of 237,140 fraudulent votes added
for Biden.

8 Maricopa Precinct Analysis

We apply a similiar analysis to Maricopa county in Arizona. The data was obtained from the Maricopa
county recorder website at https://recorder.maricopa.gov/media/ArizonaExportByPrecinct_110320.
txt. Precincts are sorted by size and the cumulative vote percentages are tallied. It should rapidly
approach an asymptote, but again in Figure 18 we see an anomaly. The Biden percentage is higher in

the smaller precincts, primarily at the expense of Trump, again suggesting vote switching, since the

3rd party percentages immediately approach it’s asymptote.

14
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Percentages vs Precinct Size in Maricopa County
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Figure 18: Maricopa County Arizona Percentage vs Precinct Size

In Figure 19 we focus on the third party percentages, which we see are indeed independent of
precinct size and converge quickly to it’s asymptote. This is about what we would expect if the third
party candidates were counted fairly. It is in sharp contrast to the precinct size dependency and slow
convergence of the Trump and Biden percentages.

Percentages vs Precinct Size in Maricopa County
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Figure 19: Third Party Percentages vs Size in Maricopa County
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Declaration of Matthew Bromberg Ph.D

December 1, 2020

Pursuant to 28 U.S.C Section 1746, I, Matthew Bromberg, make the following declaration.

1. T am over the age of 21 years and I am under no legal disability, which would prevent me from

Signature:

giving this declaration.

. Matthew Bromberg has a Ph.D in Electrical Engineering from the University of California at
Davis and a Masters degree in Mathematics from the University of California at Berkeley. I
have been employed, for over 28 years, in the signal processing and wireless signal processing
domain, with an emphasis on statistical signal processing. I have published numerous journal
and conference articles. Additionally, I have held Top Secret and SAP clearances and I am
an inventor of nearly 30 patents, one of which has over 1000 citations in the field of MIMO
communications (Multiple Input Multiple Output).

. I reside at 4303 West Eaglerock Pl., Wenatchee WA, 98801.

. Given the data sources referenced in this document, I assert that in Georgia, Pennsylvania and
the city of Milwaukee, a simple statistical model of vote fraud is a better fit to the sudden jump
in Biden vote percentages among absentee ballots received later in the counting process of the
2020 presidential election. It is also a better fit when constrained to a single large Metropolitan
area such as Milwaukee..

. Given the same data sources, I also assert that Milwaukee precincts exhibit statistical anomalies
that are not normally present in fair elections.. The fraud model hypothesis in Milwaukee has
a posterior probability of 100% to machine precision. This model predicts 105,639 fraudulent
Biden ballots in Milwaukee.

. I assert that the data suggests aberrant statistical anomalies in the vote counts in Michigan,
when observed as a function of time.

. I assert that the data implies statististical anomalies supportive of vote switching in Maricopa
county Arizona.
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Supporting evidence for the assertions i ang/H is provided in the following pages.
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EXHIBIT 20
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DECLARATION

I make this Declaration of my own personal knowledge, and I am competent to

testify to the matters contained herein.

1

I served as an official legal observer of the 2020 general election. I
observed at the following location: 510 S. Third Ave Phoenix AZ 85003 on
Sunday(s) 10-25-2020, 11-01-2020 and Thursday 11-05-2020.

While serving as an observer, I personally witnessed the following:

- On Sunday October 25, 2020, I arrived to serve from 7:15 am to 4:30 pm

and was provided a complete tour of the facility from opening of mail-in
ballots, elevated signature verification and the adjudication process. I was
not shown the normal signature verification process, if there was one.

There was no ballot counting/tabulation on Sunday, October 25, 2020.

- I'was told that approximately 12% of all mail in / early ballots were in need

of adjudication, for reasons including but limited to mis-marking bubbles
and write-in candidates, in order to establish voter intent.

After watching the adjudication process, I was satisfied the “one
Republican and one Democrat” process was being accomplished in a very
diligent, straightforward and honest manner.

I was concerned and did voice my complaint that the two Maricopa County
referees, who are called upon to settle any unresolved disputes between the
adjudicators, were registered “Independent Party” members. I was told that

this set up was laid out per Arizona Statute,

. I asked one referee about her bias and how she voted for President and a

very wide grin appeared on the upper cheeks and eyes on that referee’s
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masked face and after 10 seconds or 50, she said: “I cannot say” (I regret
not having this county employee’s name, but can easily identify her from a
photo or in person).

9. During my October 25, 2020 tour of duty, I was able to ask questions and
received feedback from every county employee I engaged at the tabulation
center.

10. I engaged BRUCE who was the Dominion “Master of Ceremonies”
employee who was in sole charge of operating the Dominion server and
software, as a Maricopa County contractor. To my knowledge, BRUCE
was the sole Dominion representative working in the Maricopa County
Recorder Ballot Tabulation Center, while I was observing during 10-25-20
(11-01-20 & 11-05-20). To this moment, I deeply regret not having
obtained his last name and have been working to obtain it. BRUCE is
approximately 5'10 180lbs "Ginger" Red/Blond hair. I can easily identify
him from a photo or in person

11. I spoke, one on one, with BRUCE twice on Sunday October 25, 2020
about the safety and security of the digital data, that he alone was
collecting and storing into the Dominion system. When I told him
that I grew up watching the 1966 original Mission Impossible and that
I had just watched a Tom Cruise “Mission Impossible” movie, where
“Tom” was able to access the ultra-secure Space portrayed in the
movie via HVAC ductwork, BRUCE (with a very amused look on his
face the entire time) kept physically pointing to the the heavy duty

glass/plexiglass server space and carefully pointed out how every
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wire, cable and power supply cord were hung in a “basket” path
suspended from the ceiling, to and from the server and to all
counting/tabulation equipment. He assured me that nothing in that
room was connected to the internet.

12. When I continued to pitch my position that “a savvy 14 year old
could somehow hack into the data and change the outcome of the
results,” BRUCE replied; “there must be trust in the process” and
ended our final exchange on 10-25-20, with a smile, saying that he
was a registered Republican.

13. As no ballot counting/tabulation of ballots was to occur that day, at or
about 2:30 pm Sunday October 25, 2020 I ended my assigned shift
and I departed the Maricopa County Recorder Ballot Tabulation Center.

14. On 11-01-2020, T served from 7:15 am to 4:30 pm at the Maricopa County
Recorder Ballot Tabulation Center.

15. While waiting for ballot tabulation activity to commence, Mr. Greg
Wodynski, a fellow Republican observer assigned that day, arrived. I was
relieved to learn that Greg Wodynski had far more than a general working
knowledge of computer programming and had experience in that field for
decades.

16. Given my inability to satisfy myself about the security of the data during
my 10-25-20 experience, I was hopeful that Greg Wodynski would be able
to ask questions that would illuminate in a manner in which I could trust the

Dominion data collection and storage system and process.



Case 2:20-cv-02321-DJH Document 1-10 Filed 12/02/20 Page 22 of 40

17. When there was a problem with the operation of one of the older,
smaller tabulation devices BRUCE was called into action and Greg
Wodynski and I sprung to our feet to observe the problem and to watch
how it would be resolved.

18. Given my limited knowledge of software and programming, I was
truly an observer, seeking to understand what was being done with or
to the data.

19.1 observed BRUCE and his laptop interfacing the broken/stalled
tabulation device and handling folders full of data.

20. Greg Wodynski was following closely and understood precisely what it
was that BRUCE was doing with the data on his laptop, given their
exchanges.

21. 1 came to understand “when a file becomes too full of data, a subset folder
had to be created.” I am unsure if that subset folder was a copy of the
original file, a brand new separate file thereby deleting the original file or
how that data was handled exactly and did not understand fully, how the
broken/stalled tabulation device was returned to service. Greg Wodynski
will know, exactly what took place.

22. When Greg Wodynski and I asked how the data was stored as a backup, in
case the building burned down, Maricopa County Vendor Dominion
employee BRUCE admitted that he took a complete copy of the voter files,
being stored in the Dominion system out of the building with him every
night as a form of a “back up” copy (When the Dominion “Master of

Ceremonies™ takes the entire voter files into his sole possession while
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unobserved off county property with him every night, it does not
matter that the system, the County bought into, is purposefully not
attached to the internet).

23. On Thursday 11-05-2020 I was assigned to stand a post at 2:30 pm at the
Maricopa County Recorder Ballot Tabulation Center. On that day and time
the only activity in the tabulation room was the processing of Overseas
ballots. These Overseas ballots were being electronically generated by a
two person team, consisting of differing political party members. The
aforementioned “Independent” county referee was teamed up with a
republican,

24. There were about 20 teams of two who were inputting votes made by
Overseas voters from stacks of printed .pdf sheets of paper having hand
written serial numbers, in red ink.

25.1 voiced my concern to the lead county worker, about the fact that the
“Independent” county worker may not be as dutiful as a Republican or
Democrat would be to the process of creating electronic ballots that were to
be counted by Dominion machines and software. I do not have the name of
the “lead county worker, but can identify her from a picture or in person.

26. About 20 minutes later I asked the lead county worker “where the hand
written serial numbered printed .pdf documents were generated?”

27. At that moment, my phone rang and the lead county worker told me to
“take that call outside.” I instantly muted the ringer, while continuing to

press her for answers about “where the secured portal was, who was
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responsible for hand writing serial numbers on each .pdf and most
importantly, who was observing that process?”

28. I'was told “the secure portal was offsite and that there was no oversight.”

29. At that point the lead county worker turned and walked away with her
assistants, who seem to be serving as witnesses.

30. About 10 minutes later, while observing another set of folks who were
“adjudicating” damaged .pdf ballots, unsupervised, I took my phone out
and saw two text messages from AZ State Director of Election Day
Operations Gina Swoboda at 3:45 “Hi mark. You have been removed by
maricopa elections. Please leave. Thank you.” & “I am sending another
observer” It was Ms. Swoboda’s call I muted as she left me a voicemail
stating what she texted when she didn’t reach me by voice. I departed the
Maricopa County Recorder Ballot Tabulation Center at approximately 4:00
pm Thursday 11-05-2020.

I declare under penalty of perjury under the laws of the State of
Arizona that I have read the above Declaration, am familiar with its
contents, and know the same to be true and correct of my own

personal knowledge.

November 24, 2020. m'/ 4
Signature;

Mark PLJI Low
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EXHIBIT 21
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DECLARATION

I make this Declaration of my own personal knowledge, and I am competent to

testify to the matters contained herein.

T

I served as an official legal observer of the 2020 general election. I
observed at the following location(s): Oct 17, 2020 and Oct 21, 2020 at
the Maricopa County Tabulation and Election Center in Phoenix, AZ. I

also observed at the Happy Trails Voting location, Surprise, AZ on October
28,2020

While serving as an observer, I personally witnessed the following: At the
MCTEC site I observed in 2 different locations: signature verification and
ballot processing. In the signature verification room on October 17 I was
told to remain at a card table which was at least 10' — 12' from where all of
the computer monitors/screens were turned away from me and I was unable
to see any of the signatures during the process. On Oct 21 there were more
screeners in the room and I was able to turn my chair to observe 2 screens
approximately 6 — 8' from me. In this area of the room there were 3-5
screeners looking at “Low Confidence™ signatures for the entire afternoon
until there was a power outage for approximately 15 — 20 minutes.  The
“Low Confidence” signatures were indicated at the bottom of the screen
with a bright yellow banner. I asked the woman who we were allowed to
speak with (Celia) what happened to these signatures and were these votes
counted. She informed me that they were counted and that the “Low

Confidence” indicator was a new program that they were testing. Following
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the brief power outage a quiet discussion among the 3-5 screeners that I
could see were looking at Low Confidence signatures was that at least one
of them that I could see was now looking at High Confidence signatures.
Since 1 was able to see the Low Confidence signatures earlier I was
disturbed that: 1. there were so many screeners looking at the Low
Confidence for an entire afternoon 2. that the signatures were not even
close to the signatures that they were “comparing” the ballot signature to
and 3. 1 was told by Celia that these signatures were counted I
communicated this with Gina Swoboda, who was my contact for observing.
In the ballot processing room there were 75 -90 processing tables with, I
was told, one Republican and one Democrat on each side of the table. I
was told to remain in a yellow taped area which was at least 15' from any of
the tables. I couldn't see anything that they were doing other than removing
ballots and comparing the number on the ballot to the number on the
envelope and then separating the ballot from the envelope. It appeared that
they were only to record information with a red pen and the process seemed
appropriate. The room was the size of a gymnasium and I really couldn't
observe anything specific, although I tried to observe when individuals had
questions and when they were filling out there 'reports.’” When the press
arrived on October 21 in the morning I found it interesting that the women

who had been in a supervisory capacity when I observed on Oct 17 were

now at a table “closer” to me and processing ballots for about an hour and a

half while several press people with photographers filed in and out.
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3. October 28 I observed voting at the Happy Trails site in Surprise, AZ.

Immediately after voting started it became evident that the glue on the

envelope in which people placed their ballots was not going to stick and the

envelopes would not remained closed. People did not want to lick the

envelopes or take their masks off to do so. The poll workers used masking

tape on these ballots. I called the contact person on my ID and reported this

to them. There were many, if not most, of the ballots throughout the day

that had masking tape used to close the envelope. I was very concerned that

these ballots would not be counted. One of the supervisors at the site went

to the election depot to get something to assist in sealing the envelopes. He

came back with a small container which they put water in and sealing

envelopes continued to be a problem throughout the day. The supervisor

didn't seemed at all concerned about doing this. I was told to not ask

questions or talk to anybody at that point.
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I declare under penalty of perjury under the laws of the State of Arizona that I
have read the above Declaration, am familiar with its contents, and know the same to be

true and correct of my own personal knowledge.

Dated November 16 _, 2020.

Printed Name: Judith E.Burns
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EXHIBIT 22
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DECLARATION

Monday November 23™ 2020

I make this Declaration of my own personal knowledge, and I am competent to testify to the matters contained

herein .

1.

I served as an official legally approved GOP observer of the 2020 general election. 1 observed at the
following location: MCTEC (Maricopa County Tabulation Election Center) 5 10 S. Third Ave Phoenix AZ
85003. |
On Saturday 10-24-2020 & Sunday 11-01-2020 I observed for approximately 8-9 hour daytime.8-5 shift in
the tabulation intake room. My signature is on visitor logs kept by staff.

In this tabulation and adjudication work area was the Dominion computer system computer hardware on
what I observed to be racked Dell branded computer hardware, 5-6 Canon scanners on work are tables and
two larger free standing (presumably Dominion) bulk ballot scanners.

I interacted with several supervisors including Celia (a lead person at MTEC who granted me access), Rene
a supervisor in tabulation area, and Mary C. Connor another lead person — in and outside the tabulation
room.

I spoke to Bruce who identified himself as Dominion employee on contract to Maricopa County for this

election and observed another Dominion employee named John. Bruce and John appeared to have shared

Dominion system administration roles and demonstrated and acknowledged systems administration
access to the voting computer systems. Other.recorder’s office employees and supervisors worked with
Bruce and John closely.

All the mentioned scanners were optically reading the mail-in ballots, converting the paper ballots into
electronic images and discerning voter tabulation data into electronic format (data “votes tabulated” and
scanned ballots in an image format — think jpeg format for example) and all stored in the computer systems
files on hard drives.

On Thursday Nov 5th. I spent time in a signature verification room. I interacted with several supervisors-

including Celia (a lead authority person at MTEC) and Mary C. Connor a supervisor who escorted me to

the signature working area room.
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10.

11.
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On Sunday Nov 1% in the adjudication and tabulation scanning room area, and. in witness with another
GOP Observer named Mark, I spoke to Bruce from Dominion and asked questions on the computer system
contained in that room and connected to the ballot scanners. All mail in ballots were in theory feeding the

data into this Dominion computer system.

Staff supervisors and Dominion employees stated that about 12% of mail in ballots were being rejected in
the ballot readers and needed human intervention in the adjudication process. This amounted to tens of
thousands of ballots that required intervention on the two shifts and days I observed adjudication and ballot .

tabulation.

On Sunday 11-01-2020 I asked Bruce how the tabulation data and scanned images were being stored and
backed up. It is common IT practice to do regular data (disk drive) backup in the event of some system
failure. Bruce stated that he would perform a manual daily system backup to an external hard drive attached
to and in the secured computer bay “glass cage” within the larger adjudication/tabulation room. The hard
drive was in a ruﬁberized orange case and was easily visible, he pointed and identified it. I asked what
software program he was using to perform automated backup ups. He stated he was not using an automated
backup, and inferred he was doing a simple manual data copy to that “orange disk”.
Brucé stated that he took a second copy of the daily backup the orange external backup up target hard drive.
Bruce reached for a new boxed hard drive on a nearby desk where he administered the systems at then

pointed to a shelf with a box filled with spare and new empty hard drives.

Bruce stated he made a daily second disk backup to a new spare hard drives daily. I asked him where
the second daily disk drive backup data copy was being stored. Bruce stated the daily external disk
copies were being physically moved off site to another location outside the MTEC building. I asked
Bruce to what facility and by whom the disks were being relocated and he provided a vague answer
that the were being carried to another building somewhere uptown. I then inquired if there was chain

of custody of this daily data hard drive copy being moved outside the MTEC building and outside
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the tabulation room. He stated there was NO CHAIN OF CUSTODY on data backup up hard drives

leaving the MTEC facility on a daily basis for an undisclosed location.

12. Sunday 11-01-2020 I observed Bruce discussing (and then explaining to me when I inquired) on specifics
of a process where he was manually manipulating stored scanner tabulation data files. The purpose of this
manual manipulation was due to what he described as a processing issue at the numerous adjudication

computer workstations.

13. Bruce described having to take the scanned mail in ballot tabulation data files from a ever-growing large
data file in the Dominion system storage devices and creating smaller subsets (data directories) containing
scanned ballot files; presumably so that adjudication work stations staff could more effectively access and
perform adjudication operations. This manual file operation performed by Dominion employee Bruce
entailed taking ballot files from one large file directory and placing into many smaller file directories. Then
performing a human driven and manual file quantity count - post the worker driving adjudication
processing. This post count was to determine that the total number of files adjudicated in smaller batches
equaled the total files (ballots) needing adjudication in the original source files. This manual

administrator operation at the file and directory level on the tabulation system storage was of concern

to me. It was a human intervention process and therefore creating a potential for intention or non-

intentional errors or lost ballot files.

1 declare under penalty of perjury that I have read the above Declaration, am familiar with its contents, and know

the same to be true and correct of my own personal knowledge.

Dated November 23, 2020

4

Signature: %;%%//Z'//
7

Printed Name: Gregory Wodynski
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EXHIBIT 23
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DECLARATION

DECEMBER 1, 2020

My name is Linda Brickman. Thank you for allowing me to come forward and
speak with all of you.

Effective November 12, 2020, as the 1% Vice-Chair of the Maricopa County
Republican Committee (MCRC), by operation of law upon the resignation of the
Chairman, I took over the performance of all the Chairman’s duties.

I was notified by Rey Valenzuela, Director of Elections, that the Logic & Accuracy
(L&A) Certification of the Dominion voting systems would take place on November 239,
With limited notice, I was later notified the date was moved to November 18, 2020 at 10:00
AM.

There will be around eleven (11) issues that I need to share with you. Starting with
a little background first please.

I arrived at the Maricopa County Tabulations and Election Center (MCTEC) prior
to 10:00 AM, for what was supposed to be a morning turn around inspection of the
Dominion Software and equipment; however, it took some eight (8) hours before the two
formal L&A Certifications were completed, with mixed results.

We began in the BCC or Tabulation room, where the Dominion Software/machines
were set up ready for actual testing.

There were about eight or 9 regular (vs high speed) machines set to tabulate all the
numbers from test ballots (pictures already sent to you) selected by staff from the Secretary

of State’s (SOS) Elections office as part of the SOS L&A Certification, and one main frame
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computer behind glass-like walls plugged into the wall, and a computer technicians work
station with a desktop computer to transfer results from the individual tabulators and into
the server. This main frame machine that I observed was to calculate all the test ballots
and add up the “0’s” to give a grand total of all 8 or 9 machine total ballots counted,
equaling “0.”

Problems occurred almost from the start with the SOS certification. For example, a

number of the ballots could not be read by the tabulator machines; at least one or more of
the tabulators broke down and portions had to be replaced; incorrect information had
been inputted into each tabulator earlier that morning; the “wrong files” were loaded up
into the main frame by the computer technician; and neither SOS staff nor the computer
technician were able to quickly resolve the problems. Instead, we were alerted it might
take an hour or more to work things out, so we adjourned until 2:00 PM, after lunch.

At approximately 2:00 PM I asked if the problem was resolved, and what had
happened. Instead, I was informed that the machines were not calculating correctly, and
all the machines were shut down during the break and reset; and they were going to start a
brand, new test.

About an hour plus later, the ballots were run into the tabulators and printouts of
the results in the form of a “cashier’s tape” were reviewed by me and others. Then, the
memory sticks from each tabulator were removed and handed to the computer technician
for loading into the server along with other relevant files we were told.

Printouts were generated by the Dominion server, and County Chairs from the 3
County Political Parties, as well as other observers, began comparing the individual voting

totals tabulated for accuracy. Once completed, the County Chairs were asked to fill out
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and sign the “Certification” for the SOS L&A. And per Rey Valenzuela, Director of
Elections, other observers could sign if they insisted, but only in an “Observer Capacity”
and not in an official party capacity.

Then came time to sign the Certification.

Based on the issues described above with the SOS L&A test, and my familiarity with
reports from other State Secretary of States (for example, Texas), the December 2019
Democratic US Senators written investigation into Dominion including irregularities in
earlier elections, as well as reports from forensic experts including local Arizona ones, I
denied certification, writing on the form: “CERTIFICATION DENIED — LINDA
BRICKMAN — MC [Maricopa County] CHAIRMAN.”

We then began the 2" L&A test, but this one was conducted by Maricopa County
Elections Staff and on separate Dominion voting tabulator machines. This was a similar
process with results going to the server and reports printed out. But whatever problems or
irregularities surfaced during the first SOS test, they did not manifest this time.

And for the same reasons noted above, I denied certification, writing on the
Maricopa County form: “CERTIFICATION DENIED — LINDA BRICKMAN - MC
[Maricopa County] CHAIRMAN.”

I also have copies of each of those ballots counted, with copies available upon
request. Again, my reasons as noted above were my first-hand observations of the flaws
and irregularities in the SOS L&A tabulating and calculating of the Dominion software,
the unexplained turning off the computer system and doing a reset versus a correction, and

the over 5 hours for the SOS test and results review, plus my lack of faith in the 2" L&A
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test — we could see the machines, but could not see or observe the software behind the
machine to confirm what had gone on.

As a veteran County Elections Worker who actually worked the election both

during the August Primary, and the General from 10/19/20 to 11/11/20 working in the

Signature Verifications room, Duplication room, Adjudication room, ABC Room, and

Hand Count Audit, let me share just about 6 irregularities I PERSONALLY OBSERVED:

(1) Signature verification standards were constantly being lowered by Supervisors in
order to more quickly process that higher amount of early and mail-in ballots (from
approx. 15 points of similarities, to a minimum of 3, lowered to 1, and ultimately to
none — “Just pass each signature verification through”) “There are too many
rejection of ballots each day, so push them through.”.

(2) Challenged signatures on envelopes where the signature was a completely different
person than the name of the listed voter, was let through and approved by
supervisors.

(3) Challenged runs or batches of envelopes for signature verification observed by me
to be the exact same handwriting on the affidavit envelopes on numerous envelopes.
When I asked if the County Attorney would be alerted for possible ballot fraud, I
was told no, but supervisors would take care of it (I can supply one of the batches
with book numbers that I texted in case I needed it).

(4) In the Duplication room, I observed with my Democratic partner the preparation of
a new ballot since the original may have been soiled, damaged, or ripped, and
wouldn’t go through the tabulator. I read her a Trump/Republican ballot and as

soon as she entered it into the system the ballot defaulted on the screen to a
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Biden/Democratic ballot. We reported this to supervisors, and others in the room
commented that they had witnessed the same manipulation. We were never told
what, if any, corrective action was taken.

(5) Election Office Observers — when it became apparent that more and more early and
mail-in ballots would need to be processed, I mentioned that the current rule of the
number of observers per party was not adequate (1 per party, unless all parties
agreed to more). And since the Governor refused to call the Legislature into session
for any reason, and little incentive for the Democrats to agree to a higher adequate
number, there was no way 1 observer per Party, forced to the back of a room, or
behind a see-through wall, had a legitimate opportunity to see what elections
workers were seeing in real time and doing, especially where up to 20 or more
workers processing tasks, sometimes in 10 seconds or less! And I personally
observed most observers acting “clueless”, and do not believe any of them even
realized the challenges I made and referenced above.

(6) And lastly, one of the most egregious incidents in both the Duplication and
Adjudication rooms which I worked, I observed the problem of Trump votes with
voters checking the bubble for a vote for Trump, but ALSO, writing in the name
“Donald Trump” and checking the bubble next to his hand written name again, as a
duplicated vote, counting as an “OVERVOTE,” which means — no vote was counted
at all, despite the policy having been changed to allow these overvotes. Supervisors
contradicted their own policies where the intent was clear. Ray Valenzuela,
Director of Elections, told me openly at the morning of the Dominion Certification

(November 18, 2020), that this was incorrect, the Supervisors were terribly mistaken
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and as an Adjudicator, I was instructed incorrectly, and these many votes SHOULD
HAVE BEEN COUNTED AND NOT TURNED AWAY AS AN OVERVOTE.

The next day, I was called outside the room where I was working and
reprimanded for causing trouble over the weekend and was told to stop saying that
there were wrong doings going on in other rooms, so I was suppressed from
speaking the truth for fear of retaliation or pressure of being let go. So, the
supervisor kept me working ALONE in my corner of the room, not to circulate with
others.

Chairman Finchem, Legislators, and Mayor, I am here today not as an expert in
the Dominion software, but as a voter in Maricopa County, who wants to hear the
truth and speak the truth and not feel suppressed to speak before you now.

There should be integrity in our voting electorate. Voting is not a right; voting is
not a privilege; voting is not an option. Voting is an obligation of every legal
American Citizen.

Thank you.

God Bless America — and God Bless Donald Trump!

Linda Brickman

Maricopa County Republican Committee Chairman (MCRC)

Signed: Linda S Brickmoawv

Dated: December 1, 2020
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